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Abstract of the contribution: This contribution proposes to add threat from unnecessary network services to annex A.
Introduction 
[bookmark: OLE_LINK33][bookmark: OLE_LINK32]This contribution proposes to add threat from unnecessary network services in the main body clause 5.4.2.30 to Annex A.
Discussion
[bookmark: OLE_LINK42][bookmark: OLE_LINK43][bookmark: OLE_LINK44][bookmark: OLE_LINK45]It was noted that 5.4.2.30 “Unauthorised access to the MME via unnecessary network services by the ports” is related to category of elevation of privilege. But this content has not been included in section A.8. Exposed unnecessary services/open ports on MME can be exploited by an attacker to gain unauthorized access. 
Proposals
We propose to add unauthorised access to the MME via unnecessary network services by the ports to section A.8. One mark on the related section in the main body is also proposed.
pCR 
***	BEGIN CHANGES	***
[bookmark: _Toc411029327][bookmark: _Toc411028123][bookmark: _Toc404714040][bookmark: _Toc404333732][bookmark: _Toc404333487][bookmark: _Toc397964256][bookmark: _Toc374930455][bookmark: _Toc466348850][bookmark: _Toc466352957][bookmark: _Toc472222524][bookmark: _Toc380674059][bookmark: _Toc388959145][bookmark: _Toc397964287][bookmark: _Toc404333519][bookmark: _Toc404333764][bookmark: _Toc404714072][bookmark: _Toc404965934][bookmark: OLE_LINK34][bookmark: OLE_LINK35]5.4.2.30	Unauthorised access to the MME via unnecessary network services by the ports 	Comment by cmcc: Addressed by A.8.x
-	Threat name: Unauthorised access to the MME via unnecessary network services by the ports
-	Threat Reference: to be done later
-	Threat Category: Unauthorised access
-	Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
[bookmark: OLE_LINK39]-	Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to gain unauthorised access. The term unnecessary used in this threat refers to three cases:
-	Network services not strictly related to MME operation (e.g. Splunk Service)
-	Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)
-	Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING


***	NEXT CHANGE	***
[bookmark: _Toc411029412][bookmark: _Toc411028208][bookmark: _Toc404714124][bookmark: _Toc404333816][bookmark: _Toc404333571]A.8	Elevation of privilege
Editor’s note: The following threats from clause 5.4 are related to this category:
5.4.2.10	T10 Elevation of privilege	Comment by D'Alessandro Rosalia: This will become a category
5.4.2.11	T11 Malware
[bookmark: OLE_LINK41][bookmark: OLE_LINK40]5.4.2.30	Unauthorised access to the MME via unnecessary network services by the ports
A.8.x	Unnecessary Network Services
-	Threat name: Unnecessary Network Services 
-	Threat Reference: to be done later
-	Threatened Asset: unnecessary network services/ports 
[bookmark: OLE_LINK56][bookmark: OLE_LINK57]-	Threat Description: The MME can expose unnecessary services/open ports which can be exploited by an attacker to gain unauthorized access. The term unnecessary used in this threat refers to two cases:
1. Network services not strictly related to MME operation (e.g. Splunk Service)
1. Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)
-	Threat Relevance: Mitigate
 
[bookmark: _Toc397964296][bookmark: _Toc404333528][bookmark: _Toc404333773][bookmark: _Toc404714081][bookmark: _Toc404965943]
***	NEXT CHANGE	***
***	END OF CHANGES	***
 
