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Abstract of the contribution: Key issue and security requirement on security credentials for authentication and key agreement in the attachment procedure to the IOPS network that shall not be usable in non-IOPS procedures.
Discussion
TR 23.797 describes as a candidate solution that when an authorized PS UE selects the IOPS-mode cell, it attaches to the dedicated PLMN and is authenticated using security procedures to be identified by SA3.

The following Editor's note is included: 
SA3 shall decide whether or not the UE and the IOPS network need to use different security credentials (from those used in the macro EPC) for authentication and key agreement in the attachment procedure to the IOPS network. Any associated impacts on SA2 aspects needs to handled accordingly.
pCR
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Security Analysis of IOPS
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats.
6.X
Key Issue: Security credentials in IOPS network

6.X.1
Key Issue Details
Security credentials are used for authorisation, authentication, and key agreement in the macro EPC. Do they need to be different from those used in the IOPS network’s local EPC? 

TR 23.797 includes the following Editor's note: 
SA3 shall decide whether or not the UE and the IOPS network need to use different security credentials (from those used in the macro EPC) for authentication and key agreement in the attachment procedure to the IOPS network. 
The key issue should discuss both cases:

· No backhaul

· Limited backhaul

Further it should be distinguished, whether the IOPS network had connection to the macro EPC before being in isolation with no backhaul or limited backhaul.

6.X.2
Security Threat
Using the same credentials in different set-ups of the network gives room to attacking the system. In particular, since security credentials stored in a local EPC would be much more exposed to attacks than those in a macro EPC.

Furthermore, using the same credentials in different networks is against the paradigm of cryptographic separation of authentication material.

6.X.3
Security Requirement
Security credentials for authentication and key agreement in the attachment procedure to the IOPS network shall not be usable in non-IOPS procedures.
