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Comparing HTTP/TLS with MIKEY/UDP for PC8 communication

1. Introduction
The companion discussion paper, S3-151284, analyses the need for KMF-initiated transactions that result in delivering the PGK to the ProSe UE, and concludes that a uni-directional protocol initiated by the UE is sufficient for this purpose. It also concludes that either a MIKEY over UDP protocol or the HTTP over TLS can be used for the PGK delivery on its own as a ProSe bearer layer security mechanism on the PC8. 
In this paper we examine the cases when either one of the protocols is used, without dependency on another to transport, e.g. its preshared key as is shown in the current TS 33.303 text. We show that TLS-PSK can be bootstrapped from the Ks_NAF and used to transport the PGK, or alternatively, the MIKEY could be bootstrapped from the Ks_NAF, and also used to transport the PGK. 
We compare these two transport protocol options for the PC8 interface, HTTP over TLS and MIKEY over UDP, and recommend selection of the HTTP over TLS as a protocol of choice for the PC8. 

2. Using HTTP/TLS
This is similar to how TLS-PSK is used to secure the PC3 interface. The two end points – UE and ProSe KMF - engage in a TLS handshake that results in a TLS tunnel to provide confidentiality, integrity, and replay protection of the bearer packets flowing through the tunnel.

2.1 Scenario 1 – Initial set up of a TLS session with full TLS handshake
At a high level the following steps are executed when the UE initiates TLS-PSK handshake with the ProSe KMF:

1.  A new TCP connection is established between the UE and the PKMF. 
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2. The UE sends ClientHello message to the ProSe KMF. It includes PSK-based cipher suites in the message.
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3. The ProSe KMF directs the UE to setup a bootstrapped security association between itself and the UE. The PSK identity hint in the ServerKeyExchange message contains the constant string "3GPP-bootstrapping".
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4. The UE executes the Ub protocol (TS 33.220), to bootstrap a PSK for the PC8.
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5. The UE continues with the TLS-PSK handshake. It provides B-TID to the Prose KMF in the ClientKeyExchange message. 
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6. The ProSe KMF (NAF) extracts the B-TID from the ClientKeyExchange message and requests the NAF specific key (Ks_NAF or Ks_ext_NAF) from BSF. The BSF returns the NAF specific key that corresponds to the B-TID. The ProSe KMF computes TLS session keys.
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7. The ProSe KMF completes TLS-PSK handshake to setup a TLS tunnel with the UE.
8. The HTTP messages (Request/Response) are exchanged between the UE and the ProSe KMF over the secure tunnel. 
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The following figure illustrates the full handshake for this scenario:
[image: image8.emf]
In the above figure, steps 1 to 3 depict the 3-way handshake to setup a TCP connection. Steps 4 to 12 depict a full handshake to setup a TLS-PSK session. Steps 6 and 10 included in this handshake describe the PSK bootstrapping: Step 6 is the Ub protocol executed between UE and the BSF; Step 10 is the Zn protocol executed between PKMF and BSF.
Underlying TCP connection setup and securing the connection with the help of a TLS tunnel, is the responsibility of the TLS layer.

The UE sends a “Key Request” HTTP Request message to inform the ProSe KMF of the groups that it wishes to receive keys for.  In response the PKMF sends a ”Key Response” HTTP Response containing the required group keys (PGKs) along with group identities etc. 

Once UE is in possession of the group keys, it derives the necessary keys required to engage in group communication.

2.2 Scenario 2 – Resuming a TLS session with abbreviated handshake
At some point in time, the TLS session between the UE and the ProSe KMF may need to be resumed. TLS provides an ability to resume or share the same negotiated secret key data between the UE and the ProSe KMF.

Using the TLS session resumption technique, a client can resume a previously established session with a server using an abbreviated handshake. The extra latency and computational costs of the full TLS handshake is therefore avoided.

In case when TLS session resumption is not possible, full TLS handshake is executed between the UE and ProSe KMF. This sets up a new security association on the two endpoints.

In the following figure, an abbreviated handshake between the UE and the ProSe KMF results in a reduction by one full round trip time compared to the full handshake.
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HTTP messages are depicted as “Application data” in the above figure.
3. Using MIKEY/UDP based on Ks_NAF
In this mechanism, MIKEY-PSK protocol is used to securely transport the payload between the UE and the ProSe KMF. MIKEY messages are secured using the boostrapped key (Ks_NAF) generated from the bootstrapping over Ub and Ua.
MIKEY messages have to be carried in one of the transport protocols. TCP is used in this paper, although UDP is also a viable alternative.

3.1 Sending MIKEY messages over TCP

Following steps are executed when UE is sending MIKEY messages to ProSe KMF for the first time.
1. A new TCP connection is created between the UE and the ProSe KMF. This step is always initiated by the UE and is required for the MIKEY messages to be exchanged between the UE and ProSe KMF.
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2. The UE then executes protocols defined for the Ub and Ua reference points in TS 33.220 to bootstrap a shared symmetric key (Ks_NAF) on the UE and the ProSe KMF.
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3. Using this bootstrapped key as the pre-shared key for MIKEY-PSK, the UE initiates Key Request procedure to send a secure I_MESSAGE MIKEY message with the “General Extension” payload carrying the Key Request message to the ProSe KMF. 
The ProSe KMF responds with a I_ MESSAGE MIKEY that carries the PGKs in the “KEMAC” payload along with other parameters that are sent in the “General Extension” payload. This message is acknowledged by the UE with the R_MESSAGE MIKEY message.

                      [image: image12.emf]
The UE can form a MIKEY message and send it to ProSe KMF as long as the TCP connection and the bootstrapped key are stll active.

When the TCP connection drops, or the UE goes out-of-coverage and comes back in-coverage with a new IP address, the UE to repeat Steps 1 and 3 above. 
3.2 Security features in MIKEY

The application on the UE is responsible for setting up the underlying transport connection. Once the transport connection is setup and shared key is bootstrapped, the application formats the MIKEY messages including setting up securing parameters in the message. Following are the security aspects that fall in the domain of the application:
· The pre-shared key is used to derive key material for both the encryption (encr_key) and the integrity protection (auth_key) of the MIKEY messages. This pre-shared key (PMK) needs to be bootstrapped using Ub and Ua procedures.
· “KEMAC” payload is used for carrying keys. This payload is encrypted and integrity protected by MIKEY using the PMK-based encr_key and auth_key respectively 

· “General Extension” payload is used to carry general variable-length payload data. This field is integrity protected with the auth_key.

· MIKEY provides replay protection using the “Timestamp” field in the MIKEY common header

· MIKEY provides freshness using the “RAND” parameter in the MIKEY common header. This field is used as a freshness value for the key generation. 
4. Possible communication scenarios on PC8
It is necessary for both options (i.e. HTTP/TLS and MIKEY/UDP) to work in all scenarios that require communication between the UE and the ProSe KMF.

Following are the expected scenarios:

4.1 Initial interaction between the UE and the ProSe KMF (UE-initiated Key Request)

In both mechanisms, bootstrapping is executed to setup a shared symmetric key on the UE and the ProSe KMF. 

· When HTTP/TLS is used, a full TLS handshake is executed to setup a TLS session (tunnel) between the UE and PKMF using the bootstrapped key as the PSK for the TLS establishment. HTTP messages are exchanged over this tunnel.
· When MIKEY/TCP is used, all three steps shown in section 3.1 above are executed. UE and ProSe KMF exchange MIKEY messages over the TCP connection..

4.2 When an out-of-coverage UE comes back to coverage
Existing TCP connections are torn down when the UE goes out of coverage. This results in both TLS and MIKEY connections to be lost. When the UE comes back to coverage, it re-attaches with the network and obtains a new IP. 

Existing text in TS 33.303 is as follows:

“If the UE detects that a PDN connection, which is used for receiving PGKs, is released by the network, the UE should try to send a new Key Request to inform the ProSe Key Management Function of its new IP address. This is to ensure that the ProSe Key Management Function becomes aware of the new UE IP address for the purpose of performing PGK deliveries. Any new IP address should override any existing ones of the UE at the ProSe Key Management Function”

HTTP over TCP and MIKEY over TCP behave exactly similar to the first case in section 4.1. In the TLS case, full TLS handshake is executed along with Ub and Ua. In the MIKEY case, all three steps shown in section 3.1 are executed, including set up of TCP, bootstrapping, and MIKEY exchange. This is almost equivalent to the TLS/HTTP over TCP.
4.3 When a dormant session is resumed

This scenario is very specific to TLS. In TLS, session resumption can be used to resume a session between the UE and ProSe KMF. This enables the two end points to re-establish a TLS session using the security context setup in the initial handshake.
5. Analysis
The above discussion on HTTP/TLS and MIKEY/TCP can be summarized as follows:

5.1 HTTP messages over TLS 

· Application is responsible for creating HTTP messages.

· TLS layer is responsible for setting up the underlying TCP connection 

· TLS layer is responsible for negotiating with the peer TLS endpoint, and setting up cryptographic keys required for securing the session. 

· Whenever the TLS session expires, TLS session resumption technique can be used to resume the TLS session.

· TLS is widely used.
5.2 MIKEY messages over TCP
· Application is responsible for formatting MIKEY messages
· Application is responsible for setting up underlying TCP connection

· Application is responsible for bootstrapping the shared key to be used for securing the MIKEYmessages

· Application is responsible for formatting security parameters in the MIKEY messages.

· MIKEY is primary designed for secure key exchange between the two endpoints. It is not the natural choice for general payload transfer.

6. Conclusion and Recommendation
From the above analysis, one can deduce that TLS-PSK is more suitable for PC8. It is our recommendation that TLS-PSK be used as the protocol of choice for PC8.
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