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Abstract of the contribution:

This contribution proposes solutions for mutual authentication and key establishment between the Remote UE and UE-to-Network Relay using PC4a
1. Introduction 
This contribution follows solutions described in clause 8.1.3, retaining dependency on the GBA Push between the KMS and the Remote UE. It however removes dependency on the deployed GBA infrastructure, such as BSF or the HSS supporting the Zh interface. Instead, it proposes using the PC4a interface (or a subset thereof) to obtain authentication vector (AV) by the KMS from the HSS.
Both solutions can secure the PC5 between a Remote UE and a UE-to-Network Relay, but neither is sufficient to meet the confidentiality requirement of the remote UE, such that the Remote UE data shall be confidentiality protected from the UE-to-Network Relay. Hence an EN is also added to point out this aspect.
2. Pseudo CR 

*************************** BEGIN CHANGES ****************************
8.1.4
Solution #8.1.4 Security between Remote UE and UE-to-Network Relay using PC4a interface to generate Direct Communication key
8.1.4.1 General
In this solution, 

· ProSe Direct Key, required for securing communication between the Remote UE and the UE-to-Network Relay, is generated by the KMS, based on the authentication vector it retrieved from the HSS using the PC4a interface.  KMS also generates the corresponding GPI data object.
· The UE-to-Network Relay receives the key and the GPI object. It forwards the GPI object to the remote UE.
· The Remote UE uses the NAF key obtained from processing the GPI to generate the ProSe Direct Key.

This solution is applicable in scenarios where the termination points of both the Ua and Ub interfaces reside inside the KMS and KMS supports PC4a reference point with the HSS.
8.1.4.2 Solution description
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Figure 8.1.4.2-1. UE-to-Network relay security based on PC4a
The procedure for PC4a based UE-to-Network relay security works as follows:

Step 0: The UE-to-Network Relay has performed initial E-UTRAN Attach and established a PDN connection for relaying. The UE-to-Network Relay has established secure channel over PC8. The Remote UE and UE-to-Network Relay have discovered each other using Model A or Model B.
1) The Remote UE sends a Direct Communication Setup Request message to the UE-to-Network Relay in order to trigger the establishment of secure link over PC5. The request includes Remote UE ID, and NAF-ID (KMS acting as NAF).
Editor's Note: It is ffs how the solution works if the Remote UE and UE-to-Network Relay Relay are related to two different KMSs. 
Editor's Note: It is ffs in which case the NAF ID needs to be transmitted to the Relay.
2) The UE-to-Network Relay sends a Retrieve ProSe Direct Key Request to the KMS. The request includes Remote UE ID and UE-to-Network Relay ID.
Editor’s Note: It is ffs how the UE-to-Network Relay behaves when it receives a NAF ID it cannot connect to.
3) The KMS checks if Remote UE and UE-to-Network Relay are authorized to set-up security over PC5. 
4) and 5) If the authorization is successful, the KMS contacts the HSS over PC4a to retrieve the Authentication vector for the Remote UE.
6) Once the response is received from HSS, the KMS:
· generates NAF-key(s) according to the provided NAF_Id 
· generates GPI according to TS 33.223
· derives ProSe Direct Key from the NAF-key, and generates ProSe Direct Key ID and lifetime for ProSe Direct Key
7) The KMS sends Retrieve ProSe Direct Key Response to the UE-to-Network Relay. The response includes GPI, ProSe Direct Key, ProSe Direct Key ID and the lifetime.
8) The UE-to-Network Relay stores the ProSe Direct Key, ProSe Direct Key ID and the lifetime, and sends Direct Communication Setup Response message to the Remote UE. The message includes GPI, UE-to-Network Relay ID, Lifetime, ProSe Direct Key ID and Nonce-Relay protected with a MAC using ProSe Direct Key.
9) The Remote UE processes the GPI to get the NAF key, and derives the ProSe Direct Key similarly as the KMS did. The Remote UE checks the MAC of the message using ProSe Direct Key. 
10) The Remote UE sends Direct Communication Setup Accept message to UE-to-Network Relay. The message includes Nonce-UE, and "ok" protected with a MAC using ProSe Direct Key. Also Nonce-Relay is taken into MAC calculation.
11) Upon receiving the Direct Communication Setup Accept message, the UE-to-Network Relay checks the MAC.  If MAC check is successful, UE-to-Network Relay has authenticated Remote UE, and UE-to-Network Relay sends Direct Communication Setup Complete message to the Remote UE. The message includes an "ok" protected with a MAC using the ProSe Direct Key. Also Nonce-UE is taken into MAC calculation. 
12) Upon receiving the Direct Communication Setup Complete message, the UE-to-Network Relay checks the MAC. If MAC check is successful at the Remote UE, the Remote UE has authenticated UE-to-Network Relay.
Editor’s Note: This solution doesn’t meet the confidentiality requirement of ProSe communications of remote UE. It is ffs how to meet the confidentiality requirement.
8.1.5 
Solution #8.1.5 Security between Remote UE and UE-to-Network Relay based on the secure transfer of Direct Communication key generated using PC4a
8.1.5.1 General
In this solution, 
· ProSe Direct Key, required for securing communication between the Remote UE and the UE-to-Network Relay, is generated by the KMS, based on the authentication vector for the Remote UE it retrieved from the HSS using the PC4a interface. KMS encrypts the ProSe Direct Key by the security association based on the retrieved authentication vector.  KMS also generates the corresponding GPI data object.

· The UE-to-Network Relay receives the ProSe Direct Key, the encrypted ProSe Direct Key and the GPI object from the KMS.
·  The UE-to-Network Relay retains the ProSe Direct Key, and forwards the encrypted ProSe Direct Key as well as the the GPI to the Remote UE.
· The Remote UE uses the NAF key obtained from processing the GPI to decrypt the ProSe Direct Key.
This solution is applicable in scenarios where the termination points of both the Ua and Ub interfaces reside inside the KMS and KMS supports PC4a reference point with the HSS.
8.1.5.2 Solution description
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Figure 8.1.5.2-1. UE-to-Network Relay security based on PC4a
The procedure for PC4a based UE-to-Network relay security works as follows:

Step 0: The UE-to-Network Relay has performed initial E-UTRAN Attach and established a PDN connection for relaying. The UE-to-Network Relay has established secure channel over PC8. The Remote UE and UE-to-Network Relay have discovered each other using Model A or Model B.
1) The Remote UE sends a Direct Communication Setup Request message to the UE-to-Network Relay in order to trigger the establishment of secure link over PC5. The request includes Remote UE ID, and NAF-ID (KMS acting as NAF).

Editor's Note: It is ffs how the solution works if the Remote UE and Relay are related to two different KMSs. 
Editor's Note: It is ffs in which case the NAF ID needs to be transmitted to the Relay.
2) The UE-to-Network Relay sends a Retrieve ProSe Direct Key Request to the KMS. The request includes Remote UE ID and UE-to-Network Relay ID.
Editor’s Note: It is ffs how the UE-to-Network Relay behaves when it receives a NAF ID it cannot connect to.
3) The KMS checks if Remote UE and UE-to-Network Relay are authorized to set-up security over PC5. 

4) and 5) If the authorization is successful, the KMS contacts the HSS over PC4a to retrieve the Authentication vector for the Remote UE.
6) Once the response is received from the HSS, the KMS:

· generates the NAF-key(s) according to the provided NAF_Id 

· generates GPI according to TS 33.223
· derives ProSe Transport Key from the NAF-key and UE-to-Network Relay ID. It also generates ProSe Direct Key, ProSe Direct Key ID and lifetime for ProSe Direct Key
· protects (i.e. encrypts and integrity protects) the ProSe Direct Key with the ProSe Transport Key
7) The KMS sends Retrieve ProSe Direct Key Response to the UE-to-Network Relay. The response includes GPI, ProSe Direct Key, ProSe Direct Key ID, Protected(ProSe Direct Key) and the lifetime.
8) The UE-to-Network Relay stores the ProSe Direct Key, ProSe Direct Key ID and the lifetime and sends Direct Communication Setup Response message to the Remote UE. The message includes GPI, UE-to-Network Relay ID, Lifetime, ProSe Direct Key ID, Protected(ProSe Direct Key)  and Nonce-Relay protected with a MAC using ProSe Direct Key.
9) The Remote UE processes the GPI to get the NAF key, and derives the NAF key and ProSe Transport Key similarly as the KMS did.  Then Remote UE unprotects (decrypts and check integrity of) ProSe Direct Key with ProSe Transport Key. The Remote UE checks the MAC of the message using ProSe Direct Key.  
10) The Remote UE sends Direct Communication Setup Accept message to UE-to-Network Relay. The message includes Nonce-UE an "ok" protected with a MAC using ProSe Direct Key. Also Nonce-Relay is taken into MAC calculation.  
11) Upon receiving the Direct Communication Setup Accept message, UE-to-Network Relay checks the MAC.  If MAC check is successful, UE-to-Network Relay has authenticated Remote UE, and UE-to-Network Relay sends Direct Communication Setup Complete message to the Remote UE. The message includes an "ok" protected with a MAC using the ProSe Direct Key. Also Nonce-UE is taken into MAC calculation. 
12) Upon receiving the Direct Communication Setup Complete message, the UE-to-Network Relay checks the MAC.  If MAC check is successful at the Remote UE, the Remote UE has authenticated UE-to-Network Relay.
Editor’s Note: This solution doesn’t meet the confidentiality requirement of ProSe communications of remote UE. It is ffs how to meet the confidentiality requirement.

********************************* END OF CHANGES ***************************
3. Conclusion

We kindly ask SA3 to agree to the changes provided in this contribution and approve the pCR to TR 33.833.
