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Abstract of the contribution:
The present contribution proposes text for a new clause B.3.6.3. “User Sessions” of Annex B on requirements, based on existing requirements in TR 33.806, in DT’s catalogue and discussions on the SCAS. 

The structure of the new Annex B is contained in the latest version of TR 33.806.

It is the intention to eventually add test cases to the new requirements text in Annex B. ‘TBA’ has been noted where test case details have not been added yet. 

1 Introduction
This contribution proposes to add and complete a new clause in the new Annex B, namely B.3.6.3 – User sessions. The structure of the present contribution is as follows: 

Section 2 lists existing relevant requirements and proposes in Word comments how they should be addressed. Section 3 contains the new requirements text for Annex B. 

In more detail: 

· Section 2 begins with a list of the numbers of all requirements from DT’s catalogue in the new Annex C of TR 33.806.  that were considered relevant for the subclause B.3.6.3
· Section 2 also provides an explanation on why it has been decided not to copy text from the proposed DT catalog requirement but instead to add new requirements on protecting user sessions to a new sub-clause Annex B. .3.6.3.

· Section 3 contains a pCR that adds text to subclause B.3.6.3 with Word comments to explain where the text came from. The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval.

2 Relevant existing requirements from DT’s catalogue

DT’s catalogue in the new Annex C contains several requirements on protecting sessions, at least partly. Requirements that were deemed relevant to a new section in Annex B entitled – “Protecting sessions” were identified. These requirements are (identified by clause number): 

Req.s 3.01-20 - 3.01-22.
During the SCAS conference call of the 5th March it was pointed out that the 1st sentence of the requirement 3.01-20 (‘A function must be implemented for all user sessions to prevent other users assuming or pursuing control of the sessions of an authorized user.') overlaps text in a previously agreed section of the MME SCAS namely Annex B.3.3.2.3. 
Annex B.3.3.2.3 states: “Usage of cryptographically protected network protocols.  In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured 

The transmission of data, including between the MME and management entities, with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.” 
Further discussion of the requirements in 3.01-20 suggested that the requirements proposed for Annex B.3.6.1  (3.0.3-21,3.0.3-22 and 3.03-24) along with a new section in Annex B.3.6.3 covering specific Web server requirements specific to protecting user sessions against such threats as Cross site scripting, session fixation, session hijacking and session poisoning would replace DT catalog requirement 3.01-20.

In summary 3.01-20 will not be copied to Annex B.3.6.
Instead a new subclause is proposed for Annex B.3.6. entitled User Sessions are new requirements are proposed for this subclause.      
DT catalog requirements 3.01-21 and 3.01-22 are handled in a separate contribution ‘S3-151267’.
+++START OF CHANGES to Annex C (DT’s catalogue) +++


 Req 3.01-20          Sessions must be protected against highjacking.

A function must be implemented for all user sessions to prevent other users assuming or pursuing control of the sessions of an authorized user. Such protection can be achieved by implementing the following measures or a combina­ tion of these measures:

· Using an appropriate cryptographic algorithm

· On network level: Use of TCP protocol (with sequence number) and filter lists.

· On transport level: SSL/TLS

· On application level: Negotiation of a random, secret value between sender and recipient (e.g. session ID, sequence number, time stamp)


Motivation: An attacker who gains knowledge about a session which is not protected against assumption of control can continue to participate in such a session and thus gain unauthorized access to the system involved. One example is an attacker who records the session cookie for a Web application during non-encrypted communication. The attack­ er can then view and take control of the session of the original user.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized access or tapping of data

· Unauthorized modification of data

· Unauthorized use of services or resources

· Denial of executed activities





+++END OF CHANGES to Annex C (DT’s catalogue) +++

3  New sub-clause and new text for Annex B.3.6.3 “User sessions”

+++START OF CHANGES to Annex B+++

B.3.6
Web Servers
. 

B.3.6.1
HTTPS
Editor’s note: relates to Req 3.03-21, 22, 24 in DT’s catalogue, no equivalent in main body of TR.  

B.3.6.2
Logging

B.3.6.2.1
Webserver logging

Requirement Name: Webserver logging
Requirement Reference: TBA

Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:

-
Access timestamp

-
Source (IP address)

-
Account (if known)

-
URL

-
Status code of web server response
Threat References: TBA
Security Objective references: tba.
Test case:TBA

B.3.6.3       User sessions
Requirement Name: User sessions
Requirement Reference: TBA

Requirement Description: 
To protect user sessions the MME  shall support the following session ID requirements:
1. Session ID data shall uniquely identify the user and distinguish the session from all other active sessions.
2. Session ID data shall have randomly generated (conform to FIPS 140-2 to avoid entropy problems) or cryptographically hashed values (e.g using SHA-2). 

3. Session ID data shall not contain sensitive information in clear text (e.g. account number, social security, etc).[Secure attribute for cookies]

4. Session ID data shall not persist for excessively long periods of time.[Expire attribute for cookies]

5. Session ID’s shall be regenerated for each new session (e.g. each time a user logs in).

6. Session ID shall not be reused or renewed in subsequent sessions.

7. Where session cookies are used the attribute ‘HttpOnly’ shall be set to true.

8. Where session cookies are used the ‘domain’ attribute shall be set to ensure that the cookie can only be sent to the specified domain.

9. Where session cookies are used the ‘path’ attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.

10. The MME shall not accept session identifiers from GET/POST variables.

11. The MME shall be configured to only accept server generate session ID’s.
In the addition the MME shall have a mechanism in place to validate that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The MME shall validate, filter, escape, and encode user-controllable input before it is placed in output that is used as a web page that is served to other users.



Threat References: TBA
Security Objective references: tba.
Test case:TBA
+++END OF CHANGES to Annex B +++

�Text not copied to Annex B.Instead a new sub-cluase is introduced in B3.6 covering user sessions to web servers.


�Not copied into Annex B as per agreed template


�Not copied into Annex B.3.3.4 as per agreed template


�From 3.03-25


�Text added following SCAS discussions on what was required to protect user sessions.





