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Abstract of the contribution: This contribution discusses handling of threats in Sections 5.4.2.44.
1 Introduction 
This contribution proposes to move T44 into Annex A.

2 Discussion
2.1 Threats T44
T44 deals with MME traffic isolation.  There is already a requirement in B.4.6.1 for traffic isolation but not a corresponding threat Annex A. 
2.2 Proposal

It is proposed to add threats related to MME traffic isolation  to Annex A.
3 pCR
***
BEGIN CHANGES
***
5.4.2.44 
T44 Security threat caused by lack of MME traffic isolation
-
Threat name: Security threats caused by lack of MME traffic isolation
-
Threat Reference: to be done later 
-
Threat Category: TBD
-
Threat Description: 

The attack from signalling traffic can impact the management traffic and vice versa when these traffics are not isolated. For example, an attacker wants to obtain important information related to signalling, he can intercept and capture signalling traffic on MME’s interface. The important information related management may also be intercepted and captured if the management traffics and signalling traffics are not isolated in the same interface. So the security threats for signalling traffic can impact management traffic and result in unauthorized access on MME. In the same way, an attacker who attacks MME’s management traffics can obtain important information related signalling and result in tampering and privacy leakage of signalling. 
-
Threatened Asset: all critical data stored in the MME as listed in 5.2

-
Threat relevance: mitigate

NOTE: This is a detailed threat and maps the security objective: TBD

***
NEXT CHANGES
*** 
A.X 
Lack of MME traffic isolation
-
Threat name: Lack of MME traffic isolation
-
Threat Reference: to be done later 
-
Threat Category: Traffic Isolation
-
Threat Description: 

The attack from signalling traffic can impact the management traffic and vice versa when these traffics are not isolated. For example, an attacker wants to obtain important information related to signalling, he can intercept and capture signalling traffic on MME’s interface. The important information related management may also be intercepted and captured if the management traffics and signalling traffics are not isolated in the same interface. So the security threats for signalling traffic can impact management traffic and result in unauthorized access on MME. In the same way, an attacker who attacks MME’s management traffics can obtain important information related signalling and result in tampering and privacy leakage of signalling. 
-
Threatened Asset: all critical data stored in the MME as listed in 5.2

· Attacker: Internal | External

· Threat relevance: Mitigate

· Target: MME
***
END OF CHANGES
*** 
�Addressed by A.X





