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1. [bookmark: page2]Introduction
The SCAS work on physical network elements is on target while the study of virtualized 3GPP network element is ongoing. It’s time to think about how to apply the SCAS to virtualized network elements.
2. Discussion
There has been substantial progress made in ETSI NFV as Phase 2 is starting. Phase 2 of NFV will produce both normative and informative work that is relevant to 3GPP. The ultimate vision of NFV, and the entire telecommunication community, is to apply the virtualization technology developed in ETSI NFV (along with other SDOs) to a real network (e.g. 3GPP network) by virtualizing physical network elements. The benefit of virtualization for the operators has been well documented, such as reduced CAPEX/OPEX, in other literatures.  
At the same time, 3GPP SCAS work has been systematic so far and is also on target (c.f. S3-151141) to produce a series of relevant specifications (TS 33.XXX and 33.XXX) on an initially targeted physical network element MME. But the goal is to produce SCAS specifications extending to all 3GPP network elements in the near future. 
While it is necessary to continue the SCAS work on other network elements, it is also necessary to follow the landscape of other relevant technology impacting 3GPP and be prepared to embrace it.  
2.1 The need for security assurance in virtualized network elements	
One of the justifications for doing SCAS work is that “Mobile networks have become part of society’s critical infrastructure, and that reason alone calls for strong security assurance for mobile network products.”  Though the justification is intended for physical mobile network products, but the same justification also applies to mobile network products that are to be virtualized. In a virtualized world, the core network’s vulnerabilities due to all-IP networking, due to human errors in network and firewall operations, due to inter-operators trust model, etc. are even more prevalent as the network elements can be deployed virtually anywhere, without geographical bounties. If the same SCAS principles and methodologies applied to physical network elements are not applied to virtualized network elements, the efforts put into creating SCAS will not be fully benefited.
 
2.2 Considerations for Trust Models in NFV
In ETSI NFV’s Problem Statement and Security and Trust Guidance, there had been a number of observations that the trust models in NFV maybe different. While SCAS work has been focus on the physical network element, the trust models has been based on physical entities where security credentials can be physically provisioned in to the network element and that the operator’s have physical control of the network elements.  Taking the MME as an example, certificates used in establishing trust between MME and other network elements in which the MME communicates are pre-provisioned and are long lived. MMEs are also traditionally deployed in locations that have some physical protection. The MME can be built on trusted hardware platform which can rely on hardware-based root of trust to establish trust relationship with other network elements. In a virtualized environment, all of the basic assumptions as we know currently may or may not be applicable all the time (e.g. how credentials are provisioned in the VMs) and how much of the work we have done in the MME SCAS work can be applied to a virtualized MME require much study and research.
Independent of the work that goes into designing/enhancing the security of NFV, 3GPP still need to ensure the security of the network elements, even if these are to be virtualized.  Trust model is just one aspect of consideration for the security assurance of virtualized network elements.

2.3 Considerations for potential NFV deployment scenarios
For many cloud-based services and applications, it is expected that many applications (e.g. virtual machines or processes) are created and terminated on a constant basis.  However, with 3GPP, the operation of the network dictates that many of the network elements that are potentially virtualized to be much longer lived virtual machines.  For example, one would not simply terminate an MME when it is not used because it is constantly being used in order to support network operations. In fact, multiple virtual MMEs may need to be running concurrently for operational reasons such as load balancing, mirroring, etc. It is much more foreseeable to envision that a virtualized MME or other critical network elements that are virtualized reach or near capacity and need additional resources to support a higher network load. The SCAS aspect to consider for these longer-lived virtualized network elements then becomes when the VMs are expanded or contracted (i.e. scale-in and scale-out). 

2.4 Considerations for other network elements
In a virtualized world, the network elements to be virtualized take the form of virtual machines, whether the network element is an MME, HSS, SGSN, etc. The differences in these network elements can be described in terms of the software running on them and interfaces defined while the lifecycle such as creating and terminating the virtual machines that make up a particular virtualized network element. Making the lifecycle process secure is scope of ETSI NFV, but how to ensure that the virtualized network elements are secure by applying SCAS treatment to them is the scope of 3GPP. 
Fortunately for 3GPP, the differences/similarities in the virtualized network elements should make it easier to apply the same SCAS treatment, for example on MME, to all other virtualized network elements taking the logic that each virtualized network element can be treated as another virtual machine as the basis for SCAS of that virtualized network element. 

3. Conclusion and proposal
For MME SCAS, it has been a long journey with multiple groups working in parallel (3GPP SA3 and GSMA NESAG) to reach this point. SCAS for virtualized network elements is around the corner and 3GPP as a whole, more specifically SA3, should start thinking about it as we progress the work in SCAS further, specifically we kindly propose:
1. SA3 begin to look at how to leverage the work and efforts put into MME SCAS and apply/expand it for virtualized network elements.
2. Given the current work load in SA3 in relation to R13, we should ideally consider targeting this work as a feasibility study for R14, starting with SI proposal for approval in SA3#80 (August 2015). 
Currently, there is no discussion in ETSI NFV SEC WG to start looking into SCAS for virtualized network element. It is possible that there may be potential overlap in terms of the work split between ETSI NFV SEC and 3GPP SA3 and collaboration between the relevant working groups should also be explored. 
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