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Abstract of the contribution: 
This document proposes the details of integrity protection for signalling.
1 Introduction
As discussed in S3-151256, the risk of the bidding down attack can be mitigated by introducing integrity protection for signalling. The details of integrity protection for signalling need to be considered.
2 Integrity algorithm negotiation and MS network capability echoing
The integrity algorithm negotiation procedure is described as bellow, similar to cipher algorithm negotiation.
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Figure 1 integrity algorithm negotiation

1. Cellular IoT UE sends attach request to SGSN. The cipher algorithms and integrity algorithms UE supported should be included in MS network capability.
2. SGSN obtains AVs (quintets) from HLR/HSS based on IMSI. HLR/HSS checks whether the request UE is a cellular IoT UE based on IMSI received from SGSN. If it is, HLR/HSS send a Cellular IoT UE indication to SGSN.
3. SGSN determines that the request UE is a cellular IoT UE based on received Cellular IoT UE indication. Then SGSN selects a cipher algorithm and an integrity algorithm based on MS network capability and then derives cipher key (Kc) and integrity key (Ki). Kc and Ki can be 128bits length or 64 bits length and it depends on operator’s policy.
4. SGSN sends authentication and ciphering request including the chosen cipher algorithm and integrity algorithm and MS network capability to Cellular IoT UE. The authentication and ciphering request is integrity protected. 
5. Cellular IoT UE derives Kc and Ki, and then checks the echoed MS network capability.
6. Cellular IoT UE sends authentication and ciphering response to SGSN. The communication between Cellular IoT UE and SGSN can be confidentiality protected and integrity protected by using Kc and Ki.

NOTE: UIA1 (i.e. Kasumi) can be used as integrity algorithm in GPRS.
3 Integrity key derivation

Cellular IoT UE and SGSN can derive integrity key from CK and IK. For example, as defined in TS 33.102 Annex B.5, Kc128 is the 128 most significant bits of KDF outputs, and the Key input to KDF is the concatenation of CK and IK (i.e. CK || IK).  The 128 least significant bits of KDF outputs can be identified with integrity key (i.e. Ki128). The length of Kc and Ki can be 64 bits or 128 bits. It depends on the cipher algorithm and integrity algorithm SGSN chosen. If 64-bit Kc and 64-bit Ki are needed, the 64 most significant bits of Kc128 can be identified with Kc64 and the 64 most significant bits of Ki128 can be identified with Ki64.
4 Proposal

It is proposed to agree the following PCR.

******************************************Begin of the First change*************************************************

6.x
Solution #1:  Solution of integrity protection for signalling
6.x.1
Integrity algorithm negotiation and MS network capability echoing
The integrity algorithm negotiation procedure is described as bellow, similar to cipher algorithm negotiation.
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Figure 1 integrity algorithm negotiation

7. Cellular IoT UE sends attach request to SGSN. The cipher algorithms and integrity algorithms UE supported should be included in MS network capability.

8. SGSN obtains AVs (quintets) from HLR/HSS based on IMSI. HLR/HSS checks whether the request UE is a cellular IoT UE based on IMSI received from SGSN. If it is, HLR/HSS send a Cellular IoT UE indication to SGSN.
9. SGSN determines that the request UE is a cellular IoT UE based on received Cellular IoT UE indication. Then SGSN selects a cipher algorithm and an integrity algorithm based on MS network capability and then derives cipher key (Kc) and integrity key (Ki). Kc and Ki can be 128bits length or 64 bits length and it depends on operator’s policy.
10. SGSN sends authentication and ciphering request including the chosen cipher algorithm and integrity algorithm and MS network capability to Cellular IoT UE. The authentication and ciphering request is integrity protected. 

11. Cellular IoT UE derives Kc and Ki, and then checks the echoed MS network capability.

12. Cellular IoT UE sends authentication and ciphering response to SGSN. The communication between Cellular IoT UE and SGSN can be confidentiality protected and integrity protected by using Kc and Ki.

NOTE: UIA1 (i.e. Kasumi) can be used as integrity algorithm in GPRS.
6.x.2
Integrity key derivation
Cellular IoT UE and SGSN can derive integrity key from CK and IK. For example, as defined in TS 33.102 Annex B.5, Kc128 is the 128 most significant bits of KDF outputs, and the Key input to KDF is the concatenation of CK and IK (i.e. CK || IK).  The 128 least significant bits of KDF outputs can be identified with integrity key (i.e. Ki128). The length of Kc and Ki can be 64 bits or 128 bits. It depends on the cipher algorithm and integrity algorithm SGSN chosen. If 64-bit Kc and 64-bit Ki are needed, the 64 most significant bits of Kc128 can be identified with Kc64 and the 64 most significant bits of Ki128 can be identified with Ki64.
*******************************************End of the First change*************************************************
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