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Abstract of the contribution: 
This document proposes key issue on security between UEs and Isolated EUTRAN without backhaul.
1 Introduction
As defined in TS 22.346, an Isolated E-UTRAN is characterized by having no, or a limited, backhaul connection. In particular, the Isolated E-UTRAN feature enables services to be provided to Public Safety Ues in the following backhaul scenarios:

-
No backhaul;

-
Limited bandwidth signalling only backhaul;

-
Limited bandwidth signalling and user data backhaul.
 2 Analysis
In limited backhaul scenarios, public safety UEs can perform AKA with core network through limited bandwidth signalling and create security context to provide confidentiality and integrity protection.  In no backhaul scenario, public safety UEs cannot perform mutual authentication with network and create security context via current AKA mechanism.
In no backhaul scenario, fake network/public safety UEs attack may happen if mutual authentication between public safety UEs and Isolated EUTRAN is absent.  The communication between public safety UEs and Isolated EUTRAN may be tampered and eavesdropped if integrity protection and confidentiality protection are not provided.
In order to avoid above threats, the Isolated E-UTRAN without backhaul shall provide a mechanism to ensure mutual authentication between an Isolated E-UTRAN and public safety UEs connecting to the Isolated E-UTRAN. A mechanism shall be provided to ensure the confidentiality and integrity of user data and signalling over the radio communication path between UEs and Isolated E-UTRAN without backhaul.
3 Proposal
It is proposed to agree the following PCR.

******************************************Begin of the First change*************************************************

6.X
Key Issue X: Security between UEs and Isolated EUTRAN without backhaul
6.X.1
Key Issue Details
As defined in TS 22.346, an Isolated E-UTRAN is characterized by having no, or a limited, backhaul connection. In particular, the Isolated E-UTRAN feature enables services to be provided to Public Safety UEs in the following backhaul scenarios:

-
No backhaul;

-
Limited bandwidth signalling only backhaul;

-
Limited bandwidth signalling and user data backhaul.
In limited backhaul scenarios, public safety UEs can perform AKA with core network through limited bandwidth signalling and create security context to provide confidentiality and integrity protection.  In no backhaul scenario, public safety UEs cannot perform mutual authentication with network and create security context via current AKA mechanism.
6.X.2
Security Threat
In no backhaul scenario, fake network/public safety UEs attack may happen if mutual authentication between public safety UEs and Isolated EUTRAN is absent.  The communication between public safety UEs and Isolated EUTRAN may be tampered and eavesdropped if integrity protection and confidentiality protection are not provided.
6.X.3
Security Requirement
The Isolated E-UTRAN without backhaul shall provide a mechanism to ensure mutual authentication between an Isolated E-UTRAN and public safety UEs connecting to the Isolated E-UTRAN. 

A mechanism shall be provided to ensure the confidentiality and integrity of user data and signalling over the radio communication path between UEs and Isolated E-UTRAN without backhaul.
*******************************************End of the First change*************************************************

