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Abstract of the contribution: This contribution proposes to add to annex D of TR 33.806 the test case D.4.3.x, related to the new requirement B.4.3.x on Syn Flood Prevention (see companion pCR TD S3-151247).
1 Introduction 
This contribution proposes to add to annex D of  TR 33.806 the test case  D.4.3.x related to the requirement B.4.3.x on Syn Flood Prevention (see companion pCR TD S3-151247).
2 Proposed pCR
***
BEGIN OF FIRST CHANGE
***
D.4.3.x 
SYN Flood Prevention 
Test Name: TC_SYN_FLOOD_PREVENTION
Requirements: Requirements Reference- B.4.3.X. Syn Flood Prevention.

Purpose:

Verify that the MME support the Syn Cookies technique. 
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.
· The MME is listening on a TCP port on interface IF1.
· The vendor shall declare if this feature is supported by the MME.

· If supported, the vendor shall declare if this feature how this feature can be configured (e.g. in a configuration file)
· Network traffic analyser on the MME (e.g. TCPDUMP)
· A Host 1 is connected to IF1 and it is equipped with a tool able to reproduce a Syn Flood attack (e.g. nmap or hping)
Execution Steps

1. The tester configures the tool on Host 1 to send a huge amount of  TCP Syn packets against the MME (e.g. hping3 -i <waiting time between each packet>  -S -p <TCP port> -c <Number of packets>  <MME IP>)
2. The tester runs the network traffic analyser on the MME.
3. The tester verifies that the MME correctly receives this packet but discards them without any fault (i.e. the MME is still up and running normally, its services are still available and reachable, the memory is not exhausted, there is no crash).
Expected Results:
The MME does not become inoperative.
Expected format of evidence:

NA
***
END OF CHANGES
***
