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Abstract of the contribution: This contribution proposes an identity-based Authentication & Key Agreement solution for IOPS with Local EPC and no backhaul (public safety use).
1. Introduction
3GPP Rel-13 is carrying out a work item on IOPS (TR 22.897) in support of mission critical network operation for public safety users.  The IOPS work item is focused on providing connectivity to public safety users in emergency situations (e.g. natural disaster, terrorist attacks) where the existing E-UTRAN network becomes disconnected from the EPC, or where a set of “Nomadic eNBs” (NeNBs) need to be deployed on the fly.  
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Figure 1: Isolated E-UTRAN formed following an outage event within the network (from TR 22.897)
The Stage 2 work on IOPS is considering a solution with Local EPC for the “no backhaul” scenario (TR 23.797 clause 6.1), where the “Local EPC” is defined as follows:

Local EPC: the Local EPC is an entity which provides functionality that eNBs in IOPS mode of operation use, instead of the Macro EPC, in order to support public safety services.

The solution text in TR 23.797 contains the following Editor’s notes related to SA3:

Editor's note: SA3 shall decide whether or not the UE and the IOPS network need to use different security credentials (from those used in the macro EPC) for authentication and key agreement in the attachment procedure to the IOPS network. Any associated impacts on SA2 aspects needs to handled accordingly.
Editor's note: The use or not of the IMSI as a permanent identity when the UE attaches to the IOPS network will be dependent upon the mechanism and credentials used by the UE to authenticate in the IOPS network which will be decided by SA3.  Any associated impacts on the architecture and procedures defined by SA2 need to be handled accordingly.

Given the lack of backhaul availability, SIM credentials cannot be used for authenticating the UE to the Local EPC network.
This contribution proposes a mechanism for authentication and key agreement for Local EPC with no backhaul that relies on identity-based cryptography (similar to that used for media security with ProSe one-to-many communication in Rel-12).

The proposed solution also applies to the case of “Nomadic EPS”, which is defined in TR 23.797 as follows:

Nomadic EPS: deployable system which has the capability to provide radio access (via deployable IOPS-capable eNB(s)), local IP connectivity and public safety services to the UEs in absence of normal EPS infrastructure availability.

2. Proposal
It is proposed to agree the text proposal below for inclusion in TR 33.997.
#################### START OF CHANGE ###############################
2.1
Solutions for Authentication and Key Agreement for IOPS (Public Safety Use)
2.1.x
Solution: Authentication and Key Agreement for Nomadic EPS or Local EPC with no backhaul using identity-based cryptography

Depicted in Figure 2.1.x-1 is a Nomadic EPS architecture for IOPS operation. It is comprised of rudimentary EPC and App server functionality, in addition to nomadic eNB(s).

Similar architecture figure applies for the case of Local EPC with no backhaul, the only difference being that a Local EPC functionality is used in combination with existing eNBs.

For both cases the key issue is the impossibility for using SIM credentials due to the absence of real-time connection with the users Authentication Centre.

It is assumed that the Local EPC (or the Nomadic EPS) includes a local HSS/AuC function. However, this function is different from the traditional HSS/AuC function in that it does not have the user’s SIM credentials. Indeed, in an incident situation there may be many Nomadic EPSs deployed on the incident spot, and it cannot be assumed that each Nomadic EPS would be configured ahead of time with the SIM credentials of those public safety users that happen to be present on the incident spot. Similar comment applies to the case of Local EPC with no backhaul.

The solution described in this clause does not require that the local HSS/AuC function be preconfigured with the SIM credentials of the public safety users on the incident spot. It only requires that the public safety users be provisioned with a set of credentials for identity-based cryptography. Similarly, every local HSS/AuC function (located in a Nomadic EPS on in a Local EPC function) needs to be configured with a single (non-user specific) set of credentials for identity-based cryptography.

A Key Management Server (KMS), as defined in IETF RFC 6507 & 6508, is used to provision credential for IOPS operation in the UE and in the local HSS/AuC function residing inside the Nomadic EPS (or Local EPC).  The solution uses IETF RFC 6507 and RFC 6509 to provide mutual authentication between the UE and the network (Nomadic EPS or Local EPC).  And, it uses IETF RFC 6508 and RFC 6509 for key agreement to bootstrap a secure session between the UE and the network.   The overall solution is described in the following sub-sections:  1) Provisioning Credential for IOPS operation 2) Authentication & Key Agreement Flow for IOPS operation.
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Figure 2.1.x-1: Nomadic EPS for IOPS

2.1.x.1
Provisioning Credential for IOPS Operation
The UEs and the local HSS/AuC function residing inside the Nomadic EPS (or Local EPC) are provisioned with the required credentials (as defined in IETF RFC 6507 and 6508) prior to emergency situation, where the UEs and the local HSS/AuC function  have a secure access to the KMS.  The KMS, root of trust for UEs and the local HSS/AuC function, is responsible for provisioning UEs and the local HSS/AuC function with credentials by which UE and the Nomadic EPS / Local EPC can establish a secure session during an emergency period where there is no backhaul connection available.  There are two sets of credentials that are provisioned by the KMS, as described below: 1) Credentials for identity-based Authentication.  2) Credentials for Encryption.  

2.1.x.1.1 Credentials for identity-based Authentication 

The KMS provisions UEs and local HSS/AuC function(s) with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507.  Upon successful provisioning, both UE and local HSS/AuC function will be configured with the public key of the KMS.  Furthermore, UE and local HSS/AuC function are configured with a set of credentials associated with their identity, as follows:  Secret Signing Key (SSK) and Public Validation Token (PVT).  In order to achieve mutual authentication, both UE and local HSS/AuC function must act as “signer” and “verifier” (according to the definitions in RFC 6507).  The signer uses SSK to sign a message, and the verifier uses the public key of KMS and signer’s PVT to verify the signature.
2.1.x.1.2 Credentials for Encryption

The KMS provisions UEs and local HSS/AuC function(s) with a set of credentials for Sakai-Kasahara Key (SAKKE) Encryption, as defined in IETF RFC 6508.  Upon successful provisioning, both UE and local HSS/AuC function will be configured with the public key of the KMS.  Furthermore, UE is configured with a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The local HSS/AuC function uses the UE’s identity (receiving entity for SAKKE payload) and the public key of KMS to create an encrypted SAKKE payload.  The UE uses the public key of KMS and its identity to decrypt SAKKE payload.

2.1.x.1.3 Identity Format

The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509.  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp).

2.1.x.2
Authentication and Key Agreement 

Figure 2.1.x.2-1 depicts “Authentication and key agreement” flow between the UE and Nomadic EPS / Local EPC (provisioned by the KMS) during the attach procedure.  
-
The Signer, Receiver and Sender roles on the Network side are assumed by the local “HSS/AuC” function residing inside the Nomadic EPS / Local EPC. The MME function (also part of the Nomadic EPS / Local EPC) only acts as authenticator.
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Figure 2.1.x.2-1: Identity-based Authentication and Key Agreement in Nomadic EPS / Local EPC
The call flow in Figure 2.1.x.2-1 is similar to the EPS-AKA call flow (TS 33.401), with the following salient differences:

3.
The message is signed (SIGN) using network’s identity (ID_nw). The MME generates the Shared Secret Value (SSV) and forwards it as encrypted SAKKE payload, the encryption being performed using UE’s identity (ID_ue).
4.
The MME adds a Key Set Identifier (KSIASME) parameter that will be used to avoid invoking a full authentication during subsequent connection set-ups, exactly in the same way as it is done today with EPS-AKA-based master session key. The KSIASME parameter is unrelated to ECCSI/SAKKE.
5.
The UE derives the SSV from the encrypted SAKKE payload using its Receiver Secret Key (RSK_ue) and sends the Authentication Response message including its public identity (ID_ue). The message is signed (SIGN) using UE’s identity (ID_ue).
6-7.
When the HSS/AuC determines that UE’s signature is valid, it forwards the SSV to the MME in step 7. The SSV is equivalent to the KASME key that is agreed as part of EPS-AKA authentication. If the SSV has a different size than the KASME (256-bit), both the UE and MME apply an algorithm in order to generate a 256-bit KASME using the SSV as a seed. From this point on, the KASME will be used for all subsequent key derivations in the UE and in the E-UTRAN using exactly the same key derivation mechanisms as described in TS 33.401. The fact that the KASME was derived based on ECCSI/SAKKE authentication and key agreement rather than EPS-AKA makes no difference for subsequent key generation.
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