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Abstract of the contribution: This contribution proposes to clarify the requirements on packet filtering and move the improved requirements to annex B.
1 Introduction 
This contribution proposes to move the existing packet filtering requirements in the main body clause 6.16 to Annex B. The editor’s note on packet filtering on outgoing traffic has also been clarified.

The requirement has also been extended to make explicitly that packet filter covers 

•
any header parameter up to layer 4 (UDP, TCP, SCTP) 

•
can be used to only allow traffic from specific addresses on specific ports on any network interfaces. 

•
support logging and accounting

In addition a reference to this new requirements in clause “B.4.2.2       Restricted reachability of services” has been added

Test cases are treated in a separate pCR.

2 Discussion
Currently there is an editor’s note if outgoing traffic from a node shall be filtered. The current requirements text “RX-3: It shall be possible to filter both incoming and outgoing traffic on any IP interface.” states that it shall be possible, but must not be done all the time. So it is the choice of the operator to use this feature or not. So we proposes to have requirements in packet filtering on outgoing traffic
The pCR also moves the DT requirement 3.42-15 from Annex C into Annex B as proposed by the existing editor’s note in Annex B.3.7.2.
3 Proposals
As discussed in clause 2.
4 pCR 

***
BEGIN CHANGES
***
6.16 

Security requirements on Packet filtering

-
Requirement Name: Packet filtering of incoming and outgoing packets on any MME interface. See RFC 3871 [9] for further information.
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall provide a means to filter IP packets on any interface implementing IP. The MME shall provide a mechanism to allow specified action to be taken when a filter rule matches.
2) RX-2: The filtering mechanism shall support filtering based on the value(s) of any portion of the protocol header.
3) RX-3: It shall be possible to filter both incoming and outgoing traffic on any IP interface.
Editor’s note: ffs if outgoing traffic shall be filtered

4) RX-4: It shall be possible to log all filter actions. The logging capability shall be able to capture at least the following data: permit/reject/drop status, source and destination ports, source and destination IP address, which network element forwarded the packet (interface, MAC address or other layer 2 information that identifies the previous hop source of the packet), and time-stamp to millisecond accuracy.

Editor’s note: ffs if this requirement may have heavy performance impact on the MME
-
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING
-
Threat References: T9 Denial of Service
-
Test Case: 
1) Test Case:

· Pre-conditions: The MME is powered on and have packet filtering enabled. Two other hosts on the network needed for testing
· Steps taken to perform the test: 

a) The tester configures MME to only allow ICMP traffic from host 1.
b) The tester initiates ping traffic from host 1

c) The tester initiate2 ping traffic from host 2
· Expected results:

Only host 1 will get ping answers.
2) Test Case :

· Pre-conditions: The MME is powered on and have packet filtering enabled. The MME shall have 2 different physical Ethernet ports connected to a network with a second host connected
· Steps taken to perform the test: 

a) The tester configures MME Ethernet port one with IP-address 1, and Ethernet port two with IP-address 2.

b) The tester configured packet filtering so only traffic is allowed from IP-address 2
c) The tester initiates ping traffic to IP-address 1 from second host

d) The tester initiates ping traffic to IP-address 2 from second host

· Expected results:

Ping answers are only sent from IP-address 1.
3) Test Case :

· Pre-conditions: Test case one and 2 have been executed
· Steps taken to perform the test: 

a) The tester reads the log including log entries from packet filtering.

· Expected results:

The log shall include log entries from test case 1, where ping from host 2 shall have been logged. The log shall include log entries for test case 2, where ping traffic coming to Ethernet 2 shall have been logged.

***
NEXT CHANGE
***
B.3.7.2 
Protecting availability and integrity

B.3.7.2.1
Packet filtering

Requirement Name: Packet filtering 
Requirement Reference: to be done later
Requirement Description:
MME shall provide a mechanism to filter incoming and outgoing IP packets on any IP interface (see RFC 3871 [9] for further information).

In particular the MME shall provide a mechanism:
1. To filter both incoming and outgoing IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI
2. To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:

· Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back

· Accept: the matching message is accepted
· Account: the matching message is i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
3. To enable/disable for each rule the logging, i.e. details on messages matching the rule for troubleshooting.
4. To filter on the basis of  the value(s) of any portion of the protocol header
5. To reset the accounting
6. The MME shall provide a mechanism to disable/enable each defined rule.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA
B.3.7.2.2
Interface robustness requirements

Requirement Name: Manipulated packets that are sent to an address of the network device must not lead to an impairment of availability
Requirement Reference: to be done later
Requirement Description:

A network device shall be not affected in its availability or robustness by packets that are manipulated or differing the norm. This means that appropriate packets must be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness must be just as effective for a great mass of invalid pack ets as for individual or a small number of packets.

Examples of such packets are:

•
Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack)

•
Packets with the same IP sender address and IP recipient address (Land attack)

•
Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack)

•
Fragmented IP packets with overlapping offset fields (Teardrop attack)

•
ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack)
· Uncorrelated reply packets (i.e. packets which cannot be correlated to any request) 
Sometimes the relevant behaviour of the network device must be configured. In other cases, the behaviour of the network device may only be verified by the relevant tests.

Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA
***
NEXT CHANGE
***
B.4.2.2
Restricted reachability of services

Requirement Name: The TOE shall restrict the reachability of services

Requirement Reference: TBA 

Requirement Description: 
The TOE shall restrict the reachability of services 
so that they can only be reached on interfaces where their usage is required
. On interfaces were services are active,  the reachability should be limited to legitimate communication peers.
 This limitation shall be realized on the system itself (without measures (e.g. firewall) at network side) according to B.3.7.2.1.

Example: Administrative services (e.g., SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic.
 
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

***
NEXT CHANGE
***
C.6.5.
Protecting availability and integrity


 Req 3.42-15
          Manipulated packets, that are sent to an address of the network device, must not lead to an impairment of availability.
A network device shall be not effected in its availability or robustness by packets that are manipulated or differing the norm. This means that appropriate packets must be detected as invalid and be discarded. The process shall not be affect the performance of the network device. This robustness must be just as effective for a great mass of invalid pack­ ets as for individual or a small number of packets.

Examples of such packets are:

· Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack)

· Packets with the same IP sender address and IP recipient address (Land attack)

· Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack)

· Fragmented IP packets with overlapping offset fields (Teardrop attack)

· ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack)

Sometimes the relevant behaviour of the network device must be configured. In other cases, the behaviour of the net­
work device may only be verified by the relevant tests.
Motivation: An attacker can use tampered packets to perform so-called denial-of-service attacks, in order to impair the availability of the network device as a whole or in part. Sometimes it only requires individual packets, or a few of them, to make a vulnerable network device crash.

For this requirement the following threats are relevant:

· Disruption of availability

***
END OF CHANGES
***
�Covered by B.3.7.2.1 except the test cases


�Cover requirements in clause 6.16


�Cover Req 3.42-15 in Annex C.6.5


�New short headline


�Taken from DT Req 3.01-2 with editorial adaptation.


�Taken from DT Req 3.01-2


�Copied text from DT Req 3.01-2 which generalises interface binding requirement from TR section 7.4. There are other implementation options than binding


�Copied from DT Req 3.01-2, but as should requirement because this is a second aspect of the restriction


�Copied from DT Req 3.01-2


�Taken from DT Req 3.37-3 with adaptations


�Covered by B.7.2.2





