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1 Introduction 
SA#67 accepted a study item for SA3 on potential security enhancements for Gb, i.e. “EGPRS access security in relation to cellular IoT”, shortly EASE_IoT. This contribution intends to add a scope to the TR 33.860. The scope is intended to be in line with the SI description approved by SA#67, and related study in GERAN. 
2 Proposal 
We propose SA3 to discuss about the proposed sections in the attached pCR, and accept if appropriate. 
3 pCR 

***
BEGIN CHANGES
***
1
Scope


The present document contains a study of the EGPRS access security in relation to cellular IoT, and an evaluation of possible technical security enhancements needed to support such services. Different possible deployment scenarios for Cellular IoT, and related stage 2 solutions are being studied in TR 45.820 [2]. 

The scope of this study is limited to investigate the feasibility of improving the access security aspects of Gb mode. In more detail, the scope includes: 

1. Investigate potential security threats, such as man in the middle attacks.

2. Investigate potential security enhancements between the UE and SGSN to mitigate said threats. 

3. Define what security procedures and security algorithms that are recommended to be used by for Cellular IoT devices in Gb mode. This may be procedures and algorithms already specified in earlier 3GPP releases or it could be new procedures and algorithms being introduced as part of this feasibility study. 

4. The potential security enhancements as part of this study item should aim at minimising the impacts to the GPRS core network. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 45.820: “Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things”. 
***
END OF CHANGES
***
