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Abstract of the contribution:

This contribution proposes addition of key issue to the IOPS TR 33.997.
1. Introduction 
One Key issue which need to be addressed in the SA3 IOPS TR are proposed in this contribution.
2. Pseudo CR 

*************************** BEGIN CHANGES ****************************
6.1
Key Issue #1: Isolated E-UTRAN authentication and authorization

6.1.1
Key Issue Details

Local EPC’s supporting the Isolated E-UTRAN need to support authentication and authorization of Public Safety UEs. It should be possible for both the network and the UEs to authenticate each other. 

Public SafetyOrganization consists of different groups and agencies with different local and national level jurisdictions. Hence the authentication and authorization framework need to support a relatively large number of Public Safety UEs.
6.1.2
Security Threat
If UEs are not authenticated for network access, unauthorized UEs will be accessing and using the Isolated E-UTRAN network.
Loss of confidentiality and integrity of ongoing communications, hijacking genuine communications sessions etc are potential security threats without authentication and authorization. Eavesdropping on ongoing communication and gathering information may be used against the Public Safety personnel during critical operations.

Unauthorized access and resource usage will consume much needed resources during critical disaster situations.

6.1.3
Security Requirement
Local EPC’s supporting the Isolated E-UTRAN shall support authentication and authorization of Public Safety UEs.

It shall be possible for Public Safety UEs to authenticate the Isolated E-UTRAN network.

It shall be possible for the authentication and authorization framework in the Isolated E-UTRAN to support Public Safety UEs belonging to different Public Safety organizations.
********************************* END OF CHANGES ***************************
3. Conclusion

We kindly ask SA3 to agree to the changes provided in this contribution and approve the pCR to the IOPS TR 33.997.

