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Abstract of the contribution: The contribution proposes to analyze the key issue of user privacy preference and also gives its requirements.
1 Introduction 
For some services, it may allow users to set their privacy preferences, such as in which condition the network/service provider cannot use their personal data (e.g. location), or in which condition the network should detach the UE to avoid tracing, or in which condition the group member will not allow to receive group message etc. The user preference protection is one of the parts for personal data preserving.

If the user preference setting in the network transiting without protection , may lead to the attacker impersonate legitimate user to change the preference setting, hence may make user change the operator/service provider due to the bad user experience and even doubt privacy violated.

We kindly propose SA3 to agree the following pCR.
2 pCR
 ***
BEGIN CHANGES
***
5.3 Privacy lifecycle related
5.3.x Key issue- User privacy preference
5.3.x.1
Issue Details
Some services may allow users to set their privacy preferences, such as in which condition the network/service provider cannot use their personal data (e.g. location), or in which condition the network should detach the UE to avoid tracing, or in which condition the group member will not allow to receive group messages etc. User preference protection is one of the parts for privacy preservation.
5.3.x.2
Threats
If users transfer their preference settings over the network, an attacker may eavesdrop or change these preference settings.
An attacker may impersonate the legitimate user and change the preference settings on his behalf. 

5.3.x.3
Privacy Requirements
The user’s privacy preference settings need to be integrity and confidentiality protected when being transferred.
The legitimate user needs to be authenticated and authorised when changing his privacy preferences.

***
END OF CHANGES
***
�Resolving the proposed editor’s note





