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Abstract of the present contribution

The present contribution is an update to the living document agreed at SA3#77 as S3-142566. It incorporates the changes from S3-151196, S3-151197, S3-151199, S3-151200. 
Abstract of the living document

This contribution is a living document on the way forward for the work on the security of ultra-low complexity and low throughput internet of things (Cellular IoT) systems requested by GERAN. Particular attention should be given to the challenging deadline set by GERAN in their LS in S3-142348, which states: “GERAN WG2 would appreciate a draft conclusion from SA3 by the GERAN WG1&2 adhoc meeting (02-05 February 2015).”.

SA3’s main finding is that 3GPP should take advantage of the fact that Cellular IoT terminals need not be able to interwork with legacy networks, which offers the possibility to set security requirements ensuring a good level of security that are enforced by the terminal. A further finding is that enforcing the use of UMTS AKA and strong encryption (GEA3/4) on Cellular IoT terminals would already provide a huge step forward and may make the introduction of integrity protection into 2G unnecessary. 

After discussions at SA3#78, agreement was reached as indicated below. 

The present living document is to serve as a basis for a reply LS to GERAN from SA3#78. 
1 Introduction
The present contribution is a living document on the way forward for the work on the security of ultra-low complexity and low throughput internet of things (Cellular IoT) systems requested by GERAN. 

Section 2 points to existing work on 2G security enhancements that shall be taken into account. 

Section 3 discusses assumptions on which the security work on Cellular IoT could be based. 

Section 4 discusses existing security mechanisms that are applicable to the 2G PS domain today, but are often skipped in favour of weaker mechanisms. 

Section 5 discusses mechanisms that would be new to the 2G PS domain, namely integrity protection, which is only applied to 3G and 4G in the signalling plane and not applied at all to the user plane of the radio interface today. 

2 Existing work on 2G security enhancements
The 2G security shortcomings have been known for a long time. In particular, they have been known already before 1999 when the design for UMTS started. UMTS security addresses these 2G security shortcomings.
Later, 3GPP conducted a study in TR 33.801 listing many options for enhancing 2G security. However, the study ended inconclusively in 2006. 
The GSMA Security Group (SG) is another source of knowledge about 2G security. As the GSMA discussion documents are not public we cannot provide any details here. But many 3GPP member companies do have access to GSMA SG documents. Such companies are invited to study the pertinent documents. 

3GPP would be the body responsible for changes in 2G standards, and 3GPP has not been approached by GSMA to work on 2G security protocol enhancements. On the other hand, recommendations for 2G security configurations or operational security would rather lie within the remit of GSMA. 

There is no official view, of course, on why the study in 3GPP TR 33.801 ended inconclusively. But, in our view, the main problem was – and is - how to avoid that a false network can bid down to legacy security levels. This problem is captured in clause 11.12 of TR 33.801 where we find the text “it is required that a new mobile should still work in an old network”.
We discuss in the next section whether this is still true for Cellular IoT.

3 Assumptions for the work on Cellular IoT security 

3.1 Enforcement of strong security requirements by Cellular IoT UEs 

GERAN#63 agreed content for a new TR on cellular IoT in GP-140680. Clause 4.2.3 states: 

· “Mobile stations for Cellular IoT need not be compatible with legacy GPRS networks.”

This implies that it would be possible to impose strong security requirements on Cellular IoT UEs. If these strong security requirements were not met by the network side (i.e. if the network was legacy from a Cellular IoT point of view) then the UE would reject communication with this network. 

But it must be clear that the strong security requirements would then have to be enforced by the UE without any exception. Especially, statements like “let us not enforce these strong security requirements while the UE is roaming in a foreign network that has not yet upgraded security” would lead immediately to the possibility of bidding down. This is so because a false network entity could pretend to belong to a foreign network while blinding out neighbouring base stations through a strong signal, and the UE would have no way of knowing whether it was located within coverage of the home network and would consequently connect to the false network entity. So, hard-configuring UEs with strong security requirements comes with restrictions that need to be well understood and accepted by GERAN and SA3. 

· Proposal 1: SA3 should base their work on the assumption that Cellular IoT UEs are configured with strong security requirements and will enforce these requirements by rejecting communication with networks that do not meet them. In this way, a high level of security in CIoT can be ensured. These strong security requirements shall include the use of UMTS AKA for authentication and GEA4 
for encryption, as described in section 4 of the present document. The inclusion of further security requirements to be enforced by Cellular IoT UEs is ffs. It should also be taken into account that, in certain networks, encryption is not permitted, cf. section 4.3.
A first version of Proposal 1 was agreed by SA3#77. Proposal 1 was updated at SA3#78 to reflect the agreement on enforcing the use of strong authentication and strong encryption.

· Proposal 2: SA3 should communicate the consequences of proposal 1 to GERAN as soon as possible. As the LS from GERAN in S3-142348 states: “GERAN WG2 would appreciate a draft conclusion from SA3 by the GERAN WG1&2 adhoc meeting (02-05 February 2015).” and there is no GERAN meeting between the megameeting in November at the mentioned meeting GERAN WG1&2 adhoc meeting in February, it should be considered whether a joint meeting during the megameeting would be beneficial. 
This proposal was already fulfilled through the joint meeting with GERAN at SA3#77.
3.2 Restrict 2G security enhancements to the PS domain  

The new Cellular IoT work is limited to the 2G packet-switched (PS) domain, i.e. GPRS. Therefore, in view of the timeline and the long-standing, inconclusive efforts to enhance 2G security in general, SA3 should focus on enhancements to the 2G PS domain. But it is, of course, not precluded that some of these enhancements may later prove useful also for 2G security in general.
· Proposal 3: SA3 should focus its work on enhancements to the 2G PS domain.
Proposal 3 was agreed by SA3#77.
3.3 Restrict 2G security enhancements to the UE and the SGSN  

In the present 2G PS security, all security procedures, authentication and encryption, are run between the UE and the SGSN. The base stations are not affected. This is important to note as the introduction of a higher security standard in the network becomes easier under this condition. 

Furthermore, the new TR of GERAN in GP-140680 states in clause 4.2.2:  “Impacts to the GPRS/EDGE base station hardware should be minimised.” This does not preclude software impacts on base stations, but it is often not clear whether new security features can be introduced to base stations by SW-only changes, or whether they affect HW, as previous experience with the introduction of new cryptographic algorithms in the 2G CS domain has shown. Therefore, and also in view of the timeline, we propose: 
· Proposal 4: SA3 should focus its work on enhancements to the UE and the SGSN. 
Proposal 4 was not agreed by SA3#77.
SA3#78 confirmed that base stations should not be affected, also considering the corresponding GERAN requirement cited in section 3.3 of the present living document.

3.4 Study the use of existing mechanisms with priority
Various strong security mechanisms have been defined that are applicable to the 2G PS domain today. The main problems with current 2G security are that these mechanisms are not applied and that a risk of bidding down to weaker mechanisms exists, cf. section 3.1. We list some of these existing mechanisms in section 4. 

Furthermore, it takes a lot of time and diligent effort to develop new security mechanisms for a given technology, e.g. 2G, even if they have already been established in other technologies, e.g. 3G or 4G. Especially, for devices like IoT terminals with an expected long lifetime and little possibility to upgrade them in the field, only mechanisms should be deployed that have been thoroughly vetted over some time. 

Finally, there is again a need to take into account the short timeframe set by GERAN in their LS to SA3.  

· Proposal 5: SA3 should consider the use of existing strong security mechanisms that can be applied to the 2G PS domain today with priority. 

Proposal 5 was agreed by SA3#77. As a consequence of further discussions on the implications of Proposal 5, SA3#78 agreed to mandate enforcing the use of strong authentication and strong encryption mechanisms; this agreement is reflected in an updated version of Proposal 1.

4 Existing security mechanisms applicable to the 2G PS domain
4.1 UMTS AKA
The use of UMTS AKA ensures that only genuine challenges (RAND, AUTN) are accepted (sometimes slightly incorrectly referered to as “network authentication”) and prevents replay of challenges and hence prevents that an attacker can force the re-use of a ciphering key. 
UMTS AKA can negotiate keys with 128 bits length between UE and the network. So UMTS AKA has to be run in GPRS network for using 128 bits cryptographic algorithm, e.g., GEA4. 
It is well known that it is possible to run UMTS AKA over a GERAN access network, the only pre-requisite is support in the UE and the SGSN. 

The use of UMTS AKA requires the presence of a USIM in the UE and support by the ME. The support and use of UMTS AKA could be made a requirement for Cellular IoT UEs. Mandating the use of UMTS AKA would imply that a Cellular IoT UE rejects communication with a network that tries to authenticate the UE via 2G authentication. 
SGSNs support UMTS AKA from Rel-99 onwards. It is believed that all SGSNs in the field support UMTS AKA, so there should not be any problem on the network side. 
4.2 Strong encryption

Requirements in TS 43.020: As opposed to the situation in the CS domain, the encryption algorithms GEA1, GEA2 have not been made public, so we cannot point to any public sources about the strengths of these algorithms. But GEA1 is believed so weak that its implementation in mobile stations has been prohibited in TS 43.020. GEA2 and GEA3 are mandated for all 2G UEs, GEA4 is permitted by TS 43.020. 
The use of GEA4 requires the use of UMTS AKA, cf. section 4.1. GEA4 clearly is much stronger than GEA3, due to its key length of 128 bits. On the other hand, there are currently no network deployments of GEA4, to our knowledge. This may make it difficult to mandate the use of GEA4 from the start of Cellular IoT. But it is also likely that the 64 bits of key length of GEA3 may become insufficient over the lifetime of a Cellular IoT terminal. 

It is believed that restricting the choice of encryption algorithms for Cellular IoT UEs to GEA3 and GEA4, while forbidding the use of GEA0 (NULL encryption), GEA1, and GEA2, would vastly improve the security level for Cellular IoT UEs, compared to current GPRS security. Forbidding the use of GEA0 would imply that the Cipher Mode command must be always sent. 
Starting with GEA3 as the minimum encryption requirement can be justified, in SA3’s view, if a secure and automated means of instructing Cellular IoT UEs to use GEA4 from a certain point onwards is available. 
4.3 GEA0
Although GEA0 cannot provide confidentiality, it is the only allowed encryption algorithm in some GPRS networks. In order that IoT services can be deployed in these GPRS networks, GEA0 has to be included in the allowed algorithm list for Cellular IoT UEs in these GPRS networks.

5 Mechanisms that would be new to the 2G PS domain
General: It is true that encryption, especially with a stream cipher, does not guarantee the integrity of a message. When a message is encrypted by means of a stream cipher, an attacker can toggle a bit at a certain position in a bit stream even without knowing the value of the bit at that position. But encryption does make it more difficult for an attacker to forge a message as a non-trivial man-in-the-middle attack needs to be performed.  

5.1 Integrity protection of signalling 
Integrity protection of signalling is present in 3G and 4G networks, but not in current 2G networks, i.e. SGSNs do not support it. (Remember: in 3G, protection is terminated in the RNC.) Its introduction was a cornerstone in making 3G and 4G networks immune against the false network attacks, from which 2G suffers, in particular against bidding down. However, Cellular IoT offers the possibility to enforce strong security requirements, cf. section 3.1, which also provides a means to prevent bidding down attacks. The question is how much additional security is offered by integrity protection of signalling, when strong security requirements are enforced by the UE. 

Section 3.1 defines the minimum security requirements for Cellular IoT UEs. However, GEA0 and GEA3 may be included in the allowed algorithm list. GEA0 cannot provide confidentiality protection. GEA3 uses short 64-bit keys and may be insufficient in the lifetime of Cellular IoT UE. Attackers can perform bidding down attack to force cellular IoT UEs to use weak algorithms (e.g., GEA0 and possibly GEA3). The bidding down attack still exists when minimum security capability includes weak algorithms. The risk of the bidding down attack can be mitigated by introducing integrity protection for signallings.

· Proposal 6: SA3 should study the security gain provided by integrity protection of signalling in the presence of strong security requirements that are enforced by the UE. Integrity protection for signallings is one possibility to address the bidding-down attack.
Proposal 6 was agreed by SA3#77 and amended by SA3#78.

· Further discussion at SA3#78 established the following: 
The main motivation for introducing integrity protection of signalling in 3G and 4G was the protection against bidding down. But it is also true the procedures other than the ciphering command procedure that establishes the encryption algorithms would benefit from integrity protection. However, no analysis seems available today what risks would be entailed by attacks on other signalling messages that would be possible in the presence of strong encryption algorithm, but would be prevented by integrity protection. This in turn would be needed for assessing the benefit that would be provided by integrity protection of signalling in addition to or instead of strong encryption and prevention of bidding down. 
The use of integrity protection of signalling for CIoT is ffs.
5.2 Integrity protection of user data 
Integrity protection of user data is not present on the radio interface of 3G and 4G networks. It was discussed in Rel-99 when UMTS was defined and again in Rel-8 when EPS was defined. In each case, 3GPP came to the conclusion that there were insufficient arguments for introducing integrity protection of user data. This does not preclude that there are good arguments for having integrity protection of user data now, but the earlier discussions should be taken into account. 
Furthermore, a balance of security mechanisms among the various generations of mobile networks, 2G, 3G, and 4G, should be maintained. Integrity protection of user data has already been proposed in a contribution to GERAN. But introducing integrity protection of user data in Cellular IoT would certainly raise questions about the security of 3G and 4G networks. How could it then be justified not having integrity protection of user data in 3G or 4G?
We would also like to mention that, for 5G, there are even considerations to abandon radio interface security altogether, citing ubiquitous application layer security. But, of course, nothing has been decided for 5G. 
In a similar vein, GSMA’s connected living activity has a requirement for e2e security between device and IoT Service Platform (public information). It needs to be discussed what this means for radio interface security in Cellular IoT. 
Furthermore, it should be considered that Cellular IoT is supposed to be a lightweight system. One of the arguments against integrity protection of user data in 4G was the overhead created by it, cf. TR 33.821, clause 6.1.

· Proposal 7: When studying the potential introduction of integrity protection of user data for Cellular IoT, SA3 should keep the balance of security mechanisms among the various generations of mobile networks and earlier work in mind. 
Proposal 7 was not agreed by SA3#77.

Further discussion at SA3#78 established the following: 
SA3#78 acknowledged that there are arguments in favour of integrity protection of user data for all 3GPP-defined access technologies. However, integrity protection of user data needs further study taking into account the decisions made when introducing UMTS and EPS to not have integrity protection of user data.
6 Security considerations for architecture based on S1 interface
S1 security supports the above requirements

Using S1 security architecture (where the user plane is protected between the UE and RAN node) compared to the using Gb-like security architecture would require the CIoT RAN to support security functionality to securely signal the choice of algorithm and protect the data. It would require an additional roundtrip from the UE to the MME (Service Request message or equivalent) and MME to UE (initial context setup and security set-up message on radio) before user data could be sent (note: any additional delays of LTE compared to GERAN are caused by radio procedures). 

Several options for improving this delay were considered during the MTC small data work. These came at various costs of additional complexity compared to the regular LTE. One major change to this issue with CIoT is the removal of the LTE air interface, which removes the need for making RAN part of the optimisations compatible with the LTE procedures and removes constraints like the size of the SRB1 bearer for carrying user data. 

One useful comparison to make is if the S1-architecture was modified to carry the user data directly to the MME, then from a security perspective the only missing piece would be using the existing security to protect the user data. Providing a complete analysis of the complexity of solutions based on S1-architicture should involve SA2.

7 List of open issues: 

Adapted from S3-151057:
· Does CIoT need to support roaming? Is roaming from CIoT networks with strong encryption into CIoT networks with no encryption acceptable from a use case point of view?
· Is roaming into CIoT networks with strong encryption from CIoT networks with no encryption acceptable from a use case point of view?
Adapted from S3-151090:

· Even though Cellular IoT is currently developed as isolated network, SA3 need still to know what to assume in the long run. If RAT-interworking scenarios are assumed to exist in the future that may require e.g. the use of same keys or credential in different contexts. Should this be taken into account when designing the first version of the security architecture? 

· Cellular IoT UEs need to be intelligent enough to recover from some current 2G attacks without human interaction without the risk of introducing new attacks, e.g. Denial of Service attacks. 

· Should SA3 restrict 2G PS security enhancements to the UE and the SGSN? 

· Should SA3 develop some additional IoT related security enhancements like end-to-middle or end-to-end? Specifically, should there be a security assocation UE – GGSN, or rather a security assocation between the UE and an IoT server (or proxy or gateway) located near the GGSN? The proposed requirements for e2e protection in S3-151105 should be taken into account in this context. 
Adapted from S3-151119:
· Which encryption algorithms should be supported? Should GEA3 be allowed in an initial phase? Should there be two strong encryption algorithms from the start?
· Could GERAN give more information on what they mean by “Gb architecture” or “S1 architecture”. Should SA3’s work be based on the Gb architecture or S1 architecture or both? In which cases should SA2 be involved?
Adapted from S3-151121:
· When selecting security procedures for CIoT it is essential to take the efficiency into account as the available throughput can be very low. An initial comparison of AKA, GBA and DTLS has been made in S3-151121.
Adapted from S3-151105:
· See last bullet under 090. 
Adapted from S3-151122:
· For potential security assocations between the UE and an IoT server (cf. last bullet under 090), which would be the security protocol between UE and core network entity? In view of the lightweight nature of CIoT, such a security protocol would also have to be lightweight. 
· Work on e2e security protocol for M2M and lightweight devices has been carried out by other bodies, notably by ETSI TC M2M (now merged into OneM2M), OMA Lightweight M2M and the IETF. There is a need to evaluate the suitability of this work for the purposes of CIoT. 
· What would be the key management procedure for this e2e or end-to-middle security protocol? 

· The use of the Authentication Management Field (AMF) of authentication vectors for upgrading to stronger crypographic algorithms needs further study. 
�' GEA3 or ' was deleted. 





