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Abstract of the contribution: This contribution proposes a new key issue for MONTE on privacy of UE location information.
1 Introduction 
This contribution proposes a new key issue for MONTE on privacy of UE location information. It is proposed to add the key issue to SA3 TR 33.889.

As an editorial thing, it is also proposed to start numbering the key issues, e.g. "Key Issue 2: Privacy of UE location information ".
2 pCR 
***
BEGIN CHANGES
***
5.2
Key Issue X: Privacy of UE location information
5.2.1
Issue details 

SA2 TR 23.789 [5] for MONTE has key issue 1 for Monitoring, which has, among others, the following required functionality:

"-
Location of the MTC Device, and change in location of the MTC Device

NOTE:
Location granularity for event request, or event report, or both could be at cell level (CGI/ECGI), LA/TA/RA level, Presence Area reporting level, or other formats e.g. shapes (e.g. polygons, circles etc.) or civic addresses (e.g. streets, districts etc.) as referenced by OMA Presence API [4]."
Key issue 2 in SA2 TR 23.789 [5] is about Reporting the number of UEs present in a certain area, and it has the following required functionality:

"-
Service capability exposure framework should allow the 3rd party service provider to request the number of UEs present in a certain area, with a single report or regular reporting."

Even though the functionality seems to be about the number of UEs, there is certain risk that the identities of the UEs might be reported as well. This is mentioned e.g. in "Solution 3 - Monitoring via MME/SGSN" in TR 23.789 [5] where it is stated:

"Monitoring Event: Reporting the number of UEs present in a geographic area

The SCEF, when requested to report the UEs that locate in a geographic area, maps the geographic area to a list of cells and/or RAs/TAs and identifies the MMEs/SGSNs serving them...."
Editor's Note: The applicability of Key issue 2 and related threats with respect to SA2 procedures is ffs. 
5.2.2
Threats
Handling of location information of UEs and providing that to 3rd party application provider can have privacy related threats as follows:

Unauthorized 3rd party application providers could request and get the location information of a specific UE or information which UEs are present in a geographic area.

3rd party application providers could request and get the location information of a specific UE or information which UEs are present in a geographic area for UEs for which they are not authorized to get the information.

When the location information of a specific UE or information which UEs are present in a geographic area is reported, UE specific identities, such as IMSI, could leak to a 3rd party application providers. This is a threat even though the 3rd party application provider would be otherwise authorized to get information on the UE.

Location information of a specific UE or information which UEs are present in a geographic area could be reported to 3rd party application providers without user consent.
3rd  party application providers could request and get the  information of “authorised locations” and “unauthorised locations” for MTC devices  held in the network for  which they are not authorized to get the information.
5.2.3
Security requirements

Editor's Note: The security requirements are ffs.
***
END OF CHANGES
***
