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Abstract of the contribution: 

This contribution describes how OMA-ER-Autho4API authorization framework could be used for securing SCEF A2 and A3 interfaces. Even though these interfaces are developed outside 3GPP, it is still important for SA3 to evaluate that when applied to SCEF the overall system still meets the security requirements. 
1 Introduction 
SA3 has been discussing on how the Network Entities in the SCEF architecture can be sure if the SCEF is authorized to send requests concerning particular UE. Most of the protocols used between SCEF and Network Entity (A1 interface) do not include mechanisms to carry UE specific identity or authorization data or the Network Entities themselves are not able to make authorization decisions at UE level. This means that it is the SCEF itself that must be able verify if the requests coming from A2 and A3 interfaces are authorized before forwarding the request to the A1 interface. This also means that the authorization mechanisms related to the overall SCEF architecture are partly implemented in the A2 and A3 interfaces, the ones that are outside of 3GPP scope. 

Since SCEF is such an important node that is exposing sensitive data outside 3GPP network, we think that SA3 should spend a little bit time to figure out how OMA authorization framework is supposed to work. This will hopefully help us better understand how the SCEF security architecture may be realized into the actual software products. 

This contribution makes a pCR towards TR 33.889, and introduces a high-level solution based on OMA specifications to SCEF A2 and A3 interfaces. The purpose of this contribution is not to mandate any particular solution for implementation. 
2 Proposal
We propose that SA3 accepts the attached pCR towards TR 33.889, and includes the OMA-ER-Autho4API as a potential solution for SCEF security. 
3 pCR 
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Annex <A>:
Information on other SDO’s work relevant for SCEF security architecture 
A.1 General 
Interfaces A2 and A3 are assumed to be outside the scope of 3GPP. Protocol solutions for these interfaces are developed outside 3GPP in other SDOs, like OMA or GSMA. However, it is still important for 3GPP to understand how the security can be handled in these interfaces because SCEF will eventually expose confidential and sensitive information outside the 3GPP network.
A.2 Using OMA-ER-Autho4API for securing SCEF A2 and A3 interfaces 
A.2.1 General

The solution described in this section does not intend to take a stand how A2 and A3 interfaces are implemented. There are other technologies that can be used to implement these interfaces. Furthermore, there may be even other ways to deploy OMA-ER-Autho4API for A2 and A3. 

A.2.2 OMA-ER-Autho4API solution 
REpresentational State Transfer (REST) is an architectural style for defining distributed systems in which entities communicate using the interfaces they expose. RESTful Network APIs specified in OMA uses HTTP system to transfer requests and responses to query or change the state of the resources. The resources are identified and addressed by a Uniform Resource Locator (URL). [8]
The Authorization Framework for the OMA RESTful Network API is called Autho4API. It is a delegated authorization framework, which enables a Resource Owner (the subscriber) owning the network resources to authorize third-party applications to access the resources on the Resource Owner’s behalf (Figure A.2.2-1). The solution uses authorization tokens that are issued by Authorization Server, and verified by the Access Control Server before the resource is exposed to the Autho4API Client. [9]
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Figure A.2.2-1: Autho4API protocol flow
When applied to the SCEF context (Figure A.2.2-2), the Applications behind the SCEF APIs need to take the Autho4API Client role. From 3GPP point of view, both the Authorization server and Access Control Server are inside the SCEF where the access control decisions are enforced. (Note that parts of SCEF can be implemented in several nodes.) SCEF needs to have access to HSS in order to verify which UA is authorized to grant access to which piece of network resource. Note that HSS may have a double role in this context. It makes the authorization decisions but may also hold information that is being exposed. 
Editor’s note: Detailed protocol steps, and other ways to deploy Autho4API are ffs.
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Figure A.2.2-2: Autho4API applied to SCEF 
***
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