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Abstract of the contribution:

The present contribution proposes text for clause B.3.4.1 “Operating Systems - Availability and Integrity” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 
It is the intention to eventually add test cases to the new requirements text in Annex B. For now, however, ‘TBA’ has been noted in place of test case details as none of the requiremens from DT’s catalogue has test cases yet and some of the existing test case descriptions in the main body of the TR need improvement. 

1 Introduction
This contribution proposes new requirements text for Annex B.3.4.1, based on existing requirements on operating systems in the main body of the TR, and in DT's catalogue (Annex C).
Section 2 explains which requirements are related, but not taken into Annex B.3.4.1. Section 3 lists existing relevant requirements and propose in Word comments how they should be addressed. Section 4 contains the new requirements text for Annex B. 

[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]2 Discussion of overlapping requirements
The current version v0.6.0 of TR 33.806 contains only one requirement related to clause B.3.4.1, in clause 7.5: IP-Source address spoofing mitigation (rp_filter). The almost identical requirement is contained in DT's catalogue as 3.37-10 (clause C.3.5). Editor's Notes state that this requirement might also be relevant for clauses B.4.2 (baseline hardening) and B.4.3 (OS hardening), and that this overlap needs to be resolved. It is proposed to keep the current assignment of this requirement in the TR as an OS hardening requirement, because the function to meet this requirement is usually just an option that needs to be enabled in the operating system. Therefore, this requirement will be handled in a companion contribution S3-150023 that updates clause B.4.3.

3 Relevant existing requirements from DT’s catalogue
DT’s catalogue in the new Annex C contains several requirements related to clause B.3.4.1. These requirements are: 
Req.s 3.37-9 through 3.37-12.
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to Annex C (DT’s catalogue) +++

[bookmark: _Toc401747886][bookmark: _Toc401748926][bookmark: _Toc404333634][bookmark: _Toc404333879][bookmark: _Toc404714187][bookmark: _Toc404966050]C.3.5.	Availability and Integrity


 Req 3.37-9	Growing (dynamic) content must not influence system functions. Growing log data and uploads must not influence system functions.	Comment by DTAG3: Covered in B.3.4.1.1

Motivation: A filled up filesystem could stop the system from operations.

Implementation example: Usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring.

For this requirement the following threats are relevant:
· Disruption of availability



	 Req 3.37-10          Systems must not process IP packets which source address is not reachable via the incoming interface.

It is necessary to ensure there are no unneeded default routes which is typically the case for internal systems.

Motivation: In such a case the IP packet comes from an untrusted source (spoofed address) or a routing error exists in the network. In both cases the packet has to be dropped.

Implementation example: Use of "Reverse Path Filter" (RPF) which provides this feature.

For this requirement the following threats are relevant:
· Disruption of availability



	 Req 3.37-11          The processing of ICMPv4 and ICMPv6 packets which are not required for operation must be disabled.	Comment by DTAG3: Covered in B.3.4.1.2. Three types were removed from the "may be used" list and inserted into a "disabled by default" list after the SCAS conf call in Jan 2015.

There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. These types must be disabled or filtered and not be answered, send or processed. The following ICMP types are permitted and may be used:
· Echo Request [Type 8 (v4), Type 128 (v6)]
· Echo Reply [Type 0 (v4), Type 129 (v6) ]
· Destination Unreachable [Type 3 (v4), Type 1 (v6)]
· Time Exceeded [Type 11 (v4), Type 3 (v6)]
· Parameter Problem [Type 12 (v4), Type 4 (v6)]
· Packet Too Big [Type 2 (only v6)]
· Neighbor Solicitation [Type 135 (only v6)]
· Neighbor Advertisement [Type 136 (only v6)]

It is possible that other types will be necessary. This should be checked in each individual case. The ICMPv4 types "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 types "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137) must not be responded to or processed under any circumstances.

Motivation: ICMPv4 and v6 packets can be used by an attacker to request specific information which can be helpful for planning further attacks. In addition, it may be possible to influence the availability of systems.

For this requirement the following threats are relevant:
· Disruption of availability
· Attacks motivated and facilitated by information disclosure or visible security weaknesses



	 Req 3.37-12          IP packets with unnecessary options or extension headers must not be processed.	Comment by DTAG3: Covered in B.3.4.1.3

IP options and extension headers (e.g., source routing) are only required in exceptional cases. So, all packets with en­
abled IP options or extension headers must be filtered.

Motivation: Packets with IP options require extended processing. An attacker can exploit this in order to carry out deni­
al-of-service attacks against an affected device.

For this requirement the following threats are relevant:
· Disruption of availability



+++END OF CHANGES to Annex C (DT’s catalogue) +++

4  New text for Annex B.3.4.1 “Availability and Integrity”
+++START OF CHANGES to new Annex B+++
[bookmark: _Toc404333593][bookmark: _Toc404333838][bookmark: _Toc404714146][bookmark: _Toc404966009]
B.3.4	Operating Systems
[bookmark: _Toc404333594][bookmark: _Toc404333839][bookmark: _Toc404714147][bookmark: _Toc404966010]B.3.4.1	Availability and Integrity
Editor’s note: relates to clause 7.5 and Req.s 3.37-9 through 3.37-12 in DT’s catalogue.  
[bookmark: _Toc404333595][bookmark: _Toc404333840][bookmark: _Toc404714148][bookmark: _Toc404966011]B.3.4.1.1 Handling of growing content
Requirement Name: Growing (dynamic) content shall not influence system functions.
Requirement Reference: TBA 
Requirement Description: 
Growing or dynamic content (e.g. log files, uploads) shall not influence system functions. A file system that reaches its maximum capacity shall not stop a system from operating properly. Therefore, countermeasures shall be taken such as usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring to ensure that this scenario is avoided.	Comment by DTAG3: Text copied from DT catalog Annex C.3.5, Req 3.37-9, with editorial adaptations.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.3.4.1.2 Handling of ICMP
Requirement Name: Processing of ICMPv4 and ICMPv6 packets
Requirement Reference: TBA 
Requirement Description: 
Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the TOE. There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. The TOE shall not reply to, send, or process unused ICMP types by default. The following ICMP types are permitted and may be used:	Comment by DTAG3: Text copied from DT catalog Annex C.3.5, Req 3.37-11, with editorial adaptations (TOE requirement), and three message types moved below.

•	Destination Unreachable [Type 3 (v4), Type 1 (v6)]
•	Parameter Problem [Type 12 (v4), Type 4 (v6)]
•	Packet Too Big [Type 2 (only v6)]
•	Neighbor Solicitation [Type 135 (only v6)]
•	Neighbor Advertisement [Type 136 (only v6)]
The TOE shall not reply to, send, or process the following ICMP types by default, but it shall support operator options to enable these types (e.g. for debugging):	Comment by DTAG3: Added after SCAS conf call Jan 2015
•	Echo Request [Type 8 (v4), Type 128 (v6)]	Comment by DTAG3: Text copied from DT catalog Annex C.3.5, Req 3.37-11
•	Echo Reply [Type 0 (v4), Type 129 (v6) ]
•	Time Exceeded [Type 11 (v4), Type 3 (v6)]

It is possible that other types will be necessary. This should be checked in each individual case. The TOE shall not respond to or process, under any circumstances, the following types:  ICMPv4 "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137).	Comment by DTAG3: Text copied from DT catalog Annex C.3.5, Req 3.37-11, with editorial adaptations (TOE requirement)
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.3.4.1.3 Handling of IP options and extensions
Requirement Name: IP packets with unnecessary options or extension headers shall not be processed.
Requirement Reference: TBA 
Requirement Description: 
IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g., source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.	Comment by DTAG3: Text copied from DT catalog Annex C.3.5, Req 3.37-12, with editorial adaptations
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

+++END OF CHANGES to new Annex B +++


