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Abstract of the contribution: This contribution proposes a solution for restricted direct discovery based on the SA2 work.
Introduction 
SA2 have made good progress on the flows for restricted direct discovery (both model A and model B) for non-public safety use in Rel-13. The agreed flows for these case are contained in subclause 5 of TS 23.713. This contribution proposes a method for transforming the ProSe Codes for transmission in the discovery messages that satisfies the discovery and tracking requirements of the key issue for restricted discovery.  
Discussion

The method proposed in this contribution is very straightforward. Essentially, the UE sending the discovery message use the same time parameter as used in the MIC calculation for open direct discovery (see TS 33.303) and passes it and its ProSe Code through a one-way function to produce a scrambled ProSe code. This scrambled ProSe code is then sent over the air. A receiving UE can work out the time parameter associated with the discovery message and apply the one-way function to all the ProSe Codes it is listening for to see if there is a match.   
Conclusion

It is proposed that SA3 agree the below pCR for inclusion in TR 33.833.

Proposed pCR
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8.Y
Solutions for Discovery 

8.Y.1
Solution #8.Y.1: Security for restricted discovery

8.Y.1.1
General

This solution addresses key issue XXX in the current document and is a proposal for the security part of solution in clause 5 of TR 23.713 [aa]. In particular it addresses the discovery and tracking requirements. 
8.Y.1.2
Tracking of UEs using restricted discovery announcements 

The risk of tracking of a UE by passive receivers in proximity exists if the same announcement is sent on PC5 time and again. 

To mitigate against this attack, the ProSe identifiers announced/broadcasted over the air by a UE should change from announcement to announcement, in a manner not easily predictable by any passive receiver. Naturally, given this is restricted discovery, the UEs that have been authorized to discover a UE are able to understand the next ProSe identifier the UE in question uses. Fresh input to the calculation can be provided by the same method as used to calculate the MIC in open direct discovery. 
8.Y.1.3
Protecting restricted discovery ProSe Codes
A class of solutions that readily suggest themselves involve using a fresh/non-repeatable known value in order to generate new and different Temporary ID values used in the PC5 discovery message from the ProSe Code provided to the UE. Necessarily, the construction of such Temporary IDs shall be non-reversible, i.e. a passive attacker should not be able to determine the underlying ProSe Code from the knowledge of the announcedTemporary ID.
In order to provide freshness, it is proposed to use the same UTC-based counter that is used for open direct discovery (see TS 33.303 [bb]). The TempID that is sent over the air is then calculated as shown in figure 8.Y.1.3-1.
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Figure 8.Y.1.3-1: Calculation of the identity to be sent over PC5 in restricted discovery messages
The receiver of such TempID shall compare it to locally-generated TempID corresponding to all the ProSe Codes that are of interest to that UE. The receiving UE has the exact same information to generate the OTA ProSe ID as the announcer UE (this includes the UTC-based counter).
8.Y.1.4
UE to UE authorization for restricted discovery

In restricted discovery, the ProSe Code used by the UE to be discovered should only be meaningful to a select set of other UEs.

A simple way to achieve the access control required by restricted discovery involves obtaining ProSe Codes for PC5 Discovery Messages, and disseminating those only to the specified set of UEs. The ProSe Function provides a UE with the ProSe Code it can use to be discovered. This ProSe Code is a sensitive parameter and is not to be correlated with the application user ID and/ or subscriber IDs. 

There are several approaches to this dissemination operation. From a security perspective, the requirement is only that the process of dissemination should ensure that these sensitive parameters are not disclosed to untrusted third parties, since their knowledge constitutes a grant of access.
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