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Abstract of the contribution: It was agreed at SA2#106 (November 2014) to begin work on a feasibility study on architecture enhancements for IOPS (Isolated E-UTRAN Operation for Public Safety). In addition to SA2 identifying system architectural requirement SA3 has been requested to consider the security aspects. This contribution presents an SA3 feasibility study proposal.
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3
Justification

Many national and international Public Safety organisations have endorsed or are considering LTE as the next generation technology either to augment their existing systems, or to provide a future migration path.

Ensuring the continued ability of Public Safety users to communicate within mission critical situations is of the utmost importance even when the fixed infrastructure is compromised. The IOPS feature provides the ability to:

· Maintain or create a level of communications for Public Safety users in the scenario where a fixed or nomadic set of eNBs is without normal backhaul communications but has been provided with an alternative (non-ideal) limited bandwidth backhaul.

· Maintain a level of communications for Public Safety users, via an eNB (or set of connected eNBs), following the total loss of backhaul communications.

· Create a serving radio access network without backhaul communications from a deployment of one or more standalone Nomadic eNBs (NeNBs).

· Create a serving radio access network, with and without backhaul communications, from a deployment comprising a combination of eNBs and NeNBs.

The Isolated E-UTRAN may comprise a single or multiple eNBs. An Isolated E-UTRAN comprising multiple eNBs, with connections between the eNBs, can provide communication between UEs across a wider area of coverage than can be provided by a single isolated eNB. The UEs in the coverage of the Isolated E-UTRAN are able to continue communicating and provide a restricted set of services supporting voice, data and group communications, to their Public Safety users.

An Isolated E-UTRAN may comprise a deployment of one or more NeNBs. An Isolated E-UTRAN derived from NeNBs exhibits similar behaviour to an Isolated E-UTRAN derived from eNBs including: support for Public Safety UEs in the coverage area, communication between NeNBs and support for limited backhaul connectivity.

Furthermore an Isolated E-UTRAN may also comprise a combination of eNBs and NeNBs where additional capacity or coverage is provided by NeNBs in an Isolated eNB infrastructure network.
Realisation of the IOPS feature must be able to manage the potentially dynamic nature of an Isolated E-UTRAN where:

· (N)eNBs form, join and leave the Isolated E-UTRAN;
· UEs join and leave the Isolated E-UTRAN.
The IOPS Stage 1 Work Item has specified service requirements for:

· Initiation of an Isolated E-UTRAN;

· Operation of an Isolated E-UTRAN;

· Termination of an Isolated E-UTRAN;

· Security aspects of Isolated E-UTRAN.

An Isolated E-UTRAN is characterised by having no, or a limited, backhaul connection.  In particular, the IOPS feature enables services to be provided to Public Safety UEs in the following backhaul scenarios:

· No backhaul;

· Limited bandwidth signalling only backhaul;

· Limited bandwidth signalling and user data backhaul.

4
Objective

The objectives of this study item are as follows.
1. Based on architectural decisions from SA2 and the related Stage 1 normative requirements define the IOPS security requirements in order to scope/guide the work in SA3. Specifically the Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Provision of these security features is required for both no backhaul to the EPC and limited backhaul to the EPC for the following interfaces:
i) UE to (N)eNB communication.
ii) (N)eNB to (N)eNB communication.
iii) UE to UE communication; determine the suitability of existing ProSe security procedures when the UEs are within the coverage of an Isolated E-UTRAN.
2. The security mechanism(s) supported by an Isolated E-UTRAN shall be consistent with the dynamic nature of an Isolated E-UTRAN. The security of credentials shall not be compromised by solutions for Isolated E-UTRAN operation; furthermore the security provided by an Isolated E-UTRAN shall be comparable with that provided by the existing 3GPP system.
3. Existing 3GPP security mechanisms shall be reused whenever possible and appropriate.
5
Service Aspects

Not applicable.
6
MMI-Aspects

Not applicable.
7
Charging Aspects

Not applicable.
8
Security Aspects

To be addressed by this study.
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	Study on Isolated E-UTRAN Operation for Public Safety; Security Aspects
	SA3
	
	SA#69 (09/2015)
	SA#69 (09/2015)
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	Approved at plenary#
	Comments
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