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Abstract of the contribution:
This contribution continues the discussion started in SA3#77 on security of ultra-low complexity and low throughput internet of things (Cellular IoT). We provide some general and more specific security requirements for discussion and decision. In particularly, we propose that Cellular IoT security work in SA3 should be split in two independent parts, one focusing on 2G security enhancements in the UE and SGSN, and the other on potential upper layer security work. We also provide arguments why the introduction of integrity protection of 2G signalling messages may not be such a bad idea. 
Introduction 
This document discusses security requirements for Cellular IoT in 2G context. We first discuss some general security requirements. We try to dig out some security requirements from the GERAN work, but also from another context where the goals and markets of Industrial Internet are discussed. We then discuss some solution specific security requirements. Lastly, we propose new working assumptions from both previous discussions. 
Discussion on general security requirements 
Writing something conclusive about Cellular IoT security requirements is challenging because the work on general requirements is still in progress in GERAN. GERAN working assumption propose that the Cellular IoT UEs need not to be compatible with legacy GPRS. GERAN does not currently consider inter-RAT mobility, and there are also limitations to the intra-RAT mobility as well. What is not yet clear is how isolated the Cellular IoT related services would be in the long run. It may remain as an overlay network that provides new services like the new low frequency radio only to the Cellular IoT subscriptions. Or it may evolve and provide some of those services also to GPRS or GSM subscriptions. Also, there may be more than one Cellular IoT solutions that may need to interoperate. The need for non-IoT services, such as other RATs or CS services, to the IoT subscriber in the long run are not well understood neither. 
Simplification of the design problem is a natural way of coping with complexity. This works very well for the GERAN groups because new requirements can be easily introduced later. However, SA3 does not have the luxury of starting from something simple, and of adding something fundamental later. The first security version will remain as the foundation for all future releases. It is the base-line solution against which e.g. the bidding-down attacks may be performed. Furthermore, later interoperability requirements may open new vulnerabilities also to the first Cellular IoT security solution. For example, one of the problems in GSM systems is that the same key is often used in several algorithms and contexts. Consequently the weaker algorithm in a less secure context may effect also to the strength of the stronger one. Even tough there is currently no requirement for the Cellular IoT UE to backwards interoperate with legacy GPRS networks, SA3 should not assume that interoperability requirements could not appear in the future. In other words, the security solution may need to be forwards compatible to such scenarios already from day one. Of course, there is another alternative. Decision about the future interworking requirements could be made already today, and if they do not exist, the (security) solution could be designed in the way that future interworking is not technically possible. 
Going back digging the security requirements for the Cellular IoT, we again need to live with the limited set of use cases from the GERAN. Cellular IoT is clearly about small devices that for example
· are power efficient with battery life of several years, 
· send only small amount of data, no voice, 
· may need access once a day rather than all the time, 
· need to maintain connectivity without human assistance, 
· can be reached in challenging coverage conditions e.g. indoor and basements, 
· are cheap, and can be deployed on a mass scale, and 
· are out in the market within the next couple of years. 
These requirements clearly call for a clean and simple solution that is based on the use of existing security mechanisms. They also forecast mass scale deployments, which usually attract more attackers. This gives more reasons why the security architecture should be carefully designed. The lack of human interaction in the Cellular IoT UE side proposes that attacks were the Cellular IoT UE is tricked into camping on false base station, or faked “detach”/”hand-off” type of attacks should be mitigated. Or at least the Cellular IoT UEs need to recover from some current 2G attacks without human interaction.
The current GERAN documents do not yet discuss very much on how reliable the network connection should be. Other Internet of Things initiatives, such as the 6TiSCH work in IETF [1, 2], envision use cases from simple sensor applications to actuators that may more radically affect the physical environment. There are scenarios in which IoT is used to monitor the temperature in food cargo, to control industrial systems, to implement building automation systems or to monitoring the heart rate in homecare, for example. Some of these use cases suggests risks for human life if the Cellular IoT UE is not intelligent enough to recover from simple false base station attacks. Adding such intelligence needs to be done with care in order to avoid behaviour that introduces new attacks towards the network, e.g. Denial of Service attacks.  
Discussion on security solutions 
Even though SA3 is not yet officially working on the topic, there have already been some decisions on working assumptions, and discussion on potential solutions. It has been agreed that SA3 focus on enhancements to the 2G PS domain. Also, it was agreed that Cellular IoT UEs are configured with minimum security requirements, and the UE would reject communication if the network side did not meet these requirements. 
There was no consensus if the enhancements should be limited to the UE and SGSN, or should it involve also other nodes, such as GGSN or maybe even application server in the other end. We think that these proposals need not to be in conflict. Cellular IoT work could be divided into two independent parts. One could focus on the access network security problem. This would focus on classical 2G security issues, and would restrict 2G security enhancements to the UE and the SGSN. The other could focus on the upper-layer security problem, i.e. end-to-middle and/or end-to-end, and should be independent from the first part. Solving the access network security problem should be given a higher priority because it is the more fundamental part of the solution, and need to be in place first. 
It was also proposed in SA3#77 that the combination of UMTS AKA, strong encryption, and minimum security requirements enforced by the UE could also protect the system from bidding-down attacks, and consequently integrity protection of signalling would not be needed. It is an interesting proposal because it would introduce very little changes to 2G security standards, and could consequently lead to cheap and fast deployments. However, it does rely a lot more on the UE implementation than 3GPP security solutions would normally do. Also from the UE manufacturer point of view, it may not be very good business idea to manufacture devices that refuse from connectivity even if one was available. Negative requirements such as “must not support algorithm X” may be difficult to understand as value added feature. In most cases, supporting more algorithms suggests more features and more value. It should be in the Mobile Operator’s interests to introduce some security enforcement mechanism also in the network side because security is also about protecting Operator’s reputation and investments. Such mechanism can be achieved by integrity protection. 
Many security protocols specify integrity protection as mandatory and encryption as optional feature, not the other way round. There may be legal restrictions on the use of encryption in certain countries. Furthermore, technical solution that mandates encryption is more difficult to test and debug than a solution that allows null encryption. If integrity protection is not added in the first release, it will be very difficult to add later. We think SA3 should carefully consider adding integrity protection to some or all of the signalling messages. In minimum, the security algorithm negotiation messages should be protected. Adding something explicitly new to the security solution is not necessarily all bad because it encourages UE manufacturers to update the existing GPRS software libraries to enhanced security instead of deploying the libraries as they are. 
Proposal
We propose some general and more solution specific working assumptions for SA3. Potentially agreed assumptions should documented in some SA3 document e.g. in a living document of similar Cellular IoT assumptions (cf. S3-142566). 
We propose that SA3 adopts the following general assumptions about Cellular IoT: 
· Even though Cellular IoT is currently developed as isolated network, SA3 need still to know what to assume in the long run. If RAT-interworking scenarios are assumed to exist in the future that may require e.g. the use of same keys or credential in different contexts. This should be taken into account when designing the first version of the security architecture. 
· Cellular IoT UEs need to be intelligent enough to recover from some current 2G attacks without human interaction without the risk of introducing new attacks, e.g. Denial of Service attacks. 
We propose that SA3 adopts the following more solution specific assumptions about Cellular IoT: 
· SA3 should restrict 2G PS security enhancements to the UE and the SGSN. If agreed, this working assumption should also be included in a LS from SA3#78 to the GERAN. 
· SA3 may develop some additional IoT related security enhancements like end-to-middle (UE-GGSN) or end-to-end, however, they should be kept independent from the 2G PS security enhancements. If agreed, this working assumption should also be included in a LS from SA3#78 to the GERAN. 
· SA3 should add integrity protection in minimum to the security algorithm negotiation but preferably to all signalling traffic between UE and SGSN. 
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