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Abstract of the contribution:

This contribution discusses the usge of 33.401 Annex D (traditional RN) in the context of ProSe UE-to-Network Relay.
Discussion

In SA3#78 the re-using of capabilities and functionalites of traditional relay nodes for ProSe-UE-to-Network -Relays was discussed, the key issue 7.1.3 was introduced and an LS to SA2 was sent.

The idea of using Rel-10 eNB relay has been discussed in SA2 earlier and it was found not to be a good idea. The main issue was that in the R10 Relay-eNB architecture the assumption is that Remote UE is a “normal UE” (no special UE function is needed to use a Relay eNB), while in the ProSe Relay architecture the starting point is that the network is a “normal network” (trying to minimize the special functions needed in the eNB/MME/SGSN/PGW to support the ProSe relay scenario). Also the basic assumption is that the Relay UE is a UE, and thus e.g., the complexity and power consumption should be kept at a reasonable level.

From a security point of view, further research would be needed as well, in case the arguments given in the SA2 discussion are not sufficient to drop the key issue. The examples given in the key issue are commented as follows.

· Security credential used in the UE-to-Network relay for establishing secure connection with the eNB (e.g. certificate, PSK)

Comment: certificates or psks are used in Rel-10 relay nodes for establishing a secure channel between the RN and the USIM-RN, not between the RN and the Donor eNB. There is no secure channel between the USIM in the ProSe relay and the ProSe relay ME.  It is therefore unclear how to re-use certificates or psks.

· The security protocol between  the UE-to-Network relay and eNB (e.g. IPsec, TLS)

Comment: according to 33.401, Annex D, IPsec or TLS may be used for communication between RN and OAM server. Furthermore, TLS is used to realise the secure channel between USIM-RN and RN. Neither IPsec nor TLS are used between RN and Donor eNB, rather PDCP security is used there (with the additional feature of having integrity also in the user plane). 

· Key exchange and agreement between UE-to-Network relay and eNB

Comment: according to 33.401, authentication and key agreement between RN and Donor eNB uses the standard Rel-8 EPS AKA procedures, with the USIM-RN as USIM.

Proposal

It is proposed to delete the examples in the key issue and add the following editor’s note instead:

Editor’s Note: it is not clear how they could be re-used at all. First of all, a mapping between the entities in 33401, Annex D, and the entities used for ProSe UE-to-Network relay should be provided. See also comments on examples in bulleted list below.
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7.1.3.1
Key issue details
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Figure 7.1.3.1-1: ProSe UE-to-Network Relay

A remote ProSe-enabled public safety UE communicates with UE-to-Network relay via PC5 interface when the remote UE is out of network coverage. When the ProSe-enabled UE acts as the relay, it needs to establish secure connection with the network via Uu interface. In this case, the key issues, security threats, and security requirements in clause 5.4.3 apply. 
The security mechanisms defined in TS 33.401 Annex D should be used as much as possible and whenever applicable. 
Editor’s Note: it is not clear how they could be re-used at all. First of all, a mapping between the entities in 33401, Annex D, and the entities used for ProSe UE-to-Network relay should be provided. See also comments on examples in bulleted list below. 


· 
· 
· 
· 
Editor’s Note: Whether the above issues (the possible re-usage of traditional RN security) apply depend on SA2 clarification of the capabilities and functionalities of the UE-to-Network relay.
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