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Abstract of the contribution: This contribution proposes a key issue on Authentication in ProSe Restricted Discovery.
Discussion

This contribution proposes a key issue on Authentication in ProSe Restricted Discovery. 

It is proposed that SA3 accept the pCR for inclusion in the TR 33.833.

Proposed pCR
**************************************************start of change************************************************

A.1.3
Key Issue #A1.3: Authentication in ProSe Restricted Discovery

A.1.3.1
Key issue details

As stated in the TR 23.713, the solution for Restricted ProSe Direct Discovery follows the following principles:

-
The Restricted ProSe Direct Discovery allows permission defined at application layer by Announcing/Discoveree UE to determine the capability of the Monitoring/Discoverer UE to discover the Announcing/Discoveree UE.  

-
The permission information for the Restricted Direct Discovery is maintained by the ProSe Application Server.
Because a new entity, the ProSe Application Server, is introduced into the ProSe Restricted Discovery, the authentication between UE and ProSe Application Server shall be addressed.
A.1.3.2
Security threats 

An attacker may pretend to be a legal UE and request permission to the ProSe Applicaiton Server, thus the permission information may be eavesdropped.

An attacker may pretend to be a legal ProSe Application Server to answer the permission request from UEs, thus the UEs may receive incorrect permission responses.
A.1.3.3
Security requirements

The ProSe Application Server shall be able to authentication the UE.

The UE shall be able to authenticate the ProSe Application Server.
**************************************************end of change*************************************************
