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Abstract of the contribution: 
This contribution provides analysis of the network elements consuming in Blacklist solution in chapter6.2.3.2 of TR33.833, and deletes the editor note. 
1. Introduction 

According to the description in S3-151071, the detailed procedure can be figured as following:
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Fig 1. Procedure of registration against DOS attack
1. The attacker uses a ProSe-enabled device to perform LTE attach procedure after power on and establishes a PDN connection to PGW.
2. The application running in this UE asks the EPS layer in UE to send the request message( including application id and open/restrictive indication) to ProSe Server.
3. The EPS layer in UE sends a ProSe registration request (NAS signalling) to the ProSe server via eNodeB and MME. The registration request includes the application identity, the GUTI and the open/restrictive indication. 
4. The ProSe Server checks if the UE’s ID is in the Blacklist. If yes, the ProSe Server simply drops this request. If no, 
· The ProSe Server then checks if i>=t,( “t” is the threshold, “i” is the number of registration request and is counted by ProSe Server) the ProSe Server adds this ID to the Blacklist, and drops the request;

· if not, the ProSe Server will verifies the UE’s authentication through normal procedure. 
2. Analysis
ProSe Server cost：

1、 The ProSe Server keeps a blacklist. 

2、The ProSe Server has to keep a counter “i”, which only makes a negligible computation and storage consumption.
MME and eNB cost：

MME and eNB forward the NAS signalling and needs no extra computation, so this procedure will not make burden to the MME and eNB.

If the UE’s ID is in the Blacklist, ProSe Server drops this request directly instead of the normal authentication procedure. The normal authentication procedure, including communicate with HSS and authenticating with UE, is much more complicate than query the list and counting “i”. So this solution will reduce the ProSe Server’s dealing time greatly.
3. Conclusion
This solution will greatly reduce the processing time dealing with malicious registration requests, and won’t make effection to MME either. So this solution will not lead to a new DoS vulnerability.
4. Proposal
We kindly propose SA3 agrees the following change and agrees it to current Rel-12 SA3 TR 33.833.
**************************************** Start of CHANGE *****************************************
6.2.3.2
Option1: Blacklist:

In this solution, when there are more than one registration requests from the same UE, the ProSe Server will check how much requests this UE has sent before in a period of time. If the amount of requests exceeds the preset threshold (based on a local policy), the ProSe Server might decide to ignore all such request from the same UE for a period of time. 
The ProSe Server will set a blacklist which keeps a list of the misbehaving UEs,. In order to set and maintain this blacklist the ProSe Server collects information from which UE the requests are sent. The subscription ID or UE ID could be a part of the registration request message or could be added by other network entities e.g. MME. When the ProSe Server receives a registration request, it will first check whether this UE is in the blacklist. The request from the UE which is in the blacklist will be discarded. UEs' ID that stayed in blacklist for more than n hours without trying to re-register might be deleted from the list. 

***************************************** End of CHANGE *****************************************
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