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[bookmark: page2]Introduction
Some progress has been made after the last SA5 meeting on the study item network management of virtualized networks. This contribution gives some considerations about SA5 related management security of virtualized networks.
2.	Discussion
In TR 32.842 v0.2.0 (2014-10), some use cases and an overview of management architecture have been given. The following chapters provide some analysis about security considerations of them. 
2.1	Considerations for use cases for Instantiation of Core Network Service
In section 5.1.2 of TR 32.842, it was mentioned that “Operator initiates the VNF network service instantiation from the management system.”An attacker can impersonate operator and instantiate a VNF network service from the management system illegally, so identity authentication and access control should be considered.

2.2	Considerations for use case for termination of Core VNF instance
In section 5.3.4 of TR 32.842, it was mentioned that “3. After the application level termination is done, the selected core VNF instance related resources are released by the management system.”If VNF instance related resource is not cleaned completely after released, an attacker or new user who is allocated to utilize these resources may restore the data from them. This will cause information disclosure. So in this case, sensitive information on the selected core VNF instance related resources should be deleted securely.

2.3 Considerations for management architecture
In section 7.1.1 of TR 32.842, comparing with traditional 3GPP management architecture, NFV-MANO is added which brought some new management interfaces (e.g. Os-Nfvo, Nfvo-vnfm, Nfvo-Vi, Vnfm-Vi and so on) and virtual resource related management entity (e.g. NFVO, VNFM,VIM) .An attacker may intercept, tamper and/or fake the data at these interfaces; In addition, the attacker can utilize a fake entity to pose a legal one to communicate with and attack OSS/BSS. So, the security threats and corresponding countermeasure on the new interfaces and entities should be considered.

3.	Conclusion and proposal
We can see that there are some potential security threats about SA5 related network management of virtualized networks.
We kindly propose：
1. SA3 informs SA5 of the security considerations above by LS and SA3 is willing to communicate and cooperate on the security considerations with SA5.
2. SA3 should analyze the security threats, security requirements and possible solution for use cases and architecture that SA5 has approved and then SA3 will communicate these security analyses to SA5. 
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