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Abstract of the contribution:
The present contribution proposes text for clause B.3.3.4.4 “Authentication and Authorisation – Specific Authentication use cases” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 

The structure of the new Annex B is contained in the latest version of TR 33.806.

It is the intention to eventually add test cases to the new requirements text in Annex B. ‘TBA’ has been noted where test case details have not been added yet. 

1 Introduction
This contribution proposes to fill a subclause in the new Annex B. These subclauses are proposed in a companion pCR (S3-151032). The subclause addressed in the present contribution is B.3.3.4.4 - Specific Authentication use cases. The structure of the present contribution is as follows: 

Section 2 lists existing relevant requirements and proposes in Word comments how they should be addressed. Section 3 contains the new requirements text for Annex B. 

In more detail: 

· Section 2 begins with a list of the numbers of all requirements from the main body of the TR 33.806.  that were considered relevant for the subclause B.3.3.4.4
Note:No requirements from the DT catalog were identified for this sub-clause.

· For section 2 the lists are taken from the Editor’s note in Annex B.3.3.4 of TR 33.806. A list is followed by a pCR that adds Word comments to the full text of the requirements from the list. The Word comments in section 2 explain how the requirements are addressed by new text in Annex B. No existing text copied in section 2 is deleted. This is done to allow for maximum transparency and traceability of decisions.

· The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval, according to the agreements at SA3#77. 

· Section 3 contains a pCR that adds text to subclause B.3.3.4 with Word comments to explain where the text came from. The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval.
2 Relevant existing requirements from TR 33.806

The current version v0.6.0 of TR 33.806 contains several requirements on Authentication and Authorisation, at least partly. It is proposed that these requirements are considered for a new section under Amex B.3.3.4.4 entitled – “Specific Authentication use cases”. These requirements are (identified by clause number): 

6.7.
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to main body of TR 33.806+++

6.7 

Security requirements on MME Management and Maintenance interfaces

NOTE: RX-1 of this requirement is covered by B.3.3.2

-
Requirement Name: MME Management and Maintenance interfaces 

-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 

2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.
Editor’s Note: Physically removing test/debug ports is not practical. RX-2 should be reworked.
3)
RX-3: The MME shall support mutual authentication between MME and specific management entities

Editor's Note: These management entities need to be further defined.

4)
RX-4: The secure communication mechanisms between the MME and it management entities shall use industry standard protocols and industry accepted algorithms and key lengths for encryption and data integrity.

-
Security Objective references: SECURE MME ADMINISTRATION

-
Threat References:  Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface
-
Test Case: 

1) Test Case 1 for RX-1:
· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network. The tester has the ability to read the language of the traffic data.
· Steps taken to perform the test: 
a) The tester starts capturing traffic on MME management and maintenance interface.
b) The tester triggers communication between MME and OAM network.
c) The tester injects the traffic data. 
d) The tester checks the captured traffic data.
· Expected results:
The tester cannot get information through the raw traffic data or modify the raw traffic data.
3) Test case for RX-3:
· Pre-conditions: The MME is powered on, and has legal credential. The tester can trigger authentication between MME and specific management entities. Entity A has legal credential and entity B has illegal credential.
· Steps taken to perform the test:
a) The tester check authentication mechanism configuration on MME, set one of options which shall support mutual authentication.
b) The tester triggers communication between MME and entity A.
c) Then, the tester triggers communication between MME and entity B.
· Expected results:
a) Communication between MME and entity A established successfully.
b) Communication between MME and entity B cannot be established.
c) If illegal credential on MME, Communication cannot established either.
NOTE: This is a detailed requirement.

+++END OF CHANGES to main body of TR 33.806+++

3  New text for Annex B.3.3.4 “Authentication and authorization”

+++START OF CHANGES to Annex B+++

B.3.3.4 Authentication and authorization
Editor’s note: relates to clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26 from DT’s catalogue.  It is ffs whether and how 3.01-15 and 3.01-19 should be included. They seem to more address policy topics. They could be turned into  "system must support to do this" requirements (3GPP way for handling operator options).

B.3.3.4.4 Specific Authentication use cases
B.3.3.4.4.1 MME Management and Maintenance interfaces 

Requirement Name: MME Management and Maintenance interfaces 

Requirement Reference: to be done later
Requirement Description: The MME shall support mutual authentication between MME and specific management entities
Editor's Note: These management entities need to be further defined.


Threat References: TBA
Security Objective references: SECURE MME ADMINISTRATION.

Test case:TBA
+++END OF CHANGES to Annex B +++
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