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Abstract of the contribution:

This contribution adds a key issue highlighting the need for security mechanisms to be maintained when using a network relay. The insecure use of relays has the potential to significantly undermine the 3GPP security architecture.
*******************Beginning of 1st Change********************
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Key Issues for Rel-13

7.B
Key Issues on ProSe Relays
7.B.C
Key Issue #7.B.C: Maintain 3GPP communication security through relay

7.B.C.1
Issue Detail

Based on SA1's requirement, the ProSe system shall ensure the confidentiality of user data and network signalling to a level comparable with that provided by the existing 3GPP system. This equally applies to communications over a UE-to-UE relay or UE-to-network relay. In a normal communication the relay will not be able to access the security context between a pair of UEs or between the UE and network. Hence, for relay communications, the relay should not be able to access the content of the communications it is relaying.

7.B.C.2
Security Threats

Should the relay be able to access communications, the relay becomes a user-controlled entity with direct access to another user's communications. This may enable a number of attacks including:


1. Impersonation of a relayed user or network (injection of user-plane data)


2. Evesdropping of the user's communication


3. Replaying user/network communications


4. Offering a relay service while preventing some/all packets from transiting the relay.


5. Using the relay service to unnecessarily undermine the privacy of the user.

Such attacks may be performed by a malicious relay, or by a malicious entity impersonating a relay. Therefore, the SA1 requirements can be fulfilled only when the relay is excluded from the UE-to-UE or UE-to-network security context.

7.B.C.3
Security requirements

The security of ProSe communications should not be adversely impacted when a relay is used.

A mechanism should be available to prevent impersonation by the relay of other user's communications/signalling.

A mechanism should be available to prevent the relay from reading the communications.

A mechanism should be available to prevent the relay from modifying/replaying the communication.

A mechanism should be available to enable the UE to authenticate that the relay is offering a legitimate service.
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