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Mechanism to secure the PC3 interface using ProSe Function to bootstrap the shared secret key on the UE and then use the key to triggerTLS-PSK between the UE and the ProSe Function.

1 Introduction

This paper proposes a mechanism to secure the PC3 interface between the UE and the ProSe Function with TLS-PSK based Ua protocol, based on the pre-shared key (PSK) derived by executing Ub protocol between the UE and the ProSe Function.
It uses existing functional entities in the ProSe architecture and does not require special infrastructure to setup security on the PC3 interface.
2 PC3 security using TLS-PSK
Figure below shows the high-level view of the ProSe architecture with the functional entities involved and the various reference points between them. 
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At a high level the following steps are executed:
1. The UE initiates TLS PSK handshake with the ProSe Function. The ProSe Function directs the UE to setup a bootstrapped security association between itself and the UE.
2. The UE executes HTTPDigestAKA v1 protocol defined for the Ub reference point in TS 33.220, to setup a shared symmetric key on the UE and the ProSe Function.
3. The UE continues TLS-PSK handshake defined for the Ua reference point in TS 33.320, to use the shared symmetric key and setup a TLS session between the UE and the ProSe Function

The PC4a interface is used by the ProSe Function to retrieve the Authentication Vector from the HSS. 
2.1 Setting up PC3 security using protocols defined for Ua and Ub
[image: image2.emf]
Figure 1: PC3 security using HTTPDigestAKA(Ua) and TLS-PSK(Ub)
The sequence of steps involved in setting up the TLS-PSK session is as follows:
1. Initiation of bootstrapping using TLS PSK 

The UE initiates bootstrapping procedure as described in clause 4.5.1 of TS 33.320 using TLS PSK based procedure as defined in subclause 5.3.3.3 of TS 24.109
a. UE initiates establishement of a TLS session by sending TLS message “ClientHello”. This will contain one or more RFC 4279 based PSK cipher suites supported by the UE.
b. ProSe Function will select one of the cipher suites received from the UE and responds with “ServerHello” and “ServerKeyExchange” messages. The ServerKeyExchange message contains psk_identity_hint set to “3GPP-bootstraping; hostname”. This message is used to trigger bootstrapping procedure in the UE.

2. Execute bootstrapping procedure (cf subclause 4.5.2 in TS 33.220) on Ub reference point to setup shared secret keys.
a. UE shall notice that ProSe Function has included the “hostname” value in the psk_identity_hint field of ServerKeyExchange. The UE now initiates Ub by sending a HTTP request to the host indicated by the “hostname” parameter in step 1.b above. This hostname is either the canonical BSF name, as defined in TS 23.003, or the ProSe function name, as defined in TS 23.303. 
b. ProSe Function retrieves the Authentication Vector from HSS using the MAR/MAA commands over PC4a interface.
c. ProSe Function stores CK, IK and XRES, and RAND
d – f ProSe Function and UE complete the HTTPDigest AKA protocol defined for the Ub interface in TS 33.220. 
g. The Ub termination entity at the ProSe Functon validates the RES and generates the B-TID for the UE as defined in the TS 33.220, except that the ProSe Fn domain is used as the realm if hostname = ProSe Fn name. The B-TID is associated with the stored CK and IK.
h. ProSe Function responds with a “200 OK” to the UE. This message contains the B-TID and the key lifetime value.   
At this point, mutual authentication between the UE and the ProSe Function is complete and shared secret keys (CK and IK) are present on both of them.

3. Complete TLS setup on PC3 (cf clause 5.3.3 in TS 24.109)
a. UE derives pre-shared key (PSK) from CK/IK and uses it to compute TLS premaster secret, master secret and session keys. UE continues TLS setup by sending “ClientKeyExchange” message with psk_identity set to “3GPP-bootstrapping;<B-TID>” and “Finished” message containing hash of the handshake messages. The PSK is computed using the key derivation formula defined for the Ks_NAF where the NAF_Id is determined from ‘hostname’ and the Ua security protocol identifier for TLS-PSK.
b. ProSe Function retrieves CK/IK keys associated with the B-TID received from the UE. Uses it to compute PSK and TLS keys (premaster secret, master secret and session keys).
c. ProSe Function validates the “Finished” message received from the UE
d. ProSe Function sends ‘Finished” message 
e. The UE validates the “Finished” message received from the ProSe Function

This completes TLS-PSK handshake on PC3 and all the subsequent messages are protected.
3 Conclusion
To secure PC3 interface, HTTPDigestAKA based mutual authentication over Ub followed by TLS setup between an authenticated UE and the ProSe Function using Ua is a viable and simple alternative. The PC4a interface is enhanced to support the AV retrieval using the MAR/MAA commands. 

We kindly ask SA3 to accept and agree to this alternative solution.

Companion CR to 3GPP TS 33.303 is proposed in contribution S3-14XXXX






_1477864567.doc


PC4a







2







PC







Server







pplication







A







ProSe 







1







PC







b







4







PC







SLP







HSS







a







6







S







application







ProSe 







HSS







PGW







/







S







MME







1







PC







3







PC







Uu







-







LTE







5







PC















ProSe Function







1







S







UE A







UTRAN







-







E







Uu







-







LTE







application







ProSe 







UE B







 












