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	This is an alignment CR to ensure a consistent specification set. The editor’s note under N.1.2 for MB2-U interface addresses the following issue:

“The formulation of a requirement along the line "Ensure that user plane messages originated from the GCS AS are integrity protected" in order to mitigate DoS attacks is ffs.” 

Thus, a requirement on integrity protection of MB2-U interface needs to be added.
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N.1.2
GCSE Broadcast Delivery specific security requirements

-
The BM-SC and the GCS AS shall mutually authenticate each other.

-
The signalling messages on MB2-C between the BM-SC and the GCS AS shall be integrity and confidentiality protected.

-
The signalling messages on MB2-C between the BM-SC and the GCS AS shall be replay protected.
-
The user plane messages on MB2-U between the BM-SC and the GCS AS shall be integrity protected.
-
The BM-SC may apply access control on the messages initiated by the GCS AS. 

-
The GCS AS may apply access control on the messages initiated by the BM-SC.

NOTE 1: MBMS security may or may not be used independent of GCSE.


