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Abstract of the contribution: This proposal adds a new threat and associated requirements which address IP spoofing attacks
************************ NEW THREAT **********************************
5.4.2.Y
TX IP Spoofing threat
-
Threat Name: IP Spoofing attack
-
Threat Reference: to be done later 

-
Threat Category: IP-LEVEL ATTACKS.

Editor’s note : threat category should be later consolidated
-
Threat Description: IP spoofing is a method adopted by attackers to send forged source address in their attack traffic. All the interfaces from and to the MME and which are IP based are exposed to such a threat.

-
Threatened Asset: MME.

-
Threat Relevance: Mitigate
************************ END THREAT ***********************************

************************ NEW REQUIREMENT **************************

7.X
IP-Source address spoofing mitigation
-
Requirement Name: IP-source address spoofing mitigation
-
Requirement Reference: TBD 

-
Requirement Description: 
Rx-1: protection mechanism against IP-source address spoofing attacks shall be enabled. For instance if LINUX is the running O.S. then enable the spoofing prevention built-in function by setting rp_filter to 1.
Editor’s note: it shall be clarified whether all the interfaces should comply with this requirement or whether only particular interface should be impacted. 

-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.

-
Test Case: 
Test case for Rx-1: 

Test overview:

This test verifies if the spoofing prevention function is enabled, and performs its enabling if disabled
Precondition(s):
· User has sufficient administrative rights to activate spoofing prevention function
Postcondition(s):

· The spoofing prevention mechanism is enabled
Procedure and expected result
	Step
	Direction
	Action
	Expected result

	1
	User → MME
	open command line terminal (clt)
	clt open

	2
	User → clt
	cat /proc/sys/net/ipv4/conf/call/rp_filter
	1

	
	
	
	


-
Requirement Evidences: cf. test case above
************************ END REQUIREMENT **************************

