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Abstract of the contribution:  This contribution seeks to define the concept of ‘MME Application’ in the MME model context, to designate the running processes of the software that constitutes the MME functionality. The main purpose of the definition is for clarity in the access control (and logging); for example to be able to separate between user access to the MME at bare “OS level” and the access to at MME at also “Application” level.
Introduction  
Ch. 3.1 Definitions in TR 33.806 is so far empty. The word ‘Application’ is used in SECAM and in SCAS, with perhaps different meanings or contexts, and without so far clearly defining the meaning. This seems to be needed. 
We seek to describe the meaning of Application in the context of: separation between “OS level” and “Application level”, for system-user access to the MME network product.

Analysis
We address here the concept of ‘Application’ with the intention that was used when writing the requirement and test case in ch. 6.3 of TR 33.806, on “R1 security requirement for T1: Internal attacks prevention”, and also the context of the Critical Asset descriptions in ch. 5.2 (both repeated below in the last bullet, for reference). We there separate between OS level and Application level in the context of system access control, and logging.
We may also refer to separation between “application security” and “operating system security”, which is an established notion in security. The security of the application should, for example, not entirely rely on the security of the operating system. Just as a concrete example: whether the application should have its own passwords or point at the system’s /etc/passwd or /etc/shadow. We do not at all take a stand on that (this example could imply too much a design restriction). We merely point at some need to separate between “OS level” and “Application level” in the MME executional environment, and in the MME SCAS when needed.
This context and meaning also consistent with how the MME network product model has been graphically defined (TR 33.806, ch. 4.3.1). There is the separation between ‘MME functions’, on the one hand, and the ‘Operating System’ on the other hand. In particular from the perspective of access control: a system user can be logged on to the platform at “only” OS level, or also – perhaps the normal case - logged on into the (MME) Application. These two access layers may have separate layers of access control, and may have separate layers of logging.
The word ‘application’ is however used in many places, and perhaps also for several contexts, in TRs 33.805, 33.916, and 33.806. There can be other needs of using word ‘application’, and the word can be understood differently. So there seems to be a need of definition(s). We propose here a definition of application in the context as explained above, and then to denote this particular concept as ‘MME Application’.
 For reference, the word ‘Application’ has so far been used in the following contexts (not exhaustive). Where the context unambigiously applies for our definition proposal for ‘MME Application’, below, it is marked in green. Where the context is less clear, it is marked with yellow.
· In TR 33.805, ch. 1, and in its WID: “Network product security assurance and hardening refers to protection against unwanted access to a 3GPP network product, its Operating System, and main running Application(s).”, 
· in TR 33.916: 
· ch. 4.1: “composed of hardware (e.g. chip, processors, RAM, network cards), software (e.g. operating system, drivers, applications, services, protocols), and interfaces (e.g. console interfaces and O&M interfaces)”
· ch. 5.2.3.1: “or in different variants, to be applicable for a variety of anticipated Oss/applications/systems.”
· ch. 5.2.3.3: “Applicability of a hardening requirement may depend on the OS or application running on the network product. E.g. in case the hardening requires removal of all non-public-key based authentication:”
· ch. 7.2.2.2.1.1:  “For example, vendor A might package and commercialized its MME network product Z1 as an application only with the operator being responsible to provide the hardware and the virtualisation environment to run this MME network product. In some individual cases, some operators might however request that the vendor provides a complete bundle (including hardware and virtualisation solution) in addition to the MME application Z1.”, 
· and also in TR 33.806 the word ‘application’ is used in several places, sometimes with obviously different meanings. For the purpose of this input, we highlight the usage in the following context:
· Ch. 5.2:  “ -  Applications;
			Editor note: it is FFS what applications are critical asset.”
· Ch. : 6.3:  “Test Case: 
1)	Whether it is possible for two different, separated individuals to easily get access to the same user account, at:
a)	OS level
b)	Application(s) level
2)	Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at Application(s) level):”

Proposal
It is proposed to in ch. 3.1 Definitions to introduce a definition of an Application, namely the ‘MME Application’. We choose to define this concept in terms of the running processes of the MME functions - rather than just the software itself (of the MME functions).
It is then also proposed to use this term, MME Application, in at least two subsections in TR 33.806 where this meaning of Application is unambigiously meant.
pCR 
***	BEGIN CHANGES	***
[bookmark: _Toc388959089][bookmark: _Toc391401442]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TR 33.916 [5] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] and TR 33.916 [5]. A term defined in TR 33.916 takes precedence over a term defined in TR 21.905.
example: text used to clarify abstract rules by applying them literally
MME Application: The running processes (typically more than one) executing the software package for the MME functions and OAM functions of the MME network product model. It terms of system access control, access to the MME Application may be separate from access to only Operating System in the MME network product.
Editor’s note: Whether OAM functions are defined as part of MME Application is for further study.
***	END OF CHANGES	***

***	BEGIN CHANGES	***
< TBD, if some other pCR place needed also, in addition to the below one?>
[bookmark: _Toc388959109][bookmark: _Toc391401462]5.2	Critical assets 
Editor's note: As specified by TR 33.805 [8], clause 5.2.2.4.2.2, this subclause lists all critical assets. Each asset shall be given a unique identifier for later reference from the threats. 
The critical assets of MME to be protected are:
-	User account data and credentials (e.g. passwords);
-	Log data;
	Editor note: it is FFS if all of the log data is critical asset.
-	Configuration data, e.g. MME's IP address, ports, VPN ID, Management Objects (e.g. user group, command group)  etc.
	Editor note: it is FFS whether only security relevant part of the configuration data is critical asset
-	Operating System (OS), I.e. the files that make up the OS and its processes (code and data);
-	MME Applications;
	Editor note: it is FFS what other applications are critical asset.
-	Mobility Management data: e.g. subscriber's identities (e.g. IMSI), subscriber keys (I.e. KNASenc, KNASint, NH), authentication parameters, address of serving eNB, APN name, data related to mobility management like UE status, UE's IP address, etc., session management like PDN type, QoS and so on, or node selection and routing selection, e.g. IP address of UE related S/P-GW, selected routing connection based on UE's identity, etc. 
-	Sufficient processing capacity: that processing powers are not consumed close to limits;
-	Hardware, e.g. mainframe, board, power supply unit etc.
-	The interfaces of MME to be protected and which are within SECAM scope: for example
-	Console interface, for local access: local interface on MME
-	OAM interface, for remote access: interface between MME and OAM system
NOTE: 	The detailed interfaces of the MME class is described in clause 4, Network Product Class Description of the present document.
MME Software: binary code or executable code

***	END OF CHANGES	***
 
***	BEGIN CHANGES	***
6.3			R1 security requirement for T1: Internal attacks prevention 
-	Requirement Name: internal attacks prevention
-	Requirement Reference: to be done later
-	Requirement Description: 
1)	R1-1:  Each User shall be strongly authenticated and uniquely identifiable.
2)	R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is FFS whether we need to list what actions should be logged and this may be in another document later.
3)	R1-3: The logs to be maintained shall include security logs and should include operation logs.
4)	R1-4: The operation authorization of MME users should be defined.
5) 	R1-5: The parameters captured in the logs should include at least user name, start time, stop time, access type, event level, result, etc. 
-	Threat Reference: T1
-	Test Case: 
1)	Whether it is possible for two different, separated individuals to easily get access to the same user account, at:
a)	OS level
b)	MME Application(s) level
2)	Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at MME Application(s) level):
a)	login and logout；User id and time stamp
b)	interface: MME interface type based on which the system queries the security logs 
c)	event level: severity based on which the system queries the security logs (e.g. CRITICAL, MAJOR, MINOR) as defined by the operators and/or vendors for the logs
d) 	results: result type (e.g. SUCCESS, FAILURE) based on which the system queries the security logs 
3)	Whether it is possible for MME users to get undefined/unauthorized operation permission.
-	Requirement Evidences: A document in free form describing: the personnel management, the deployment environment of MME which events were generated, and the output from the log reader.

***	END OF CHANGES	***
 

