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***
BEGIN CHANGE
***
6
Security Functional Requirements (SFRs)
Editor's note: Details on the expected content of this clause are described in TR 33.805 [8], clause 5.2.2.4.2.3.

Editor's note: Security requirements according to TR 33.805 [8], clause 5.2.2.4.2.3 also include hardening requirements and assumptions on the environment. It is proposed to consider them in separate main clauses for purely editorial reasons, namely in order to reduce the number of hierarchy levels for the subclause numbering.

Editor's note: Clause 6 is proposed to be structured further by grouping non-3GPP Security Functional Requirements according to themes. This grouping is FFS. Examples of such groupings are provided by [CC] or, in a simpler form, but based on CC, by [NDPP]. 3GPP-related Security Functional Requirements are proposed to be contained in a subclause of their own as they are not expected to be listed in detail, but addressed by wholesale reference to the relevant 3GPP specifications. 
Editor's note: It needs to be explained in this clause how security compliance testing is addressed.

Editor's note: it needs a clean up on the overlap/gaps of the requirements in this section and also it is ffs which requirement could be specific and which could be applied more generally.
6.1
Introduction
Void
6.2
SFRs deriving from 3GPP specifications

NOTE: 
The term 'Security Requirements' is used in the present SCAS in a different, and more comprehensive, way from the EPS security architecture specification (3GPP TS 33.401 [2]). 
Clause 5 of TS 33.401 contains high-level security features and requirements, while 
later clauses of TS 33.401 contain detailed security mechanisms that are required to be implemented by a compliant EPS system. The present SCAS considers both, the high-level security features and requirements and the detailed security mechanisms, to be 'Security Functional Requirements'.
For the purpose of the Security Assurance Specification (SCAS) for the MME product class, three categories of requirements (cf. also TR 33.916 [5], clause 5) can be distinguished: 

1)
SFRs related to protocols and behaviour necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function. 

This category of requirements is already covered by the interoperability and conformance testing performed independently of SCAS already today. So, nothing remains to be done in the present SCAS for this category.

NOTE: 
The presence of some 3GPP-defined security functions in an MME network product may be conditional on whether certain security assumptions on the environment are fulfilled. 
For example, the use of NDS/IP to protect the interfaces of the MME is described in clause 11 of TS 33.401 [2] and clearly falls in the present category 1) of Security Functional Requirements.
But the functions terminating NDS/IP in the MME network product itself are only required if the security assumption on the operational environment that there is a Security Gateway terminating NDS/IP at the perimeter of the MME site does not hold.

Editor's note: It is FFS whether to include a reference to documentation for this interoperability and conformance testing.

2)
SFRs related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action. 

This category of requirements may not be covered by the interoperability and conformance testing performed independently of SCAS already today. In this case, the present document develops test cases for these requirements unless available from other sources.

Editor's note: Security requirements of the second category need to be identified, and test cases need to be defined. If they are available from other sources a reference is to be included. 

3)
SFRs not related to protocols and behaviour necessary for secure interoperability between nodes from different vendors, but rather deal with security features which shall be supported by the network products and consequently strictly related to their implementation. 

This category of requirements is within the scope of the present SCAS.

Editor's note: Determine whether there are security requirements of the third category for the MME network product class. If so, test cases need to be defined. If they are available from other sources a reference is to be included. 
6.x
<Class x of SFRs>
Editor's note: The description of Security Functional Requirements shall follow the template given here, cf. TR 33.805 [8], clause 5.2.2.4.2.3.3:

-
Requirement Name: each security requirement is assigned a unique name. The name preferably indicates the topics covered by the requirement.

-
Requirement Reference: a unique identifier. The precise convention for the structure of the reference is FFS. 

-
Requirement Description: a detailed description of the security requirement.

-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.


6.3 
R1 security requirement for T1: Internal attacks prevention 
-
Requirement Name: internal attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R1-1:  Each User shall be strongly authenticated and uniquely identifiable.
2)
R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is FFS whether we need to list what actions should be logged and this may be in another document later.
3)
R1-3: The logs to be maintained shall include security logs and should include operation logs.

4)
R1-4: The operation authorization of MME users should be defined.
5) 
R1-5: The parameters captured in the logs should include at least user name, start time, stop time, access type, event level, result, etc. 
-
Threat Reference: T1
-
Test Case: 
1)
Whether it is possible for two different, separated individuals to easily get access to the same user account, at:

a)
OS level

b)
Application(s) level

2)
Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at Application(s) level):

a)
login and logout；User id and time stamp
b)
interface: MME interface type based on which the system queries the security logs 
c)
event level: severity based on which the system queries the security logs (e.g. CRITICAL, MAJOR, MINOR) as defined by the operators and/or vendors for the logs

d) 
results: result type (e.g. SUCCESS, FAILURE) based on which the system queries the security logs 
3)
Whether it is possible for MME users to get undefined/unauthorized operation permission.

6.4 

R2 security requirement for T2: Sensitive information storage security 
-
Requirement Name: Sensitive information security
-
Requirement Reference: to be done later
-
Requirement Description: 

1)
R2-1: The keys read access rights shall be restricted.
2)
R2-2: The sensitive information shall not be revealed as clear text.
Editor note: it is FFS on how to merge this with password protection. 
3)
R2-3: The keys shall be stored securely. 
-
Security Objective references: SECURE STORAGE

-
Threat Reference: T2
-
Test Case: 
1)
Review the documentation provided by the vendor describing how to store the sensitive information.
2)
Check if the keys can be read as clear text.
3) 
Check if the key storage area is accessible.


6.5 
R3 security requirement for T3: Resource exhaustion attacks prevention 
-
Requirement Name: Resource exhaustion attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R3-1: Method for prevention of signalling congestion method shall be supported by MME
2)
R3-2: The network, e.g. the MME, needs functionality to detect the compromized or misbehaving UE.
-
Threat Reference: T3
-
Test Case: 
1)
Check if MME has supported the NAS signalling congestion prevention.

2)
Check if the network can provide the method to detect the compromized or misbehaving UE. 

Editor's Note: some overload control of MME has been defined in 23.401, yet it needs FFS to see if it cater for this requirements of SAS. 
Note: The requirement R3-1 “Method for prevention of signaling congestion method shall be supported by MME” has been covered in the FRU_RSA in CC in a general way.  
Editor's Note: it is FFS whether the requirements are needed to be mapped CC if CC has.
6.6

Security requirements on MME console interface
-
Requirement Name: Security requirement on MME console interface.
-
Requirement reference: to be done later. 
-
Requirement Description: 
1)
R-1: MME accepts only strong password (i.e. passwords shall consist of uppercase, lowercase, numeric and special characters. The number of characters in the password shall be 8 or greater) to authenticate the access to MME console interface.
2)
R-2: MME supports Role Based Access Control (RBAC) to authorize the operation for configuration data and software via MME console interface.
3)
R-3: MME shall be able to generate log for the console interface to record all of the security relevant user activities on MME, i.e. the accessing user name, the time of login and logout and all of the security relevant user operations.
Editor's note: it is ffs whether or not we need to make only one requirement or several alternative requirements here to satisfy the security objectives.
-
Threat References: Unauthorised access via the MME console interfaceother threats: security threats on MME's console interface
-
Test Case: 

1)
Check if the authentication method (strong password authentication) has been used.

2)
Check if the authorization method (RABC) for tampering configuration data and software has been used.
3)
Check if the access to console interface on MME has been recorded by log and if the recorded contents are include all of the security relevant user activities on MME. 

6.7 

Security requirements on MME Management and Maintenance interfaces

-
Requirement Name: MME Management and Maintenance interfaces 
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 
2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.
3) RX-3: The MME shall support mutual authentication between MME and specific management entities

Editor's Note: These management entities need to be further defined.
-
Security Objective references: SECURE MME ADMINISTRATION
-
Threat References:  to be done later
-
Test Case: 
1)
Check if MME support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network;

2)
Check if test/debug ports disabled and physically removed from vendor, and there is no local programming interface on the MME.
3)
To be added



NOTE: This is a detailed requirement.
6.8 
Security requirements on MME user account and password management
-
Requirement name: Security requirements on MME user account and password management 
-
Requirement reference: to be done later
-
Requirement Description: 
1)
R 7-1: Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.
2)
R 7-2: Password management policy:
a)
Password modification shall be performed by force after initial login.
b)
Password strength shall be configurable. 
Passwords shall consist of uppercase, lowercase, numeric and special characters. 
The number of characters in the passwords shall be configurable. 

c)
Password shall be modified based on password management policy. 
Historical passwords shall not be allowed up to a certain number. 
The number of disallowed historical passwords shall be configurable.
d)
Password storage shall support one-way hash algorithm with salt value.
3)
R 7-3: User account lock-out policy:
a)
The maximum number of user account login attempts should be configurable.
b)
There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.

c)
The system shall enforce password expiry, and account lockout after failure to renew the password, according to configurable timers.
-
Security Objective references: SECURE STORAGE.
-
Test case: To be done later

6.9 
Rx Requirements of user identities
-
Requirement name: Protection of User Identities 
-
Requirement reference: Mobility Management Data
-
Requirement Description: 
1)
RX-1: The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. 
These user identities shall be protected when they are stored, transferred and processed in the MME.
2)
RX-2: When mobility Management data containing user identities are for operating/maintenance analysis, the included user identities shall be anonymized to the vendor maintenance pensonnel.
-
Security Objective references: PRIVACY.
-
Test case: To be added

Note:  these are detailed requirements. 
6.10
OAM privilege management requirements on MME Management and Maintenance

A role-based access control system uses a centrally managed set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, I.e. the specific operation command or command group (e.g. View, Modify, Execute).
6.11
Security requirement for booting only from intended memory devices 
-
Requirement name: secure boot
-
Requirement reference: to be done later
-
Requirement Description: 

1)
RX-1: MME can boot only from the memory devices intended for this purpose.
-
Threat References: other threat: threat on booting from external device
-
Test Case: 
1)
check if MME can boot only from the internal memory;


6.12
Rx Requirements of Logs Protection and Management

-
Requirement name: Logs Protection and Management
-
Requirement reference: to be done later
-
Requirement Description:
1)
Rx-x Secure uploading of log files to a central location or system external for MME log functions should be supported. 
2) Ry-y The log file shall only be accessible by privileged users.

-
Security Objective references: SYSTEM MONITORING
-
Test case: To be done later.

NOTE: This is a detailed requirement.
6.13
Security requirements on MME software package integrity 
-
Requirement name: MME Software integrity validation
-
Requirement reference: to be done later
-
Requirement Description: 
1)
Software package integrity shall be validated in installation/upgrade stage.
2)
MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)
Tampered software shall not be executed if integrity check fails.
4)
There need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
-
Security Objective references: SOFTWARE INTEGRITY
· Test case:
Check if MME support software integrity validation in install/upgrade stage,
Check if a security mechanism is provided to guarantee only authorized individuals can initiate and deploy software update/the software update is originated from verified sources

6.14
Rx Requirements of personal privacy related features and functions

-
Requirement name: Requirements of personal privacy related features and functions
-
Requirement reference: to be done later
-
Requirement Description:
    Editor's note: It is FFS for requirements of personal privacy related features and functions. 
-     Security Objective references: SECURE MME ADMINISTRATION and PRIVACY.
-
Test case: To be done later.

7
Security Requirements related to Hardening 

Editor's note: An example is given in TR 33.805 [8], clause 5.2.2.4.2.3.

Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805 [8], clause 5.2.2.4.2.3.3:

-
Requirement Name: each security requirement is assigned a unique name. The name preferably indicates the topics covered by the requirement.
-
Requirement Reference: a unique identifier. The precise convention for the structure of the reference is FFS. 
-
Requirement Description: a detailed description of the security requirement.
-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.
-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

7.1
Root level access settings 
Editor's note: This subsection contains requirements and test cases that assume a Unix/Linux type of OS. It is for further study if this assumption needs to be highlighted better in this TR, and if there is a need for variants for also other OS types. It is also for further study whether these types of requirements, with test cases, shall be replaced by an external source.

-
Requirement Name: root level access settings
-
Requirement reference: to be done later 
-
Requirement Description: 
RX-1: The umask for root is highly restricted.
RX-2: The ”.” does not exist in the search path for root. 
RX-3: There are no root-owned files that have write permissions for other system users.

RX-4: Root is only allowed to log on via console, not by the network.
-
Threat References:  RX-1 refers to "threat from root owned files being altered by other users”, RX-2 refers to “threat from root accidentally executing a planted executable due to bad search path”, RX-3 refers to “threat from unknown code to be executed by mistake”. RX-4 refers to “threat from root able to log on from the network”
-
Test Cases:
-
Check the umask setting for root, and that it is at least set to 027.  (Referring to RX-1)
-
Check, as root, 'echo $PATH'; checking that “.” does not exist in search path. (Referring to RX-2)
-
Check that no root-owned files have write permissions for normal users. (Referring to RX-3)
-
This can be checked by the command: 'find / -user root -a -type f -a \( -perm -2 \) -exec ls -la {} \;'
-
Check that root is unable to log on by network, only via console. (Referring to RX-4)

NOTE:  RX-1 is a high-level requirement. RX-2 - RX-4 are detail-leveled requirements. RX-1 – RX-4 can be mapped to the security objectives: SOFTWARE INTEGRITY, SECURE MME ADMINISTRATION, HARDENING.

7.2
File system rights 
Editor's note: This subsection contains requirements and test cases that assume a Unix/Linux type of OS. It is for further study if this assumption needs to be highlighted better in this TR, and if there is a need for variants for also other OS types. It is also for further study whether these types of requirements, with test cases, shall be replaced by an external source.
-
Requirement Name: file ownership and privileges
-
Requirement reference: to be done later 
-
Requirement Description: 
-
RX-1: Sticky bit is set on all directories where all users have write permissions.

-
RX-2: The number of SUID- and SGID set files are minimized and have not write permissions for 
any user beside the owner.
-
Threat References: “threat from users' files being altered by other users”, “threat from misuse of files with privilege escalation”, ”threat from misuse of files with too liberal file permissions”.
-
Test Cases:
-
Check which directories exist that are writable to “world”:
-
find / -type d -perm -2 -exec ls -ldg {} \;
-
Check that sticky bit is set on the directories that are writable to “world”.
-
Check that SUID- and SGID set files are very few and that their SUID or SGID setting is motivated (typically only the 'su' and 'passwd' files). Search and collect commands:

-
SUID:  find / -perm -4000 –type f –exec ls {} \; > suid_files.txt

-
SGID:  find / -perm -2000 –type f –exec ls {} \; > sgid_files.txt

Editor's note: It should be evaluated whether “very few” and “number of SUID and SGID set files are restricted to a minimum” is a sufficient objective description, or if a real number has to be specified.
-
Check that SUID and SGID files do not have write permissions for any user beside the owner:

-
SUID:   ls –la 'cat suid_files.txt'
-
SGID:   ls –la 'cat sgid_files.txt'

NOTE:  These are detail-leveled requirements. They can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.

7.3
Removing unnecessary or insecure ports/ services 
-
Requirement Name: removing unnecessary or insecure ports/ services
-
Requirement reference: to be done later 
-
Requirement Description: 

-
R1: MME shall only have ports opened and run services that are needed for MME operation

-
R2: A list of open ports and associated services on the MME shall be provided. 
-
R3: The open ports and running services shall be checked using vulnerability assessment tools as described in the BVT section.

-
R4：The ports/services which have not been included in the list (i.e. the unnecessary) shall be disabled.
-
R5 : Vulnerabilities discovered in necessary services shall be patched.

-
R6: At least the following services shall be configured to forbid/disable on the MME and the following  open ports are forbidden/disabled on the MME
-
NFS (Network File System). Ports 1025, 2049.
-
FTP, TFTP. Ports 20, 21, 69.  

-
SNMPv1, with write (SET) permission.

-
SNMPv2c (“SNMPv2”), with write (SET) permission.

-
Telnet, remote telnet. Ports 23, 107.

-
rlogin, rsh, remsh. Ports 513, 514. 

-
Microsoft-DS TCP  445.

-
Microsoft-DS SMB file sharing. UDP 445

-
Finger. Port 79.

-
Time. Port 37.

-
Echo. Port 7.

Editor's Note: The list may not be complete. It is intended to be an initial list that can be further worked on or modified during the course of the MMW SCAS work. 


-
Threat References: Unauthorised access to the MME via insecure network services by the ports/ , Denial of service attack to the MME via insecure network services by the ports, Disclosure ofinformation of the MME via insecure network services by the ports , Unauthorised access to the MME via unnecessary network services by the ports, Denial of service attack to the MME via unnecessary network services by the ports, Disclosure of information of the MME via unnecessary network services by the ports.
-
Test Case:
-
Obtain the list of the opened ports and the activated services on the MME
-
Check if unnecessary ports or services have been removed. For example, using the port scanning tools to scan the unnecessary ports and using the vulnerability assessment tools to scan unnecessary or insecure services or checking the running services typing a ps aux
-
Check if the listed explicitly forbidden services and/or ports have been removed on the system and from the start-up (init) process.

NOTE: R1 is high level requirement, and R2-R6 are detailed requirements and also they can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING
7.4
Services-Interfaces Binding

-
Requirement Name: Service-Interface Binding.

-
Requirement reference: to be done later
-
Requirement Description: 

-
R1: A list of open ports and associated services mapped to the related interface on the MME shall be provided.
-
R2: The services shall be not bound to any interface but they shall be in listening mode only on the expected interface. For example, the mobility management service shall be in listening only on signalling interfaces while the management protocols like SSH only on the management interfaces.

-
R3: The open ports and running services shall be checked using scanning tools for each MME interface.
-
R4:The ports/services detected for each interface and which don't match the mapping provided by the list shall be removed.
-
Threat References: Unauthorised access to the MME via unnecessary open ports/services, Denial of service attack to the MME via unnecessary open ports/services, Disclosure ofinformation of the MME via unnecessary open ports/services.
-
Test Case:

-
Obtain the list of the opened ports and the activated services on the MME mapped to each interface.

-
Check if ports or services have been correctly binded to the interface. For example, using the port scanning tools to scan the open ports and then verify if the mapping with the interface is correct.


NOTE: this is detailed requirement and it can be also mapped to the security objectives: SECURE MME ADMINISTRATION,HARDENING
***
END CHANGES***
�sentence too complex to parse (but correct)





