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Rationale:
GERAN WG1 and WG2 have informed SA2 and SA3 in the Liaison statement in S3-142012 of a newly agreed Study Item to support ultra-low complexity and low throughput internet of things. Security challenges are mentioned in the justification and objectives of the GERAN work. The following contribution proposes to create a work item for the purpose of studying and evaluating security options for a cellular system serving ultra-low complexity and low throughput internet of things.
Proposal:

It is proposed to agree to:

·  start a study item on the security of cellular system for ultra low complexity and low throughput internet of things

*************************** NEW STUDY ITEM **********************************************
3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 
Study of security aspect of Cellular Systems for Ultra Low Complexity and Low Throughput Internet of Things
Acronym: FS_SIoT_LC
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3
Justification

Machine to Machine (M2M) communication represents a significant growth opportunity for the 3GPP ecosystem. To support the so called ‘Internet of Things’, 3GPP operators have to address usage scenarios with devices that are power efficient (with battery life of several years), can be reached in challenging coverage conditions e.g. indoor and basements and, more importantly, are cheap enough so that they can be deployed on a mass scale and even be disposable. 

It is no surprise that the M2M business of 3GPP operators currently rely on the use of legacy GPRS (i.e. non-EGPRS) devices that provide the most cost effective devices. However, there are competing technologies for supporting M2M communication that claim to provide devices at a much lower cost than GSM with better coverage and power efficiency than the cheapest GSM devices. 

In order to optimise the support of ‘Internet of Things’ in 3GPP cellular networks to compete with non-3GPP technologies  in the lower data rate end of the M2M market, it is necessary to study both the possibility of evolving the current GERAN system and the design of a new access system with regard to the following aspects:

· Improved  indoor coverage

A number of applications require deployment of Machine Type Communication (MTC) devices indoor, e.g. in an apartment basement, or on indoor equipment that may be close to the ground floor etc. This effectively means that indoor coverage should be readily available and reliable.
· Support for massive number of low throughput devices 

It is expected that the number of devices used for MTC will increase exponentially but the packet data size will remain small. Moreover, the support of MTC traffic should be possible either in existing GSM deployments or using small chunk(s) of licensed spectrum which may be available to operators by (re)using GSM carriers or using small parts of licensed spectrum coming from wideband systems like LTE (typically a substantially reduced number of 200 kHz RF channels compared to legacy GSM). A system that can support a large number of devices, each generating a small amount of data is required.
· Delay sensitivity 

Some devices may have relaxed delay characteristics (e.g. the reporting of a meter reading some time within the next 24 hours) and this may be taken into account when evaluating system capacity and design. 

In contrast, other devices (e.g. burglar alarms) have reasonably strict delay requirements and may be placed at the limit of coverage: for these it is suggested that a delay requirement of 4 seconds is appropriate for the uplink (measured from the ‘trigger event’ to the packet being ready for transmission from the base station towards the network).
· Ultra low cost 
M2M applications require devices that are very cheap (so that they can be deployed on a mass scale or in a disposable manner). The study should take into consideration that MTC devices have very limited throughput requirement and may not need to support circuit switched services to develop techniques that can significantly reduce cost.
· Low power consumption

Many M2M applications require devices to have up to ten years’ battery life. The study should determine whether the existing R12 Power Save Mode is sufficient, and if not, identify techniques to significantly cut down the power usage of MTC devices e.g. by optimising signalling exchanges in the system, in order to realise battery life of up to ten years.

· Network architecture

In Release ’99, 3GPP worked to enhance the security of the system and these enhancements were incorporated into the Iu mode architecture used for UTRAN. In Release 8, 3GPP provided further enhancements to security to support the S1 mode architecture used for E-UTRAN. When considering an access system for the Internet of Things that might need to remain in operation for another 20 years, it will be useful to consider whether a system based on Release ’97 Gb mode can be reused unmodified; or, needs evolution; or, whether the S1 mode architecture can be reused. However, it should be noted that the S1 interface is connection oriented and (based on SA WG 2’s Release 12 “Small Data and Device Triggering Enhancements” (SDDTE) work) might not be best optimised for small data transfers. In addition E-UTRAN is optimised for network controlled handover and optimised for use with the X2 inter-site interface. Hence the study should identify a Core Network architecture, security framework and Radio Access Network-Core Network interface (e.g. S1 or Gb), and associated protocol stacks for M2M which are suitable for the M2M market in the 2017 and onwards timeframe. 
4
Objective

The main objective of the study is to evaluate how to support low throughput and low complexity Machine Type Communications.  

Different solutions can be investigated, e.g. a non-legacy based design, and/or a backward compatible evolution of GSM/EDGE. 

The aim is to satisfy or exceed the following capabilities:

· Provide a data rate of at least 160 bps
 (on both the uplink and downlink) at the (equivalent of) the SAP to the SNDCP layer with the aim of achieving an extended coverage of 20 dB compared to legacy GPRS (Non EGPRS). It is noted that solutions with lesser coverage extension may need to be studied. Both interference limited and noise limited scenarios are to be considered.

· Scale to support a massive number of MTC Mobile Stations. It is suggested to use the traffic model from Annex A of TR36.888 v12.0.0”Study on provision of low-cost Machine Type Communications (MTC) User Equipments (UEs) based on LTE” with the modification to use 40 low throughput devices (rather than 3 smart meters) per home
. In addition the overall aspects of attempting to securely transfer very small quantities of information (at least 20 octets) need to be addressed.
· Reduce power consumption of MTC Mobile Stations compared with legacy GPRS (non EGPRS) so that they can have up to ten years battery life with battery capacity of 5 Watt-hours, even in locations with adverse coverage conditions where up to 20 dB extension might be needed. One traffic model for battery life estimation  should be based on the “regular reporting”, “no mobility” scenario from Annex A.1 of TR 36.888 v12.0.0, but using a “120 minute Uplink Interval”
.

NOTE:
This power consumption evaluation is not intended to overlap with TSG GERAN’s uPoD SID. Instead, for backwards compatible concepts, this part of this SID, should focus on the implications of coverage extension.
· Maximise the reduction in complexity of the Mobile Termination
 compared to that of a legacy GPRS (non EGPRS) MT.
· Avoid negative impacts to legacy GSM/WCDMA/LTE system(s) deployed in the same frequency band and adhere to the regulatory requirements applying to the spectrum bands in which the system operates.
· Minimise impacts to the GPRS/EDGE base station hardware.

· Identify Core Network Architecture, security framework and Radio Access Network-Core Network interface (e.g. S1 or Gb), and associated protocol stacks, suitable for the M2M market in the 2017 and onwards timeframe. Restrict use to a simple QoS model (e.g. equivalent to the R’97 peak bit rate and precedence, or, R’8 AMBR and QCIs 6, 8, 9 but with a relaxed packet delay budget); single PDP context per MS; etc.). Potential enhancements within the responsibility of other groups may be identified.


For both options:

· There is no requirement for inter-RAT mobility.

· Intra-RAT mobility is assumed to be based on cell reselection.
5
Service Aspects

none
6
MMI-Aspects

none
7
Charging Aspects

none
8
Security Aspects

Outputs of the study may need to be reviewed by SA WG 3.
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Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	45.8xx
	Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things
	WG1
	WG2
	GERAN#65 (Mar 2015)
	GERAN#67 (August 2015)
	

	33.8xx
	Security aspect of cellular system with support for Ultra Low Complexity and Low Throughput Internet of Things
	SA3
	-
	SA#67
	SA#68
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments
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Work item rapporteur(s)

GERAN WG 1: Pudney, Chris, VODAFONE Group Plc.
GERAN WG 2: Pudney, Chris, VODAFONE Group Plc.

SA WG 3: Barry, Aguibou, VODAFONE Group Plc.?
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Work item leadership

GERAN WG 1 (primary)

GERAN WG 2 (secondary)
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Supporting Individual Members

	Supporting IM name



	VODAFONE Group Plc.

	TELECOM ITALIA S.p.A. 

	ORANGE

	TELEFONICA S.A.

	China Mobile Communications Corporation

	HuaWei Technologies Co. Ltd

	HiSilicon Technologies Co. Ltd

	MICROSOFT EUROPE SARL

	NSN

	u-blox AG
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2013-10-03 v1.14.0 removal of embedded help text
v1.13.2: adds tdoc header
v1.13.1: minor changes resulting from discussions at CT#41 & SA#41

v1.13.0: mods to enforce linkage amongst stages 1, 2, 3

draft mods Scarrone-Meredith 2008-07 ff

v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.


v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"
� 	While an MTC application may well optimise the encoding of its data, the data is likely to be contained in an IPv6 packet using UDP and potentially another protocol layer which is then protected by some form of IPSec. As a result, the minimum SDU size at the top of the SNDCP layer (assuming Gb mode) is likely to be 80 octets. When coupled with a 4 second latency objective for ‘alarms’, this gives a requirement for 160 bps at the SNDCP Service Access Point. Any SNDCP, LLC, RLC and channel coding may increase the required radio interface data rate. 


� 	Based on an approximation of an average of 2 people per home and 20 IoT devices per person.


� 	A longer Uplink Interval than those in TR36.888 is used because IoT devices may well report much less frequently than the smart meters discussed in TR 36.888. However, even greater Uplink Intervals are not used because that would limit mobile terminating response times when the Release 12 Power Saving Mode is used.


� 	Mobile Termination (MT) is defined in TS 24.002 and TR 21.905. 





