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9
Potential security solutions

Editor's Note: This clause should give a complete picture of the GCSE security solution. It should include descriptions of security functions and information flows.

9.1 
Security solution for MB2-C interface


The Diameter mechanisms as specified in IETF RFC 3588 [12] shall apply to MB2-C reference point unless explicitely stated otherwise. 


TLS (IETF RFC 5246 [ZZ])  shall be mandatory for implementation on MB2-C.  If SCTP is supported then DTLS (IETF RFC 6347 [X4]) shall be supported. IKE/IPsec (IETF RFC 5996 [X6]) is optional for implementation on MB2-C. 
NOTE: The use of Diameter in the present specification is based on RFC3588 [35].  Nevertheless, the security mechanism defined for MB2-C reference point rather aligns with the security mechanism in RFC 6733 [36]. The only difference to the security in RFC 6733 is that the support for DTLS is made conditional on the support of SCTP.
The security profiles for TLS and IKE/IPsec are identical to the ones defined in 3GPP TS 29.368 [14], clause 6.3.3, for the Tsp interface. 
The security profile of DTLS is defined in 33.310 [31], clause E.

Mutual authentication for the MB2-C interface shall be performed as defined in 3GPP TS 29.368 [14], clause 6.3.2, for the Tsp interface with MTC-IWF and SCS replaced by BM-SC and GCS AS respectively. In particular, the rules for DIAMETER deployments defined in TS 29.368 [14], clause 6.3.2, shall also apply to the MB2-C interface.



(D)TLS or IKE and IPsec may be used to protect MB2-C. 


If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure security on that interface.

NOTE:
In case control plane interfaces are trusted (e.g. physically protected), there is no need to use (D)TLS or IKE/IPsec .
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