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This is a commenting contribution on S3-142175 which proposes a ‘Threats Categorization’. It provides a counter-proposal for threat classification using a Where/Who/What/How approach which is assumed to be more beneficial for the development of SCASes.
______________________________________________________________________________________
1 Introduction
S3-142175 intends to drive the so far neglected “Threat Category” topic forward. It takes the established STRIDE threat classifications as a basis, alters and expands it in an attempt to adjust it to assumed but unspecified needs of SECAM.

However from S3-142175 it does not get clear why the expansion and adjustments to STRIDE are needed for the benefit of SECAM. Some of the proposed threat categories clearly overlap (Untraceability/Repudiation, Evaluation of Privilege/Unauthorized Access). One of the proposed categories, “Weak Cryptographic Algorithm” is only a threat under the circumstances that there is actually the explicit intention to protect any asset by use of the algorithm. Any threat falling into the proposed “Weak Configuration” category would only be relevant to be considered for mitigation if the caused weakness would fall into any of the STRIDE categories.
Furthermore, deviating from STRIDE would require security professionals (e.g. working in testing labs, for operators or vendors) already used to thinking in the established STRIDE categories to alter their way of thinking, which is likely to cause confusion not beneficial to the development and usage of SECAM.
Therefore, we conclude that the proposed threat categories based on STRIDE do not provide a direct advantage over using STRIDE directly.

Looking at the already existing (ad-hoc created) and newly proposed “Threat Categories” in and for 33.805, we found that STRIDE alone might not be sufficient to fulfill the need for threat categorization. The STRIDE categories allow for identifying the aspect “How” an asset is threatened, but not “What” asset of the system, “Who” the attacker could be or “Where” in the system the threat is located. Utilizing a three-dimensional What/Who/Where approach for threat categorization would be granular and unambiguous. This would then also result in the possibility to define the “Threat Reference” by means of an unambiguous What(Who(Where(How path.
-
“What” is the most directly threatened asset? 
This is to be taken from the critical assets defined in the SCAS. If a threat endangers several defined assets, then it needs to be evaluated whether the threat needs to be decomposed, the definition of the critical assets combined, or whether there is a need to define a new asset.
-
“Who” is the possible perpetrator causing the threat to materialize? 
This is to be taken from the attacker model defined for the SCAS. Generally it should be sufficient to distinguish between internal and external attacker, while in special cases it might be beneficial to achieve greater granularity. 
-
“Where” in the system is the threat located?
This is to be taken from the Network Product model defined for the SCAS.

-
“How” in the system is the threat performed?
This is one of the six categories defined in STRIDE [7], or a combination of them. Those are to be written in short form, so e.g. “S” for “Spoofing of Identity” or “RI” for a combination of “Repudiation” and “Information Disclosure”

Note that although the S3-142175 is for TR 33.806, our proposal is for TR 33.916 – as this general aspect of SECAM should be specified in the general methodology – and then put into practice in the individual SCAS documents.

2 Analysis
2.1 Current mentioning of “Threat Category” in TR 33.916
So far, the structure for threats defined in TR 33.916, clause 6.2.2.2 defines the Threat Category as follows: “Threat Category: a reference to the category, to which the threat belongs based on the classification (threat methodology) that will be adopted.”
The introduction for the Security Problem Definition section in 5.2.2.1 contains an Editor’s note stating that “it is ffs what threat category is.”
The sole defined use for “Threat Category” so far is for the forming of the “Threat Reference”. Therefore, it seems as if the “Threat Category” can be defined directly as part of the “Threat Reference”.
2.2 Need for threat categorization
So far, random and missing categorization of threats has not yet had an obvious impact on the development of TR 33.806. The question arises whether threat categorization is needed at all.
As S3-142175 already correctly states, a threat categorization may be useful to (list quoted from S3-142175):

· clarify and organize the threats to the security of the mobile network products;

· develop and a common and agreed terminology for describing these issues; 

· develop a structure to organize the threats and reuse it for the other SCAS TRs/TSs. 
Also, this commenting contribution finds that on top of the items stated in S3-142175, there is additional need to categorize threats listed in a SCAS to:

· Create a unique Threat Reference.
· Reduce the probability that duplicated threats definitions are not identified due to different phrasing.
· Provide a means to get an overview which threats have already been taken into account, enabling contributors to identify so far forgotten areas.
· Allow for quick identification of already defined threats in existing SCASes which might be relevant for reuse in other NPCs.
· Aid in eventually assessing the actual risk originating from identified threats, enabling provision of justification for specified “Threat Relevance”.
· Ensure that defined threats are granular to avoid that threats needing different requirements for mitigation are accidentally obscured by related, more obvious but potentially lower-risk threat.
· Establish the relationship between a defined threat, the targeted asset, the location in the network product, and the potential attacker involved. This is a valuable tool for achieving consistency of the SCAS: the network product classmodel with the Security Problem Definition, and within the Security Problem Definition.
We conclude that some means of categorization of threats need to be provided.
2.3 STRIDE

STRIDE is a commonly used mnemonic for six categories of security threats (Spoofing, Tampering, Repudiation, Information disclosure, Denial of Service, Elevation of privilege). Those threats provide a complete set of atomic (i.e. not further dividable into components) basic threat elements against ICT systems.
As outlined in [1], the STRIDE categories can be mapped against security properties– which are commonly present in any ICT system.
[1] http://msdn.microsoft.com/en-us/magazine/cc163519.aspx#S2
We conclude that STRIDE is a good way to qualify the possible impact of a threat.
4 Example
The intention behind the threat currently defined in “5.4.2.19 Threat from root owned files being altered by other users” in TR 33.806” can be assigned the threat reference:
Data on local storage – Operating System – Internal Attacker – TR where TR stands for Tampering, Repudiation
For reference, the threat description in as existing in TR 33.806, clause 5.4.2.19:

-
Threat Description: If files owned by root can be changed by other system users they might severely alter the secure intended operation of the system.
The following is an analysis why 
·  “What”: The asset “Data on local storage” is not yet defined as critical asset but looking at the threat as it is now it gets obvious that one such needs to be defined. Alternatively, the threat could be broken down to be more precise which files are owned by root and threatened. Currently defined assets are “Log data”, “OS”, “Applications”, “MME Software”. This “Data on local storage” is a good example for an asset whose compromise results in further impact to other assets
· “Where”: As file storage as well as user handling is part of the Operating System’s task this threat is located in the Operating System.
· “Who”: Internal Attackers, as external attackers would not have that level of access that they would be considered “system users”. Any threats letting external attackers become a “system users” need to be handled separately.
· “How”: Without breaking down the threat as suggested already in “What” this threatens the system in form of “Tampering” with files (like executables, configuration, etc) and also “Repudiation” as other affected files could be locally stored log files. One needs to understand that the realization of those Tampering and Repudiation threats could cause the further realization of other STRIDE threat elements on other assets, therefore the impact to be assigned to this threat would likely be “severe”.
This example shows that applying the proposed classification for that existing threat enables a deeper analysis which threat elements are actually contained in the threat description.
5 Proposal
It is proposed to note S3-142175 and instead introduce four-dimensional (What/Who/Where/How) Threat References in TR 33.916. This removes the so far existing <progressive number> from the Threat Reference, as all threats with the same What/Who/Where/How quintuplet are to be put into one single threat definition.

This effectively eliminates the need for having explicit “Threat Categories” and the editor’s note at the end of 5.2.2.1 can be deleted.

6 pCR to TR 33.916
***
BEGIN CHANGES
***
5.2.2.1 
Introduction

[...]


5.2.2.2 
Threats
5.2.2.2.1 Introduction
There are also many threat and risks analysis or modelling frameworks available for IT equipment and computers networks. None of them is likely to perfectly fit the needs of SECAM which ultimate goal is to be capable to derive concrete and testable security requirements to reduce the level of exposure of telecom equipment. 

This process is likely to be iterative and there will be some trade-off in terms of time. It is not a goal to be absolutely complete in the threats assessment. What ultimately matters in the threat analysis phase is that the SA3 group gets the feeling that the achieved level of details is good enough to be able to easily derive testable security requirements to cover the risks in a reasonable amount of time.
5.2.2.2.2 Threat Structure in SCAS
Whatever the approach that will be chosen, the structure for this clause is provided to indicate the information needed for having a clear security problem definition. This can help to facilitate the identification of the security requirements. Hereafter a possible structure for the threats, risks and security objectives which are part of the SPD is reported. This structure will be related to the threat modelling framework used for the analysis and consequently this proposal could be changed accordingly:

-
Threat Name: each threat is assigned a unique name. The name preferably indicates the topics covered by the threat.
-
Threat Reference: a unique short form is assigned to each threat as a primary means for referencing the threat. This is to be derived out of the What/Who/Where/How quadruplet as defined in 5.2.2.2.3.
- 
-
Threatened Asset: an indication of the network product assets object of the threat.
Editor's note: It is FFS whether the “Threatened Asset” information is already sufficiently included in the “Threat Reference” and could therefore be discarded.
-
Threat Description: the adverse actions than can be performed by a threat agent on an asset. These actions influence one or more properties of the asset from which that asset derives its value. Examples of threat agents are hackers, users, computer processes, and accidents. Threat agents, and their level, may be further described by aspects such as expertise, resources, opportunity and motivation. To provide a basis for requirements that are on roughly the same level, SA3 shall choose a level of threat agents that the system should be able to withstand (although the levels may be hard to quantify or measure). Protection mechanisms or requirements shall then not be selected if a threat can be instantiated only by a threat agent of higher level. This is in line with the single assurance level and single security baseline per network product class of clause 4.

-
Threat relevance: the threat relevance (Mitigate, Accept, and Transfer).

5.2.2.2.3 Threat Reference
Threat categories are formed as a quintuplet consisting of

-
“What” is the most directly threatened asset. 
This is to be taken from the critical assets defined in the SCAS. If a threat endangers several defined assets, then it needs to be evaluated whether the threat needs to be decomposed, the definition of the critical assets combined, or whether there is a need to define a new asset whose compromise results in further impact to other assets.

-
“Who” is the possible perpetrator causing the threat to materialize. 
This is to be taken from the attacker model defined for the SCAS. Generally it should be sufficient to distinguish between internal and external attacker, while in special cases it might be beneficial to achieve greater granularity. 

-
“Where” in the system is the threat located.
This is to be taken from the Network Product Class model defined for the SCAS.
If the location a threat impacts an asset cannot be identified within the already defined NPC model, then it needs to be evaluated whether the threat definition needs to be restructured to fit to the intended meaning, the NPC model needs to be extended, or the threat is not relevant to the NPC in the first place.
-
“How” in the system is the threatened.
This is one or a combination of the six categories defined in STRIDE [7]. Those are to be written in short form, so e.g. “S” for “Spoofing of Identity” or “RI” for a combination of “Repudiation” and “Information Disclosure”. Where meaningful, it should be aimed that a threat is decomposed into its individual STRIDE elements to aid in identifying whether all relevant threats are sufficiently mitigated by derived requirements.
Editor's note: A suitable methodology to abbreviate theThreat Reference in a short and unambiguous way is FFS.

***
NEXT CHANGES
***
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