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*******************END OF FIRST CHANGE******************************

*******************SECOND CHANGE******************************

6.2.4
Solution description for media security of one-to-many communications

6.2.4.1
Media stream protection

The following mechanism shall be used to protect one-to-many communications which use the Real-Time Transport Protocol (RTP) or the RTP Control Protocol (RTCP), cf. RFC 3550 [10].

The integrity and confidentiality protection for one-to-many communications using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP), RFC 3711 [11]. The integrity and confidentiality protection for one-to-many communications using RTCP shall be achieved by using the Secure RTCP protocol (SRTCP), RFC 3711 [11]. The security profile for these types of media stream is provided in Annex CC.
The key management mechanism for SRTP and SRTCP is described in the rest of clause 6.2.4. As a result of this mechanism, the group members share a GSK as part of the session setup procedure. The GSK shall be used to derive the SRTP master key. The session may only last for a single transmission, or may be maintained for a period to allow many members of the group to efficiently communicate. If late-entry to the media session is required, the transmitted SDP offer, described in clause 6.2.4.5, may be periodically resent (e.g. every 5 seconds within a SIP REFER).

*******************END OF SECOND CHANGE******************************

*******************THIRD CHANGE******************************

Annex CC (Normative):
SRTP/SRTCP Profile

Each Crypto-Session (CS) in the SRTP Crypto-Session Bundle (CSB) is provisioned with a unique 16-octet SRTP Master Key and 14 octet SRTP Master Salt (both derived from the TGK). The Master Key and Salt are not used directly to protect SRTP traffic. Rather, SRTP Session Encryption Keys and Session Salt are derived for this purpose. The AES-CM Psuedo Random Function as described in [11], section 4.3.3, shall be used. Table 6.2.4.1.2-1 provides the profile for the SRTP Master parameters.
	SRTP Master Key Parameters

	SRTP Master Key length
	16 octets

	SRTP Master Salt length
	14 octets 

	SRTP-PRF
	AES-CM (see [11])


Table 6.2.4.1.2-1: SRTP Master Key Profile
Both SRTP and SRTCP payloads shall be encrypted using the authenticated encryption algorithm AEAD_AES_128_GCM_12, described in [cc]. During encryption, the plaintext and chosen associated data are used to generate a 12-octet authentication tag, which is appended to the plaintext as is described in [dd]. As the authentication tag is incorporated into the SRTP payload field, the optional SRTP Authentication Tag field need not be used. The SRTP and SRTCP fields to be encrypted and those to be treated as associated data (and hence authenticated) shall be as detailed in reference [bb], sections 9.2 and 10.2.
Establishment of SRTP and SRTCP IVs for AES-GCM shall follow the mechanism contained in [bb], sections 9.1 and 10.1. The 12-octet SRTP Session Salt is used to seed the GCM Initialization Vector (IV), as described in reference [bb]. SRTP Session Protection Profile is summarised in Table 6.2.4.1.2-2.
	SRTP_AEAD_AES_128_GCM_12

	SRTP Encryption Algorithm
	AEAD_AES_128_GCM

	SRTP Authentication Function
	N/A

	SRTP Session Encryption Key length
	16 octets 

	SRTP Session Authentication Key length
	N/A

	SRTP Session Salt length
	12 octets

	SRTP Authentication Tag length
	12 octets

	SRTP Session Key Derivation Rate
	0

	SRTP Master Key Maximum Lifetime
	231 packets


Table 6.2.4.1.2-2: SRTP Session Protection Profile
SRTP packets may include the Master Key Identifier tag as defined in [11]. If included, the MKI tag shall contain the identifier of the GSK.
*******************END OF THIRD CHANGE******************************

