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* * * Start of Change * * * *

6.2.2
Security requirements
The requirements in clause 5.3.2 apply for the signalling between the UE and ProSe Function.

For the distribution of the keys, the following requirements apply:

· The shared keys and session keys shall be protected in integrity and confidentiality during their distribution.
Editor's Note: The type of keys to be protected is FFS. 

· Only authorized ProSe-enabled UEs shall receive the shared keys. 

· It should be possible for the UE to authenticate the network entity distributing the shared keys or the group member distributing the session keys.

Editor's Note: Expired keys may need to be kept.

· It should be possible for the UE to store shared keys for past and future cryptoperiods.

· The mechanism for distributing session keys should support late entry to group communications.

· Authorized Prose-enabled UEs shall securely store the shared keys.

For the protection of the data transmission between the UEs, the following requirements apply

· The system shall support providing the Public Safety ProSe-enabled UEs with the all the necessary keying material and chosen algorithms that are used to protect the data sent between the Public Safety ProSe-enabled UE(s). This material shall be provided without requiring signalling between the Public Safety ProSe-enabled UEs.

· Confidentiality of one-to-many communications should be supported. Its use would be a configuration option related to network operations and should hence be under control of the network operator.

· Integrity protection of one-to-many communications shall be supported for media plane security mechanism. 

· Security mechanisms shall scale effectively to large groups, and be compatible with rapid setup of group communications.
· Security mechanism shall support multiple logical channels between the same source/destination pair. Security mechanism shall avoid key stream repetition (COUNTs is about to be re-used with the same key), when multiple PDCP entities exist in the Public Safety ProSe-enabled UE.
* * * Next Change * * * *

6.2.3.1
Security keys and their lifetimes

A UE needs to have an algorithm identity and a PGK (ProSe Group Key) provisioned for each group that they belong to. From this key, a UE that wishes to broadcast some encrypted data shall first generate a PTK (ProSe Traffic Key). The parameters used in this generation ensure that PTKs are unique for each UE and need to be transferred in the header of the user data packet (see below for more information).  The PTK is derived when the first PDCP entity for a group is created and then PDCP entities created further for the same group shall use the PTK derived for the group. 
From the PTK, a UE derives the needed ProSe Encryption Key (PEK) to be able to encrypt the data. The UE can protect the data to be sent with the relevant keys and algorithms at the bearer level (see clause 6.2.3.3 for more details). 
A receiving UE would need to derive the PTK using the information in the bearer header and then the PEK used to decrypt the data. 

When the PGKs are provided to the UE, they shall be provided with an Expiry Time. The Expiry Time of the PGK needs to be set such that the keys for later periods have a longer Expiry Time.

When protecting data that is to be sent, the UE uses the first of the PGKs that has not expired to derive the PTK etc. When receiving protected data the UE shall only use a PGK that has not expired or the PGK that has most recently expired. All other expired PGK should be deleted.

When a PGK key is deleted in the sending UE and receiving UE, all related keys as PTK and PEK derived from the expired PGK shall be deleted. After releasing all the PDCP entities of a group, the PTK and PEK derived for the group is deleted.
* * * Next Change * * * *

6.2.3.2
Identities

The PGKs are specific to a particular group and hence have a Group Identity associated with them. In addition each PGK associated with a group has 8-bit PGK Identity to identify it. This allows several PGKs for a group to be held simultaneously as each can be uniquely identified. This means that the combination of Group Identity and PGK Identity uniquely identifies a PGK. The Group Identity is the Layer 2 destination identity of the group.

Each member of a group has a unique Group Members Identity. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the Layer 2 source address when the UE sends data.

The PTK identity shall be set to a unique value in the sending UE that has not been previously used together with the same PGK and PGK identity in the UE. 

Editor note: It's FFS how the PTK Identity is updated.

A PTK is uniquely identified by the combination of Group Identity, PGK Identity, Group Member Identity of the sending UE and a 16-bit PTK identity. The PTK Identity is used as part of the derivation of PTK to ensure that all PTKs are unique.  
A unique 5-bit Flow ID is assigned by the PDCP layer for each PDCP entity created for transmission to the same group, in order to avoid key stream repetition (i.e., to avoid counter being re-used with the same PEK by one or more PDCP entities corresponding to a group).   


A 16 bit counter is maintained per PDCP entity. Counter and Flow ID ensures key stream freshness across the transmission by multiple PDCP entities of the same group. The conunter is same as the PDCP SN in regular LTE. If the Counter associated with a PDCP entity is about to wrap around in the sending UE then a new PTK Identity shall be selected (which has not been previously used together with the same PGK and PGK identity in the UE), and a new PTK key shall be derived from the PGK key taking the new PTK Identity into use. A new PEK shall be derived from the new PTK key as well. The old PTK key shall be deleted together with the corresponding old PEK derived from the old PTK key.

If the receiving UE receives a PDCP packet with a new PTK Identity that has not been previously used with the same PGK and PGK identity in the receiving UE, then the receiving UE shall delete any old PTK key kept for the same PGK and PGK identity and also delete the corresponding old PEK derived from the old PTK key.

Editor's note: Its FFS whether the sending UE at UE power off needs to store the PTK Identities that has been used with a specific PGK and PGK Identity in order to avoid key-stream reuse at UE power on.

* * * Next Change * * * *

6.2.3.3
Security flows

The protection of one-to-many communication proceeds as shown in the figure below.
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Figure 6.2.3.3-1: One-to-many security flows

0a or 0b: If needed the UE is configured with any private keys, associated certificates or root certificate that they may need for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the ProSe Key Management Function.

0c and 0d: The ProSe Function needs to be configured with which subscriptions (either mobile subscriptions or identities in certificates) are member of which groups.

1a or 1b: The UE fetches the one-to-many communication parameters from the ProSe Function. As part of this procedure the UE gets its Group Identity (see TS 23.303 [2]). In addition the UE may be provided with the address of the ProSe Key Management Function that it uses for obtaining keys for this group.

2a.i or 2b.i: The UE sends the Key Request message to the ProSe Key Management Function including the Group Identity of the group for which it wants to fetch keys and UE security capabilities (including the set of security algorithms the UE supports). 

2a.ii or 2b.ii: The ProSe Key Management Function checks whether the group security algorithms are supported by the UE according to the UE security capabilities, i.e. whether the group security algorithms are included by the set of security algorithms the UE supports.

2a.iii or 2b.iii: The ProSe Key Management Function responds with the Key Response message. If the check of step 2a.ii or 2b.ii is successful, this message contains an ordered set of key information made of ProSe Group Key Identity, ProSe Group Key, Expiry Time, the UE's Group Member Identity and the encryption algorithm that the UE should use when sending or receiving protected data. Otherwise, this message contains an indicator of algorithms support failure as the UE does not support the required algorithms.

3a or 3b: The UE calculates the PTK and PEK to protect the traffic it sends to the group. It does this by selecting the PGK as described in subclause 6.2.3.1 and uses the next unused combination of PTK Identity and Counter. It assigns a Flow ID for the logical channel between the same source/destination pair. It then protects the data using the algorithm given in step 2x.ii.

4a or 4b: A receiving UE gets the Flow ID, Group Identity and Group Member Identity from the layer 2 header. It then uses the PGK Identity provided to first check that the PGK is valid (see subclause 6.2.3.1) and if so calculates the PTK and PEK to process the received message.

* * * Next Change * * * *

6.2.3.6.1
Protection of data

ProSe enabled Public Safety UEs shall implement EEA0, 128-EEA1 and 128-EEA2 and may implement 128-EEA3 for ciphering one-to-many traffic.
The LTE ciphering algorithms (see TS 33.401 [21]) are used with the following modifications;

· Direction is always set to 0;

· Bearer[0] to Bearer[4] are set to Flow ID;

· COUNTER is pre-pended with 0s to make it 32 bits long and it is input into COUNT[0] to COUNT[31].

* * * Next Change * * * *

6.2.3.6.2
Key derivation data in PDCP header

In terms of signalling between the UEs to transfer the relevant security information, e.g. to indicate the correct PTK to use to calculate PEK, the  header of the PDCP packet for user plane data shall contain the PGK Identity, PTK Identity, Flow ID and Counter. This is illustrated in figure 6.2.3.6.2-1.
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Figure 6.2.3.6.2-1: Security aspects of the PDCP packet for user plane data

Note that the Group Identity and Group Member Identity are parameters present in the MAC header.

* * * End of Changes * * * *
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