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This contribution adds a structure and a general description of BVT to clause 9.  

______________________________________________________________________________________
pCR
***
BEGIN CHANGES
***
9
Basic Vulnerability Testing (BVT) requirements


 

9.1 General

Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. These activities cover at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. For each of these aspects, test requirements and test results are described in the present clause. 

NOTE: 
The individual tools used for Basic Vulnerability Testing are selected by the evaluator. The SECAM accreditation body will ensure during accreditation of the evaluator’s laboratory that the testers are able to utilize adequate tools.

9.2 Port Scanning

<see companion pCR in S3-142200>
9.3 Vulnerability Scanning

< see companion pCR in S3-142200>
9.4 Robustness and fuzz testing
< see companion pCR in S3-142200>
NOTE: 
Clause 4.4.6 lists the interfaces that are in scope of the MME SCAS. 
This list includes 3GPP-defined interfaces. While the security requirements addressing the 3GPP functionality that is part of these interfaces are handled in clause 6, the requirements related to BVT, e.g. requirements related to fuzz testing of protocols in the protocol stack defining the interface, are handled in the present clause. 
***
END OF CHANGES
***
