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Abstract of the contribution:
This contribution discusses how to make use of Basic Vulnerability Testing (BVT) to ease requirement creation. There are companion contributions providing pCRs that implement the findings of the present discussion paper.
1 Introduction
SA3 has already spent considerable effort discussing details of hardening requirements. What has been overlooked so far is that these requirements largely overlap with the scope of Basic Vulnerability Testing (BVT). This overlap should be avoided. 
2 BVT
TR 33. 916 gives the definition for BVT as follows:

“The process of running security tools against a network product. 
BVT is defined by the use of Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools on the external interfaces of the network product. Details on these tools can be found in Clause 7.2.4.”
In clause 7.2.4, TR 33.916 states that BVT “covers at least three aspects: Port Scanning, Vulnerability Scanner [sic] by the use of Vulnerability scanners and robustness/fuzz testing.”. The requirements for BVT are specified as a general SCAS module, while the individual tools used are to be selected by the evaluator.
An evaluator will need to be accredited by the SECAM Accreditation Body for being capable comply with the test methodology for BVT and select suitable BVT tools for the Network Product in question.
3 Examples of requirements covered by BVT
3.1 Port Scanning

Clauses 7.3 and 7.4 of TR 33.806 contain requirements related to port scanning, e.g. “removing unnecessary or insecure ports/ services”. Verifying that only documented ports – which logically would all serve a valid purpose and would therefore be necessary – exist on a running system is the most prominent purpose of doing port scans during BVT.

3.2 Vulnerability Scanning
Clause 7.3 of TR 33.806 also calls for vulnerability scanning, again providing an overlap with clause 9 on BVT.
3.3 Robustness and Fuzz Testing

So far, no clause explicitly requiring fuzzing of protocol implementations have been included into TR 33.806, only the security objective in clause 5.5.2.9 refers to fuzz testing of external interfaces by means of automated (FOSS) and Commercial off-the shelf (COTS) tools.
4 Proposal
SA3 is kindly asked to accept two companion pCRs that
1. Propose some general text and a structure for clause 9 on BVT 
2. Provide text on port scanning,vulnerability scanning and protocol fuzz testing for clause 9

3. Remove text that has become redundant in clauses 7.3 and 7.4. 

