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Abstract of the contribution:

This contribution proposes to give a template for privacy protection methodology implementation.
1 Introduction 
This contribution proposes to improve and clarify the solution #1 of privacy protection methodology. We proposea template for the privacy protection methodology implementation which includes scope identification, threat and requirements identification, and technology scheme choice.
We kindly propose SA3 to agree the following pCR.

2 pCR 

***
BEGIN CHANGES
***
6.1
Solution #1 – Privacy protection methodology

This part aims to offer a privacy protection methodology for analyzing privacy issues for evolving 3GPP network, it can be a refered to when design new systems, security architectures and protocols. The general description of the privacy protection methodology is introduced firstly, and then gives an introduction for the methodology implementation.
6.1.1
General description
System/protocol design and analyze can follow the steps below:

(1) Scope

Identify the possible privacy information involved in the system/protocol;

(2) Role

Define roles for privacy information act (e.g. use, operation and maintenance) in its whole life time;

(3) Collection 

Identify the privacy information collection aspects as follows:

 - who (related to privacy role) is collecting and using privacy information;

 - why is privacy information used;
 - what privacy information is being shared, with whom and for what purposes;

(4) Use

Define the way of privacy information usage:

- who (related to privacy role) is using privacy information;

 - what privacy information is being shared;

-what privacy information is being used in second hand, with whom and for what purposes;

(5) Storage 

Define the way for secure storage of privacy information 

(6) Delete/Destroy

Define the way and pre-conditions for privacy information to be deleted / destroyed.
6.1.2
Implementaion
This part gives an introduction for the privacy protection methodology implementation.

SCOPE IDENTIFICATION
· Privacy information name: list each potential privacy related information class in the system/application, e.g. user’s location information, group ID; 
· Relevant network elements: describe the relevant network element that privacy related information may involve, e.g. UE, HSS, AS (a certain application server, such as GCSE AS, MTC AS); 
· Relevant roles: describe the possible roles that privacy relaed information may involve, e.g. operator, SP;
· Relevant operations:describe the operations between relevant network elements, e.g. network element A requires network element B to transmit privacy information P1 to it;
THREAT AND REQUIREMENT IDENTIFICATION
· Threat analysis: analyze and list the potential threat for the privacy related information idenfied in the SCOPE IDENTIFICATION section;
· Privacy reuqirement: according to the threat analysis, analyze and list the privacy requirements;
TECHNOLOGY SCHEME CHOICE
· Privacy life time management: identify the principles and details of privacy information life time, which covers collection, use, storage, delete/destroy;
· Privacy mitigation: choose privacy mitigation technology (e.g. anonymity, using temporary identity, access control, additional signal procedure, encryption procedure) to satisfy the privacy protection requirements.
***
END OF CHANGES
***
