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Abstract of the contribution:

This contribution proposes to restructure the key iusses.
1 Introduction 
In currently TR33.849, there are already 8 key issues from different aspects to analyze the threat and privacy requirement for the subscriber privacy impact in 3GPP. In order to make these key issues more clear and better organized to help the understanding, and also be beneficial to further research, we propose to categorize the key issues and re-structure the Section 5 as follows:
5 Key issues of Subscriber Privacy Impact in 3GPP

5.1 Privacy category related
5.1.1 Identify protection scope

5.1.2 Personally Identifiable Information (PII)

5.1.3 User and UE Identity Privacy

5.2 Privacy lifecycle related
 5.2.1 Collecting privacy related information

5.2.2 Privacy storage

5.2.3 Erasure of privacy sensitive data

5.3 Privacy operation and maintenance related
5.3.1 Privacy vs. System Functionality

5.3.2 Privacy role

We kindly propose SA3 to agree the following pCR.

2 pCR 

***
BEGIN CHANGES
***
5
Privacy Threats - Description of Key issues of Subscriber Privacy Impact in 3GPP
5.1
Privacy category related

5.1.1
Key Issue #1-1 - Identify protection scope

5.1.1.1
Issue Details 

With the evolving of telecommunication network and it’s innovative application paradigm developing, more and more systems/protocols involve privacy. In telecommunication domain, the privacy refers to Personally Identifiable Information (PII) and user/UE identity privacy. Since privacy is a dynamic and diversity concept which contains various information types, not every system/protocol involve same types of privacy information. Consequently, when designing new systems, security architectures and protocols, the scope of privacy and the potential privacy (e.g. use converge information to infer privacy sensitive information) should be analyzed and clarified. 

5.1.1.2
Threats
The possibility of combining information collected by an attacker may result in new interfering of privacy sensitive information. It may bring additional risks to users’ information security.

If the scope of involved privacy is not identified in initial stage of system/protocol design, it may bring extra overhead for system/protocol secure execution and application.

5.1.1.3
Privacy Requirements
System and security architecture design as well as protocol design should identify possible privacy related information in the initial stage.
5.1.2 Key Issue #1-2 - Personally Identifiable Information (PII)
5.1.2.1
Issue Details
PII information is categorized into the following:

· Personal contact information (e.g. name, address, email, phone number)

· Personal Identities information (e.g. user ID, Social Security Number, Passport Number, Identity Card Number)

· User Equipment information (e.g. IMSI, IMEI, MSISDN)

· User Communication data (e.g. content of user voice calls, data session, fax, SMS, voice mail, video, visited websites)

· Location information (e.g. user GPS coordinates, Cell ID, WLAN AP MAC)

· Financial information (e.g. user credit card number, bank accounts)

· Personal sensitive information (e.g. race, religion preference, sexual orientation, health information, criminal records)
When PII is not handled properly, the information may become usable in compromising the privacy of a user.
5.1.2.2
Threats
PII can be mishandled during transit, storage, or application if appropriate guidelines are not followed. Mishandling can be as a result of not implementing PII handling guidelines, unauthorized access, or deliberate. The consequence is the compromise of personal information for the user, resulting in loss of privacy and/or financial information.  
5.1.2.3
Privacy Requirements
Handling of personal information shall follow widely accepted concepts in order to comply with national and regional requirements covering these aspect of PII handlings:

· notice

· consent 

· collection 

· process and use

· disclosure

· transfer

· retention

· access

· accuracy

· protection

· openness

· anonymity

· sensitivity

· accountability

5.1.3
Key Issue #1-3 - User and UE Identity Privacy
5.1.3.1
Issue Details
User and UE identities include IMSI, IMEI, MSISDN, an IP address that is bound to a user, and a MAC address that is tied to an UE. Identities may appear in many databases and files, such as Call History Records (CHR), Call Detail Records (CDR), and Measurement Reports (MR).  They are used in many 3GPP network elements, including (e)NB, GGSN, SGSN, MME, HLR, AAA, etc to provide services and support network operations. If these identities are not protected, user privacy may become compromised, either intentionally or unintentionally, results in the user’s activities, location, and other privacy related information being tracked or exposed.
5.1.3..2
Threats
Tracing of an user or UE can happen wherever these identities are being used, transferred, and/or stored by various network equipments, including (e)NB, GGSN, SGSN, etc. Tracing of a user or UE can also happen when these identities are being used, transferred, and/or stored by unauthorized personnel, such as a maintenance technician. The consequences of these threats to user and UE identities being exposed is that the user may suffer privacy losses or worse, financial losses.
5.1.3..3
Privacy Requirements
Req1: The UE’s permanent identities (IMSI, IMEI, MSISDN, IP, MAC) shall be protected against unintended exposure. 

Req2: If UE’s permanent identities need to be used or accessed, they shall be protected using Privacy Enhancing Technology such as anonymization techniques.
5.2 Privacy lifecycle related
















5.2.1
Key Issue #2-1 –Collecting privacy related information 

5.2.1.1
Issue Details
During communication process, privacy related information may need to be collected to complete communication task. This information may involve some issues, e.g. who is collecting and using the personal information, what personal information is being shared, with whom and for what purposes etc. A key aspect of ensuring privacy security and fostering user’s confidence/ trust in communication is to clarify the issue on collection privacy related information.

5.2.1.2
Threats
Privacy over collection will bring risk to user’s information disclosure and illegal usage.

5.2.1..3
Privacy Requirements
For certain system/protocol, that need to collect privacy information, it should be clarified: 
(1) who (related to privacy role) is collecting and using personal information;

 (2) why is personal information used and collected;
 (3) which personal information is being shared, with whom and for what purposes. 








5.2.2
Key Issue #2-2 – Privacy storage

5.2.2..1
Issue Details 
In 3GPP system, the privacy related information which includes Personally Identifiable Information (PII) and user/UE identity privacy are usually stored in the network elements. If a network element is compromised by the attacker (insiders or equipment maintainer from the vendor or the third party or by being vulnerable to third party attacks), personal information that is stored as plain text/unprotected can be accessed. Further, the attacker can launch further attacks by using privacy information.

5.2.2.2
Threats
Personal information stored as plain text/unprotected in network elements may bring risk to user personal information disclosure and may result in an attack.
5.2.2.3
Privacy Requirements
The personal information need to be stored securely to protect against unauthorized access and modification.
5.2.3. Key issue #2-3: Erasure of privacy sensitive data
5.2.3.1 Issue details

In order to enable communication or information services, users’ privacy information may need to be delivered to 3GPP systems or to service providers. Generally, once the privacy information has no further value for the communication accomplished/serves provided, it should be erased to avoid the possible risk of privacy disclosure/compromise. Consequently, when designing new systems, security architectures and protocols, erasure of privacy sensitive data is an issue that should be considered. For example, define the way and pre-conditions for privacy information erasure.
5.2.3.2 Threats

Un-erased, no further use-value of existing privacy information may bring risk to user of unwanted privacy information disclosure, and such related attacks.

5.2.3.3 Privacy requirements

The privacy information need to be deleted when no longer be needed for providing communication service. 

Editor’s note: additional requirements of this key issue (e.g. for data retention) is FFS.
5.3 Privacy operation and maintenance related
5.3.1
Key Issue #3-1 - Privacy vs. System Functionality

5.3.1.1
Issue Details 

One goal of this technical report is to collect privacy principles that SA3 should adhere to when designating new systems, security architectures and protocols. In recent system design, privacy issues appear to be diversified, for example, the need for user consent to collect measurements in the SON and MDT work, UE tracking in SIMTC, user privacy in Proximity Service security, etc. These privacy issues are related to system functionality. Unless the privacy measures are solved in an appropriate way, the functionality will be unnecessarily restricted. On the one hand, when 3GPP designs new systems, security architectures and protocols, the privacy mechanism should be considered. On the other hand, there must be a balance between the privacy required and the functionality provided by the system. For example, for SON and MDT to work, users' location information may need to be accessible to parts of the system (even if this implies the need for user consent).
5.3.1.2
Threats
When 3GPP designs new systems, security architectures and protocols and privacy protection procedures are not defined clearly in an early stage, the system functionality will be impacted. For example, if the users consent mechanism is not satisfied by the user, the functionality of SON and/or MDT will not be available.

5.3.1.3
Privacy Requirements
Systems, security architectures and protocols design and deploy should take privacy protection as system functionality if privacy information is involved in the system.

The strength of privacy protection should not make the system functionality unnecessarily restricted.

NOTE: Privacy protection should be applied according to local regulation requirements.
5.3.2
Key Issue #3-2 – Privacy role

5.3.2.1
Issue Details
Communications tasks require multiple different entities, when conducting privacy analysis of a system/protocol, the entities involved may take on different -- roles from a privacy considerations perspective in different communication phases. 
5.3.2.2
Threats
Undefined privacy action (e.g. collect, use, and share) for a role (e.g. user, operator, service provider) may bring privacy abuse. Ambiguous obligations for the privacy roles may take conflict for investigate and affix the responsibility for privacy abuse/disclosure. 
5.3.2.3
Privacy Requirements
The roles involved and their obligations with respect to privacy need to be clarified.
***
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