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1 Introduction  
This contribution analyzes the security threats and requirements on Sensitive information storage security.
2 Analysis
According to threat analysis on disclosure of sensitive information in the storage in current TR33.806, The attacker can utilize user's identity and serving eNB's address to locate and track user.
Tracing of a user can also happen when these identities are being used, transferred, and/or stored by unauthorized personnel, such as a maintenance technician. The consequences of user and UE identities being exposed is that the user may suffer privacy losses or worse, financial losses.
In addition, sensitive information is usually stored in the MME products. If a MME product is compromised, sensitive information that is stored in the MME products is exposed. Sensitive information that is stored as plain text and is unprotected can be accessed. Furthermore, the attacker can do something illegal in order to earn profit by using sensitive information.
We kindly propose SA3 to agree the following PCR. 

3 pCR 

***
BEGIN CHANGES
***
6.4 

R2 security requirement for T2: Sensitive information storage security 
-
Requirement Name: Sensitive information security
-
Requirement Reference: to be done later
-
Requirement Description: 

1)
R2-1: The keys read access rights shall be restricted.
2)
R2-2: The sensitive information shall not be revealed as clear text.
Editor note: it is FFS on how to merge this with password protection. 
3)
R2-3: The keys shall be stored securely. 
4)  R2-4: The sensitive information shall be protected against unintended exposure.
5)  R2-5: The sensitive information need to be stored securely to protect against unauthorized access and modification.
-
Security Objective references: SECURE STORAGE

-
Threat Reference: T2
-
Test Case: 
1)
Review the documentation provided by the vendor describing how to store the sensitive information.
2)
Check if the keys can be read as clear text.
3) 
Check if the key storage area is accessible.

-
Requirement Evidences: A document in free form describing: the storage method of the sensitive information.
***
END OF CHANGES
***
