Page 1



3GPP TSG-SA WG3 Meeting #76 
S3-142132
Sophia Antipolis, France, 25 – 29 August 2014
	CR-Form-v11

	CHANGE REQUEST

	

	
	TS 33.303
	CR
	0011
	Rev
	-
	Current version:
	12.0.0 
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Discovery Filter using ProSe Application Mask

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	ProSe
	
	Date:
	2014-08-18

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	Discovery Filter with a ProSe Application Code can be used for identification of full match of the service indicated in brodcasted ProSe Application Code. 

Discovery Filter with a ProSe Application Mask allows partial matching of as many parts of ProSe Application Code as are contained in the ProSe Application Mask. 
Step 9 in section 6.1.3.3.1 should be updated to also cover the case when a Discovery Filter with a ProSe App Mask is provided to the Monitoring UE.
In addition, section 3.1 for Definitions has been updated with Discovery Filter and ProSe Application Mask. 



	
	

	Summary of change:
	Step 9 in section 6.1.3.3.1 has been updated to also cover the case when a Discovery Filter with a ProSe App Mask is provided to the Monitoring UE.

	
	

	Consequences if not approved:
	Its not clear whether the description of the security solution for ProSe Direct Discovery procedure in section 6.1.3.3.1 applies to the Monitoring UE when it receives a Discovery Filter with a ProSe Application Mask used for partial matching.

	
	

	Clauses affected:
	

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***
BEGIN CHANGES
***
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Discovery Filter: See 3GPP TS 23.303 [2]
ProSe Application ID: See [2] 

ProSe Application Code: See [2]

ProSe Application Mask: See [2]
ProSe Direct Communication: See [2]

ProSe Direct Discovery: See [2]

ProSe-enabled non-Public Safety UE: See [2]

ProSe-enabled Public Safety UE: See [2]

ProSe-enabled UE: See [2]

***
NEXT CHANGE
***
6
Security for ProSe features

6.1
ProSe direct discovery

6.1.1
Overview of ProSe direct discovery in network coverage

The Direct Discovery in network coverage feature in clause 5.3 of TS 23.303 [2] describes several procedures. 
These are the following:

1.
The Service Authorization procedure: The UE contacts the ProSe Function(s) in the network in order to obtain authorization to use direct discovery in the various PLMNs. This step also includes the ability of the network to revoke authorization via a push message. 

2.
The Discovery Request procedure: This allows an announcing or a monitoring UE to obtain the necessary configuration information to be able to announce a code or monitor for codes in a particular PLMN. Among other things, the configuration information includes the ProSe Application Codes to be announced or Discovery Filters to be monitored for.

3.
The Discovery procedure: The ProSe App Code is announced by the announcing UE and received by the monitoring UE.

4.
The Match Report procedure: This allows a ProSe App Code received by the monitoring UE to be checked and confirmed by the network. As part of this procedure the network provides the UE with the ProSe Application Id Name of that code and possibly the meta-data corresponding to that ProSe Application ID Name.

6.1.2
Security requirements

Procedures 1, 2, and 4 include traffic between the UE and ProSe Function and between other network entities, therefore the requirements in clause 5.3.2 and 5.2.2 apply to this case. 

In addition, for the overall discovery procedure, the following security requirement applies: The system shall support a method to mitigate the replay and impersonation attacks for ProSe open discovery.

6.1.3
Security procedures

6.1.3.1
Interface between the UE and ProSe Function

Editor's note: The security procedures for PC3 interface are FFS.

6.1.3.2
Interfaces between network elements

This uses the procedures described in clause 5.2.3 of the present document.

6.1.3.3
Integrity protection and validation of the transmitted code for open discovery

6.1.3.3.1
Open discovery security flows

The announced code is integrity protected as shown in the following flow which includes only the additional security parameters. The system ensures that there is a UTC based time parameter associated with each discovery slot that is known to both the announcing and monitoring UEs. The message flows apply when both the UEs are roaming or when one or both are in their HPLMN.

Note that integrity protection via this Message Integrity Check (MIC) furthermore enables the ProSe Function to verify that the announcing UE was indeed authorized to announce this ProSe App Code at that time instance.
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Figure: 6.1.3.3.1-1: Integrity protection of the transmitted code

1.
The Announcing UE sends a Discovery Request message containing the ProSe Application ID name to the ProSe Function in its HPLMN in order to be allowed to announce a code on its serving PLMN (either VPLMN or HPLMN).

2./3.
The ProSe Functions in the HPLMN and VPLMN of the announcing UEs exchange Announce Auth. messages. There are no changes to these messages for the purpose of protecting the transmitted code for open discovery.  If the Announcing UE is not roaming, these steps do not take place.

4.
The ProSe Function in HPLMN of the announcing UE returns the ProSe App Code that the announcing UE can announce and a 128-bit Discovery Key associated with it. The ProSe Function stores the Discovery Key with the ProSe App Code. In addition, the ProSe Function provides the UE with a CURRENT_TIME parameter, which contains the current UTC-based time at the ProSe Function and a MAX_OFFSET parameter. The UE sets a clock it uses for ProSe authentication (i.e. ProSe clock) to the value of CURRENT_TIME and stores the MAX_OFFSET parameter, overwriting any previous values. The MAX_OFFSET parameter indicates the maximum time difference between the time on the announcing UE's ProSe clock and the time parameter associated with the discovery slot.

NOTE:
The MAX_OFFSET defines the size of the window during which the announced code could be replayed

Editor's note: Time synchronization procedures may be need to be re-visited based on RAN1/2 response.
5.
The UE starts announcing, if the time parameter provided by the system for the discovery slot is within the MAX_OFFSET of the announcing UE's ProSe clock. For each discovery slot it uses to announce, the announcing UE calculates a 32-bit Message Integrity Check (MIC) to include with the ProSe App Code in the discovery message. The MIC is calculated as described in sub clause A.2 using the Discovery Key and the time parameter associated with the discovery slot.

6.
The Monitoring UE sends a Discovery Request message containing the ProSe Application ID name to the ProSe Function in its HPLMN in order to get the Discovery Filters that it wants to listen for.

7/8. The ProSe Functions in the HPLMN of the monitoring UE and VPLMN of the announcing UEs exchange Monitor Req./Resp. messages. There are no changes to these messages for the purpose of protecting the transmitted code for open discovery.

9.
The ProSe Function returns the Discovery Filter containing either the ProSe App Code(s) or the ProSe App Mask(s) along with the CURRENT_TIME and the MAX_OFFSET parameters. The UE sets its ProSe clock to CURRENT_TIME and stores the MAX_OFFSET parameter, overwriting any previous values.

10.
The Monitoring UE listens for a discovery message that satisfies its Discovery Filter, if the time parameter provided by the system for that discovery slot is within the MAX_OFFSET of the monitoring UE's ProSe clock.

11.
On hearing such a discovery message the Monitoring UE sends a Match Report message to the ProSe Function containing the time parameter related to the slot where it heard the announcement, and the discovery message including the ProSe App Code and MIC.

12. The ProSe Function in the HPLMN of the monitoring UE passes the discovery message including the ProSe App Code and MIC and associated time parameter to the ProSe Function in the VPLM of the announcing UE in the Match Report message.

13.
The ProSe Function in the HPLMN of the announcing UE checks the MIC is valid. The relevant Discovery Key is found using the ProSe App Code.

14. The ProSe Function in the HPLMN of the announcing UE acknowledges a successful check of the MIC to the ProSe Function in the HPLMN of the monitoring UE in the Match Report Ack message.

15.
The ProSe Function in the HPLMN of the monitoring UE returns an acknowledgement that the integrity checked passed to the Monitoring UE. The ProSe Function returns the parameter ProSe Application ID name to the UE. 
It also provides the CURRENT_TIME parameter, by which the UE (re)sets its ProSe clock.

***
END OF CHANGES
***
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