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*** BEGIN CHANGES ***
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AES
Advanced Encryption Standard

AK
Anonymity Key

AKA
Authentication and Key Agreement

AMF
Authentication Management Field

AN
Access Network

AS
Access Stratum
AUTN
Authentication token

AV
Authentication Vector

ASME
Access Security Management Entity

Cell-ID
Cell Identity as used in TS 36.331 [21]

CK
Cipher Key

CKSN
Cipher Key Sequence Number

C-RNTI
Cell RNTI as used in TS 36.331 [21]
CRL
Certificate Revocation List
DeNB
Donor eNB

DoS
Denial of Service

DSCP
Differentiated Services Code Point

EARFCN-DL
E-UTRA Absolute Radio Frequency Channel Number-Down Link

ECM
EPS Connection Management
EEA
EPS Encryption Algorithm

EIA
EPS Integrity Algorithm

eKSI
Key Set Identifier in E-UTRAN 

EMM
EPS Mobility Management

eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System

EPS-AV
EPS authentication vector

E-UTRAN
Evolved UTRAN

GERAN
GSM EDGE Radio Access Network

GUTI
Globally Unique Temporary Identity

HE
Home Environment

HFN
Hyper Frame Number

HO
Hand Over

HSS
Home Subscriber Server

IK
Integrity Key

IKE
Internet Key Exchange

IMEI
International Mobile Station Equipment Identity

IMEISV
International Mobile Station Equipment Identity and Software Version number

IMSI
International Mobile Subscriber Identity

IRAT
Inter-Radio Access Technology

ISR
Idle Mode Signaling Reduction

KDF
Key Derivation Function

KSI
Key Set Identifier

LSB
Least Significant Bit

LSM
Limited Service Mode

MAC-I
Message Authentication Code for Integrity (terminology of TS36.323 [12])

MACT
Message Authentication Code T used in AES CMAC calculation

ME
Mobile Equipment

MME
Mobility Management Entity

MME-RN
MME serving the RN

MS
Mobile Station

MSC
Mobile Switching Center

MSIN
Mobile Station Identification Number
NAS
Non Access Stratum

NAS-MAC
Message Authentication Code for NAS for Integrity (called MAC in TS24.301 [9])

NCC
Next hop Chaining Counter

NH
Next Hop
OCSP
Online Certificate Status Protocol
OTA
Over-The-Air (update of UICCs)
PCI
Physical Cell Identity as used in TS 36.331 [21]

PDCP
Packet Data Convergence Protocol

PLMN
Public Land Mobile Network

PRNG
Pseudo Random Number Generator

PSK
Pre-shared Key

P-TMSI
Packet- Temporary Mobile Subscriber Identity

RAND
RANDom number

RAU
Routing Area Update

RN
Relay Node

RRC
Radio Resource Control
SCG
Secondary Cell Group 
SEG
Security Gateway
SGSN
Serving GPRS Support Node

SIM
Subscriber Identity Module

SMC
Security Mode Command

SN
Serving Network

SN id
Serving Network identity

SQN
Sequence Number

SRB
Source Route Bridge
SRVCC
Single Radio Voice Call Continuity

S-TMSI
S-Temporary Mobile Subscriber Identity

TAI
Tracking Area Identity

TAU
Tracking Area Update

UE
User Equipment

UEA
UMTS Encryption Algorithm

UIA
UMTS Integrity Algorithm

UICC
Universal Integrated Circuit Card

UMTS
Universal Mobile Telecommunication System

UP
User Plane

USIM
Universal Subscriber Identity Module

UTRAN
Universal Terrestrial Radio Access Network

XRES
Expected Response 

*** NEXT CHANGE ***
E.2
Dual connectivity architecture 1A

E.2.1
Protection of the X2 reference point

The control plane signalling between MeNB and SeNB, that includes the transfer of the S-KeNB from the MeNB to the SeNB, over the X2 reference point shall be confidentiality and integrity protected using X2-C security protection as described in clause 5.3.4a and clause 11of the present specification.

E.2.2
Addition and modification of DRB in SeNB

When executing the Secondary Cell Group  (SCG) addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), the MeNB shall derive an S-KeNB as defined in clause E.2.4. The MeNB shall forward the generated S-KeNB to the SeNB during the SCG addition procedure. 

The SeNB shall derive a key KUPenc from the received S-KeNB as defined in clause E.2.4 of the present specification and use it for all radio bearers that were being added. 

At any point of time, the same KUPenc is used for encrypting all radio bearers between the SeNB and the UE. Once the KUPenc has been derived from the S-KeNB, the SeNB and UE may delete the S-KeNB.

The MeNB shall provide the value of the SCC used in the derivation of the S-KeNB to the UE in the RRC procedure adding the radio bearer(s) in the UE. The UE shall derive the S-KeNB and KUPenc as described in clause E.2.4.

When executing the SCG modification procedure for adding subsequent radio bearer(s) to the same SeNB, the MeNB shall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last S-KeNB change. 

If the MeNB cannot allocate an unused radio bearer identity for a new radio bearer in the SeNB, due to radio bearer identity space exhaustion, for a SCG modification procedure, the MeNB shall not perform an SCG modification procedure. The MeNB may instead release all radio bearers in the SeNB, and then perform an SCG addition procedure, adding all radio bearers just released as well as the new radio bearer to the SeNB. Since the SCG addition procedure results in a fresh S-KeNB being derived, radio bearer identities used before the last S-KeNB change can be re-used.

Editor's note: According to the reply to question 2 and 3 in the LS from RAN2 in R2-141844, the working assumption in RAN2 is that rekeying is performed by releasing all radio bearers and then adding them again. Under this working assumption there can be no existing radio bearers active in the SeNB when the MeNB includes a new S-KeNB when adding a new SCG. It is FFS whether RAN2 changes the WA and hence the above statement needs updating to explain that a rekeying is performed at the same time as the addition. 

Since the SeNB does not receive a new S-KeNB from the MeNB during the SCG modification procedure, the SeNB shall use the KUPenc derived from the current S-KeNB as encryption key also for the newly added radio bearer (s).

When the last radio bearer on the SeNB is released, the SeNB Release procedure is performed; the SeNB and the UE shall delete the KUPenc. The SeNB and UE shall also delete the S‑KeNB, if it was not deleted earlier.

If the MeNB receives a request for S-KeNB refresh from the SeNB or decides on its own to perform S-KeNB refresh (see clause E.2.5), the MeNB shall release all radio bearers in the SeNB, and then the MeNB may perform an SCG addition procedure, adding all radio bearers just released.

*** NEXT CHANGE ***

E.2.3
Activation of encryption/decryption

Editor's Note:  The procedure described below, and in particular the names of the SCG Addition/Modification Request, SCG Addition/Modification Command and RRC-RECONFIGURATION messages need to be aligned with the RAN2 and RAN3 specifications when they are stable.

The DRB offload procedure with activation of encryption/decryption follows the steps outlined on the Figure E.2.3-1.
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Figure E.2.3-1. SeNB encryption/decryption activation 
1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload the DRB to the SeNB. The MeNB sends the SCG Addition Request to the SeNB over the X2-C to negotiate the available resources, configuration, and algorithms at the SeNB. The MeNB computes and delivers the S-KeNB to the SeNB as necessary. UE EPS security capability and the encryption algorithm used on the signalling radio bearers should also be sent to SeNB.
Editor’s Note: Whether the MeNB delivers the fresh S-KeNB to the SeNB in this step depends on the agreement on the DRB Addition Option described in X.2.2.

Editor's Note: It is ffs whether the MeNB includes the SCC in message 2 and the SeNB includes it in the transparent RRC container to the UE, or whether the SCC is signalled to the UE directly from the MeNB as a separate parameter in addition to the transparent container. It is up to RAN2/3 to decide which way to signal the SCC to the UE is best suited.

3.
The SeNB allocates the necessary resources and chooses the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capability.
Editor's Note: The algorithm negotiation needs to be aligned with how RAN2/3 prefers to to negotiation of other UE capabilities.

4.
The SeNB sends the SCG Addition Command to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm (should it differ from the one selected by the MeNB in 2)) to serve the requested DRB for the UE.

5.
The MeNB sends the RRC Connection Reconfiguration Request to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCC parameter to indicate that the UE shall compute the S-KeNB for the SeNB and the KUPenc associated with the assigned bearer. 

NOTE: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCC cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC Connection Reconfiguration Command and shall compute the S-KeNB for the SeNB. The UE shall also compute the KUPenc for the associated assigned DRB on the SeNB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates encryption/decryption once S-KeNB and KUPenc are derived.
7. MeNB sends SCG Addition Response to the SeNB over the X2-C to inform SeNB configuration result. On receipt of this message, SeNB may activate encryption/decryption with UE. If SeNB does not activate encryption/decryption with the UE at this stage, SeNB shall activate encryption/decryption upon receiving the Random Access request from the UE.

Editor's Note: Step 7 is to align with RAN2’s CR in R2-141857 (endorsed in RAN2 #89bis). It is FFS whether this is the logical place to activate encryption/decryption.

Editor's Note: The detailed procedures describing when precisely the UE and the SeNB respectively start encryption in down-link and in up-link needs to be be clearly specified, c.f. 7.2.4.4 and 7.2.4.5, possibly including a reference to procedures defined in TS 36.xxx [xx]. This applies, in particular, to the question at what point in time the SeNB knows that it can start sending encrypted data to the UE.

*** END OF CHANGES ***
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