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Abstract of the contribution:

This contribution provides an analysis of the confidentiality issue of UE identity and possible solutions.
Introduction 

An LS from SA2 to CT4 (S3-142025/S2-142897) answers severel questions raised by CT4, one of which is about the user identifier to be used between the UE and ProSe Function. As followed:
· [CT4 Question 4]: Is IMSI the only user identifier to be used between the UE and ProSe Function or other kinds of user identifiers can be expected to be used? 

[SA2 Answer]: There are various cases of PC3 exchanges and the UE may need to send different identities depending on each case. For Direct Discovery procedures defined in clause 5.3.3 and 5.3.4 IMSI is used as example of the UE identity that is used when interacting with the HPLMN ProSe Function.  For EPC-level Discovery a temporary identity (EPUID) is allocated in procedure defined in clause 5.5.3 and is used in subsequent transactions. For ProSe Service Authorisation TS 23.303 does not define the identity to be used.   

However, always using IMSI between the UE and ProSe Function for Direct Discovery procedures introduces threat to its confidentiality. Thus possible solutions to address this issue are analized in this document.
Discussion

There are some examples demonstrate how to protect the UE identity confidentiality.

1. TMSI/P-TMSI, GUTI

The security feature of user identity confidentiality for 3G and SAE ([33.102] and [33.401]) include some solutions:
To achieve these objectives, the user is normally identified by a temporary identity by which he is known by the visited serving network. To avoid user traceability, which may lead to the compromise of user identity confidentiality, the user should not be identified for a long period by means of the same temporary identity. To achieve these security features, in addition it is required that any signalling or user data that might reveal the user's identity is ciphered on the radio access link.
The 3G system defines the TMSI/P-TMSI as the temporary identity of a user. In the SAE system, the temporary identity is GUTI.
2. B-TID in GBA
The security solution in ANDSF ([33.402] and [33.822]) can also be used for reference. It reuses GBA ([33.220]) and PSK TLS to establish SA between UE and ANDSF server. The GBA based solution allocates a bootstrapping transaction identifier (B-TID) in the bootstrapping procedure. And  the B-TID can be used in the bootstrapping usage procedures.
In summury of the examples above, a temporary identity of the user/UE is allocated at the first procedure, and then the temporary identity can be used in later procedures.
Several mechanisms can be used to address this requirement.
1. ProSe Function allocates a temporary identity for the UE upon service authorisation. This mechanism is similar to the EPUID in the EPC-level Discovery.
2. Retrieving GUTI from MME as the temporary identity. This needs defining a new reference point between the MME and the ProSe Funtion in the HPLMN of the UE.
3. Adopting GBA and using B-TID as the temporary identity. This needs depoying an AAA server as BSF.
After evaluation of the alternative mechanisms above, it is concluded that the 1st one takes advantage because it costs the least specification effort. Thus we suggest the temporary identity to be allocated by the ProSe Function, and such procedures should be defined by SA2 and CT4.
Proposal 

It is proposed that SA3 to add security requirements on protection of UE identity confidentiality to the ProSe TS 33.303. A CR to achieve this is provided in S3-142123. It is also proposed that SA3 to send an LS to SA2 to illustrate SA3’s concern on the UE identity confidentiality issue and to suggest SA2 and CT4 to modify the direct discovery procedures accordingly. A draft Reply LS is provided in S3-142124.
