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Abstract of the contribution: This contribution provides analysis on security requirements on MME software package integrity, and proposes two test cases.
1 Introduction
This contribution analyzed test cases for security requirements on MME software package integrity and proposes two test cases for this requirements.
2 Analysis
There are four requirements in this section:
1)
Software package integrity shall be validated in installation/upgrade stage.
2)
MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)
Tampered software shall not be executed if integrity check fails.
4)
There need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
Requirement 1 and 3 could be verified by performing installaition/upgrade operation.

Requirement 2 and 4 could be verified by checking software package integrity.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************

6.13
Security requirements on MME software package integrity 
-
Requirement name: MME Software integrity validation
-
Requirement reference: to be done later
-
Requirement Description: 
1)
Software package integrity shall be validated in installation/upgrade stage.
2)
MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)
Tampered software shall not be executed if integrity check fails.
4)
There need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
-
Security Objective references: SOFTWARE INTEGRITY
· Test case:


1) Test case 1:

· Pre-conditions: The MME software package is available, and the tester can access software package. And the tester has tool which can verify the software package integrity.
· Steps taken to perform the test:
a) The tester checks whether the integrity validation file exists, e.g. digital signature file.

b) The tester uses the tool to verify the software package integrity.
· Expected results:
a) Integrity validation file exists.

b) Software package integrity verification result is ok.
2) Test case 2:

· Pre-conditions: The MME is powered on and the tester has privilege to install/upgrade MME with software package. And one legal software package A is available, one illegal software package B which is tamper with from the legal one is available.
· Steps taken to perform the test:
a) The tester logs in MME.

b) The tester uses software package B to perform install/upgrade.

c) The tester uses software package A to perform install/upgrade.
· Expected results:
a) The installation/upgrade operation is failed by using software package B.

b) The installation/upgrade operaton is success by using software package A.

-
Requirement evidences: A document in free form describing technology method is provided to guarantee the integrity of software package.
*********************************End of the First change****************************************

