3GPP TSG SA WG3 (Security) Meeting #76
S3-142090
25-29 August 2014 Sophia Antipolis (France)
revision of S3-13abcd
Source:
Huawei, HiSilicon
Title:
Test case for OAM privilege management requirements on MME Management and Maintenance
Document for:
Approval 
Agenda Item:
SCAS
Work Item / Release:
R-13
Abstract of the contribution: This contribution provides analysis on OAM privilege management requirements on MME management and maintenance
1 Introduction
This contribution analyzed test case for OAM privilege management requirements on MME management and maintenance and proposes one test case for this requirement.
2 Analysis
A role-based access control system uses a centrally managed set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, I.e. the specific operation command or command group (e.g. View, Modify, Execute).
This requirement defines some privilege sets as several roles. Users or groups of users are granted with one or more roles to get correspongding privileges. This requirement could be verified by granting different roles to different users to check privileges.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************

6.10
OAM privilege management requirements on MME Management and Maintenance

-
Requirement name: OAM privilege management requirements on MME Management and Maintenance
-
Requirement reference: to be done later
-
Requirement Description: 

1) RX-1: A role-based access control system uses a centrally managed set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, I.e. the specific operation command or command group (e.g. View, Modify, Execute).
-
Threat References:
-
Test Case: 
· Pre-conditions: The MME is powered on and the tester has privileges to create and grant roles to new user in RBAC system.
· Steps taken to perform the test:

a) The tester logs in MME use admin account.
b) The tester creates user A, grants System Admin role to A.
c) The tester creates user B, grants Fault Management role to B.
d) The tester performs login action with user A, does operations that System Admin can do like modify user account password, view system log file, execute NE management.
e) The tester performs login action with user B, does operations about Fault Management..
f) The tester performs login action with user B, does operations that System Admin can do.
· Expected results:
a) In RBAC system, user A and B have granted different privileges.

b) User A has System Admin’s privileges and can perform operations that System Admin can do.
c) User B has Fault Management privileges and can perform operations about Fault Management.
d) User B has no System Admin’s privileges and can not perform operations that System Admin can do.
-
Requirement evidences: A document in free form describing: MME support role based access control system.
*********************************End of the First change****************************************

