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Abstract of the contribution:   Clarifications to threats clause 5.4.2 of TR 33.806.
1 Introduction  
This contribution porposes a number of changes to clarify the title for a number of the threats listed in clause 5.4.2 of TR 33.806 and also to clarify threat description text for some of the threats
According to this pCR, clause 5.4.2 shall be updated. This contribution proposes this alignment.
2 Analysis
The names assigned to threats should provide some idea of the type of threat being discussed in a clause. T1 – (Threat from the Internal attacks), T4 (Threats from the compromised UE or misbehaving UE) and T5 (MME management and maintenance interfaces) could be further clarified/qualified with the following changes.

T1  
Unauthorised access by internal user
T4 
Threat of DoS from compromised UE or misbehaving UE
T5 
Unauthorised access on MME management and maintenance interfaces

For clause 5.4.2.5 in the threat description the text defines one threat - unauthorized access through one of the management or maintenance interfaces. The next 3 items are consequences of the 1st threat being realized. The last item could be a variant of unathorised access. So one could keep this as one threat but qualify the consequences and add the last item (test.debug ports) as an attack vector or mechanism. This contribution proposes to re-phrase the threat description text to clarify this clause.
In clause 5.4.2.6 the last item in the threat description is: “One user can login from several computers at the same time, which may cause collision configuration or other conflict, which would bring security threats”. What is the threat being described in this example. Is it one of exploiting a race condition. The text currently describes a potential vulnerability in the Network Element design which may be vulnerable to DoS attacks, unathorised access threat, etc. These threats are described elsewhere so this clause, as its currently written, is not the best place to describe such a vulnerability. The contribution proposes deleting the text.

3  Proposal
This pCR proposes to:
1) Change threat name of T1 (in 5.4.2.1), T4 (5.4.2.4 and T5 (5.4.2.5)

2) Change threat description text in T5 (in 5.4.2.5) and T6 (5.4.2.6) 
4  pCR 
***
BEGIN OF FIRST CHANGE
***
5.4.2 
Other Threats 

5.4.2.1
T1 Threat from the Internal attacks 

· Threat Name:
Unauthorised access by internal user
· Threat Reference: to be done later 

-
Threat Category: DoS, Unauthorized access, Disclousure of information.
-
Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.

-
Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.
-
Threat Relevance: Mitigate.
Editor's Note: it is detailed threat.

Editor's Note: This threat can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.
5.4.2.2 
T2 Security threats on MME software package integrity
-
Threat Name: MME software package integrity
-
Threat reference: to be done later
· Threat Category: Tampering with MME Software

· Threatened Asset: Software, MME data and traffic such as network management data, interface configuration data, mobility management data, sensitive information, application software, hardware.
· Threat Description: Security threats exist from software package publication to install/upgrade. The attacker may tamper the software package by injecting virus code or Trojan horse, etc. After the software package installation or upgrade process, the malicious code can be executed on MME, which  may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.

· Threat relevance:mitigate
           NOTE: This is a detailed threat and maps the security objective: SOFTWARE INTEGRITY

Editor's Note: Threats needs to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model needs FFS.
5.4.2.3
T3 Disclosure of sensitive information in the storage
-
Threat Name: Disclosure of sensitive information in the storage-
Threat Reference: to be done later 

-
Threat Category: Disclosure of Information.

-
Threat Description: MME stores some sensitive information (i.e. communication keys (i.e KNASenc, KNASint, KeNB), administrator password). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. The attacker also can access user's sensitive information in clear text via OAM. The attacker can launch further attacks if the sensitive information has been accessed by the attacker. For example, the attacker can use user's keys to tamper or fake signaling. The attacker can also use user's identity and serving eNB's address to locate and track user.
-
Threatened Asset: all critical data stored in the MME as listed in 5.2.

-
Threat Relevance: Mitigate

Editor's Note: it is detailed threat.
Editor's Note: This threat can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING, STRONG DATA ENCRYPTION.

5.4.2.4
T4 Threats from the compromised UE or misbehaving UE
-
Threat Name: Threat of DoS from compromised UE or misbehaving UE
-
Threat Reference: to be done later 

-
Threat Category: DoS.

-
Threat Description: MME can be denial-of-service attacked by a compromised or misbehaving UE. For example, the attacker can controla huge number of compromised or misbehaving UEsto request access to one MME at the same time;these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests

-
Threatened Asset: MME processing capacity.

-
Threat Relevance: Mitigate
Editor's Note: it is detailed threat

Editor's Note: It is FFS the security objectives which the threat is mapped on.
5.4.2.5 
T5 Security threats on MME management and maintenance interfaces
-
Threat name:  Unauthorised access on MME management and maintenance interfaces
-
Threat Reference: to be done later
-
Threat Category:  to be done later
-
Threatened Asset:  all assets in MME are impacted

-
Threat Description: 

An attacker may gain unauthorized access through one of the management or maintenance interfaces

As a consequence of the threat being realiized an attacker may:

· gain control of the MME and potentially the control of the system, resulting in compromize of sensitive user data, system data, and management data. 
· disrupt and disable normal system operations.  
· be able  to gain access to other Network Elements (Nes) such as HSS, S-GW and eNB (through S6a, S11 and S1 interfaces respectively). 
The result can be devastating.  
One of the attack mechanisms may   use test/debug ports to compromise the MME.
NOTE: This is a detailed threat and maps to the security objective SECURE MME ADMINISTRATION.
Editor's Note: Threats need to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model is FFS.

5.4.2.6 
T6 Security threats on MME user account and password management
-
Threat name: Security threats on MME user account and password management

-
Threat Reference: to be done later 
-
Threat Category: Unauthorized access
-
Threat Description: 

One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.
User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind of passwords with fewer attempts by brute force.
The attacker may get a user password, and not be detected by a legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, the user may perform modification with historical password, known by the attacker, which would bring a security threat.
This means that user password storage is important. The storage should use encryption techniques to avoid information leaking.
The attacker may use brute force to get passwords, which is simply a matter of time.

-
Threatened Asset: User account data and credentials 
-
Threat relevance: mitigate
NOTE: This is a detailed threat and maps the security objective: SECURE STORAGE
