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***************************START OF CHANGES*********************************
8.5
Enrolment of H(e)NB to an Operator PKI

8.5.1
General

For certain use cases it is advantageous to authenticate the H(e)NB with a device identity and a device certificate issued by the operator. For such cases an automatic enrolment of H(e)NBs to an operator PKI is specified based on device authentication using a vendor device certificate.

Support and usage of enrolment of a H(e)NB to an operator PKI is optional.

If the establishment of direct links between H(e)NBs according to clause 4.3.4 is is supported, then support of enrolment according to the clause 8.5 is mandatory.

8.5.2
Enrolment Procedure

The enrolment procedure to an operator PKI shall follow clause 9 of TS 33.310 [7] with the following additions and exceptions:

-
The root CA certificate which is used to authenticate the SEG may be different to the one which is used to authenticate the H(e)NB.

-
The H(e)NB shall be pre-provisioned with the root CA certificate of the SeGW before the H(e)NB attempts to authenticate the SeGW at the end of the procedure specified in clause 9.2 of TS 33.310 [7].

NOTE 1:
The operator root CA certificate may be provisioned e.g. by pre-provisioning by the manufacturer/vendor or by a management procedure from an initial H(e)MS accessed using a vendor device certificate for authentication.

-
The H(e)NB shall be securely provisioned with the root CA certificate used by the operator for H(e)NB authentication, before it establishes a direct IPSec connection to the peer H(e)NBs by using the configured root CA certificate as the trust anchor to authenticate each other’s certificate chains.

-
The vendor device certificate used for enrolment (and the certificate chain up to the root certificate of the vendor certificate) shall either follow the rules given in clause 9.4 of TS 33.310 [7] or the rules given in clause 7.2.5.2 of the present document.

NOTE 2:
The enrolment procedure may take place with a RA/CA accessible on the public Internet or via a SeGW with a RA/CA accessible on the MNO Intranet. In the latter case the SeGW has to accept a vendor device certificate for enrolment connection, even though the operator device certificate is used later by the SeGW on establishment of the operational backhaul link.
***************************END OF CHANGES**********************************

